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Equitrac API Overview

Equitrac API provides a REST API to perform operations in the Equitrac product. It is designed to use
from various client applications that needs integration with Equitrac. Customers can use our web hosted
APl in an industry standard way, so the clients can use any technology and can run on any devices, and
sending requests to our API does not need uncommon, custom implementation.

Installation and configuration

The Equitrac API (EQAPI) is installed along with the Equitrac Core Accounting Server (CAS) in the
ControlSuite Installer. There are no additional steps needed to install EQAPI.

If you have not already installed Equitrac 6.1, refer to the ControlSuite Installation Webhelp.

EQAPI Prerequisites:
* NET Framework v4.6 or higher
» .NET Core runtime v2.2 or higher

After Equitrac 6.1 is installed, run the Configuration Assistant and set the following:

1. On the Certificate Management page, Generate a self-signed certificate or Import a custom
certificate. EQAPI can only be used through a HTTPS connection.

2. On the CS Enrollment page, enroll the following services into the Security Framework:
+ Equitrac API
+ Web Client
» Core Accounting Service

Once the EQAPI is installed and setup, it can be accessed on the ’https://localhost:8282/equitracapi/’
URL.


https://docshield.kofax.com/ControlSuite/en_US/1.1.0-88toh2tsf1/help/CS/ControlSuite/CS_Installation/Source/Dita/CSIG8006_Install_EQ_Overview.html#install_equitrac_foundations
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3. On the Licensing page, ensure that the Public API functionality license entitlement is assigned to
your system.

Licensing

License Server

Server location https:/fam-2016:44370 rd
Server ID 005056BDC520

Open Kofax Customer Portal €
Feature Available Used Expiration date
Print Submission Yes 2 permanent
Process Designer Yes 0 permanent
Public AP| funtionality Yes 0 permanent
Quota Manager Yes 0 permanent
Quotas and Billing Acc Yes 1 permanent
Renartinn Yes 0 nermanent
Refresh Licenses Download License Request @ Last Updated on 12/3/2019 11:55:54 AM +01:00

If EQAPI is not licensed, all API entry points (except the Status API) returns with an 402 response
code. The license status of EQAPI can be acquired with the Status API. Refer to the Kofax
Knowledge Base webpage for licensing support.

IIS configuration

EQAPI is a public API, and can be used in different network environments.

Note By default EQAPI is installed in IIS and listens on port 8282 with HTTPS protocol. The IIS
configuration can be changed manually to suite your environment.

The following are EQAPI IS settings:

» Application pool: EquitracAPI with the default 1IS user.
« Default user: IIS built-in user.

* Web site: Equitrac API


https://knowledge.kofax.com/
https://knowledge.kofax.com/
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» Default configuration: HTTPS binding with the certificate selected in Configuration Assistant, listening

on port 8282.
gy Explor
Site Bindings ? % /] r‘me N
Edit Permissions...
Type Host Mame Port IP Address Binding Informa... Add... i Et Site
Bindings...
https 8282 :

D Basic

tua

Manage Website £

e Restart

» Web application: EquitracAPI under the EquitracAPI web site.

Authenticate and authorize a user

Authentication and authorization in EQAPI works according to the OAuth 2 standard. OAuth 2.0 is the
industry-standard protocol for authorization by providing specific authorization flows for web applications,
desktop applications and mobile devices.

To authenticate and authorize a user with Auth API, and generate an access token, do the following:

1. Send a POST request to the Auth API (/auth). Enter the username and password for the Windows
user to be authenticated.

Auth v

POST Sauth Authenticate and authorize a user

Authenticale and authorize a user and generale an access foken

MName Description

username " Name of the user to be authenticated
string

{header)

password Password of the user to be authenticated

string({fpassword)

{header )


https://oauth.net/2/
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2. The API sends a response code a (HTTP 200), and delivers an access token with an expiration time
(in seconds) in the response body. This access token contains the available roles of the user.

Code Details

200 Response body

"access_token™:
“eyIhbGci0iIIUzTINI TS InRSc

“token_type™: “bearer~,
“expires_in®: 1808

3. To perform an operation, send a request to the related API entry point with the access token. Set the
authorization request header to ‘Bearer <access token>’.

Namé Description

authorization ~
i Authorization token, that allows the client to make the request

Bearer <accesstoken=

The access token is valid for 30 minutes before it expires. If the authorization request is made after the
access token expires, send a Post request again to the Auth API to get another access token to use.

Setting access permissions

The EQAPI requires special roles to perform certain actions in Equitrac.

To set up roles in Equitrac, do the following:

1. Launch the EQ Web Client application or enter https://EQWebClient.hostname/EQWebClient in
the address bar and log in to Equitrac Web System Manager.

2. In System Configuration, select Global Configuration Settings > Security and Authentication >
Access Permissions.

3. Assign the Windows or domain groups to the following roles used by EQAPI:
« Admin: With this role all operations can be performed.

« Accounts: With this role, accounts (users, departments, billing codes) can be managed (create,
retrieve, update, delete). It is a subset of the ‘Admin’ role.

» Cashier: With this role the money balance of the accounts can be adjusted. It is a subset of the
‘Admin’ role.

4. Click the Edit icon for the group link you want to configure.

5. In the Select Group dialog box, choose the group to have access to the Equitrac functions, and click
OK to save the changes.


https://EQWebClient.hostname/EQWebClient

Kofax Equitrac API Reference Guide

API reference

EQAPI has a web page where all API entry points are documented and can be played with them. It
is called the Swagger page, see in the next section. Every operations are well documented and self-
explanatory there, including the possible parameters and the possible results.”

ApiError

All non-success responses contain ApiError object(s). This object provides a unique business error code
for possible error cases and a textual message.

ApiError « {
description: Represents an error from all possible error cases
code integer{$int32}

Available values :

NoError = 8,
UserInvalidCredential = lee1,
Unauthorized = 1882,

Forbidden = 1863,
NameAlreadyExists = 2ee1,
MNameNotFound = 2002,
AccountInvalidCredential = 2843,
InsufficientFunds = 381,
InsufficientColorQuota = 3882,
ChargeAccountIsiocked = 3883,
AccountIsilocked = 3804,
ParameterIsInvalid = 4081,
ServiceCommunicationError = 5881,
ServiceconnectionError = 5882,
Unlicensed = 6881,

UrlMismatch = 7881,
ParameterTypeMismatch = 7ea2,
Httpsonly = 7883,
Unsupportedapiversion = 881,
unspecifiederror = 8082

Enum:

> Array [ 20 ]
message string
Textual message to increase understanding the error situation

The business error code can be used to automate the processing of the responses. The textual message
is a human readable description of the error code.

All business like errors are delivered under the response code 400 (Bad Request). Business like error
means that the EQAPI infrastructure is healthy, but some regular business process generates an error.
For example, if the user wants to add an account which already exists, the service will return a “The given
name already exists!” error.
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Example for possible business error codes (with human readable texts):

[

T

“code™: 2881,
"message”: "The given name already exists!”

}J
I
L
"code™: 4881,
"message”: "The amount should be a number!™
I
I
L
"code™: 4881,
"message™: "A parameter was missing or has inwalid format or value!™

h
]

There are other errors which are not strictly related to the business operation, but they are also contain an
ApiError object in the response.

Example for “non business” errors (in this case for HTTP 403):

Example Value | Model

application/json

1
"code™: 1083,

"message”: "This user does not have role to perform this operatiom!™

1
I

Swagger page

EQAPI has a Swagger web page with a collection of all API entry points, where you can see the input and
response parameters, and send requests to them.

The Swagger page is accessed at the EQAPI root URL. (Default is ‘https://localhost:8282/equitracapi’).
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4 swagger

EquitracAPI =

| Bane URL: JCauitrachPT |
expuireAl Vawsgggen's lansgen. pan

EguirachPl, Version=1.0.0.0. Culure=neufral. PublicKayToken=nul

Auth

EquitranaF

|m Fawth Authenlicatn and authorze a use:

Balance

|m Fdeposit/{type} Adusttho talaneeof an accounl fuser of depanment or blling coca)

| Fwalidoteaccount oo acoount

BillingCode

| Fbillingcode Retiem an asisiing bilingcoce

|m Fbdllingeode Updaia an asising biling coda

|m #bd1llingeode Ao a new hiling code

[ /billingeode Deintn an esing ilng mde

| Fbdllingrodes Retricws a st of hiling ot avalanie 107 3 user or department

Department

| Ffdepartment Ratricvs an misting depatment

|m Fdepartment  Updae an mdsting cenariment

|m fdepartment Add 2 now denadmaent

[ Fdepartment Dolie an exising deparimeni

ManageUser

| Juser Raiown an exsling Lsar

|m Fuser Updals an sxisting usar

|m Fuser A anew use

oo

Status

| Fstatus Fntriaving Sialus imonmation ke verson, ioonse, Foalh chocic

Transaction

|m Ftransaction/print Record 2 print ransadion

|m Ftransaction/scan Roood a son arsaction

10
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For every API entry points there are description about the operation, the input parameters and all possible
responses. There are example values for the parameters for reference. Use the Model view to see the
detailed description about the parameter fields. The mandatory fields are marked with a red asterisk.

FParameters

Example Value | Model

ManageUserDto « {

description:
accountName*

fullname

eMailaddress

balance

hardLimit

primaryPin

secondaryPin

alternatePrimaryPin

homeDre

colorQuota

colorPageCount
locked

department

scanHomeFolder

Properties for a manage user operation
string

maxLength: 255

Account name

string

maxiLength: ie@

Full name

string

maxiength: 108

Email address

number ($double )

Balance

number ($double )

Hard limit (the lowest balance allowed)

string

maxLength: 255
Primary PIN

string

maxLength: 255
Secondary Pin

string

maxiength: 255
Alternate primary Pin
string

maxLength: 255

Home DRE
integer{$int32)

Set this to -1 for unlimited.

integer($int3z)

Color page count
boolean

Is the account locked?
string

maxLength: 188
Department

string

Scan home folder

11
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All APl models are described at the bottom of the page in the Models section.

Models

TokenResponse v {
description:
access_token

token_type

expires_in

ApiError » {...}

As was previously mentioned, every operation needs an access token with proper roles. Handling of the
access token is automated on the Swagger page, and there is no need for any manual copy operation:

contains the generated token in oAuth2 compliant fi
string

readonly: true

Contains the generated access token in Basecd form
string

readdnly: true

per definition it is “bearer”™ now

integer($int32)
readonly: true
Expiration time in seconds

1. First authenticate the user with the Auth API.

Auth

Jauth Authenticate and authorize a user

Authenticale and authorze a user and generale an access token

Parameters

Name

username " ™
string
(header)

password *
string(Spassword)
{(header)

Description

Name of the user to be authenticated

Password of the user to be authenticated

12
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2. Click the Try it out button to initiate the authentication. If the given credentials are valid, after the
Execute button clicked, the API sends a response code (HTTP response code is 200), and delivers
an access token with an expiration time (in seconds) in the response body.

Code Details

00
200 Response body

{
“access_token™:
“eyIhbGci0d IIUzTINITsInRSc
aWNhAGVKVINLci T s IkF §¥291bak

ANTMyMTUS Inl zcy I61 jakMELZ
NAYUG LA o hrwElie() - R 1aS 67 MR
“token_type™: “bearer~,

“expires_in=: 1808

3. This token will be stored on the page automatically and is copied to the field where it is needed later

by other operations.
Hame Descripiion

authorization
string Authorization foken, that allows the client to make the request

(header )

Bearer <accesstoken=

API descriptor

The API descriptor is a JSON file which is downloadable from the Swagger page. This file can be used to
generate a source code for programming languages (such as Java, C#, C++) to access the EQAPI easily.

1. Open the Swagger page. (Default is ‘https://localhost:8282/equitracapi’).

2. Click on the JSON link under the EquitracAPI heading (for example, /EquitracAPl/swagger/v1/
swagger.json) to display the JSON content.

3. Download the JSON descriptor file.

Postman profile

With the EQAPI, a Postman collection is deployed and can be imported into the Postman API application
to make requests to EQAPI. The Postman collection is in <Installation folder of ControlSuite>/Equitrac/
EquitracAPIl/ EquitracApi.postman_collection.json.

To use the Postman collection, do the following:
1. Open the Postman application, and import the collection (EquitracApi.postman_collection.json).

13
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2. If Postman is used on another machine, set the EQAPI root URL:

a. Click Edit in the EquitracAPI collection menu.

EDIT COLLECTION

WARIABLE INITIAL vALUE CURRENT VALUE

baszelr hepsaifocalbbar:B2E 2 equ hpsfiocalhost:B282
tracap

b. Change the current value of the baseUrl variable to the network address of EQAPI.

c. Click Update.
3. This Postman collection will use the access token automatically.

a. Send a request to the Auth API with valid user credentials. Once the credentials are validated,
the access token appears in the response body. This access token will be used automatically
for all subsequent operations.

Q ; No Environment v Lo ]
W L] L] T

k Authenticate and authorize 4 user. E

Collections e
o ) o “ e

L]
.
rm b
LI -
HEV VALUE DESCRIBTION 5

L

'
LI -

.

b. Perform any other operation. The access token is used automatically.
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4. There are many examples for each operation.

E Comments (0) Examples(7)
Unlicensed - Payment required
Unexpected error - Internal server error
Insufficient role
| Unauthorized access
The given account has been created
Service unavailable

Invalid parameters

Add Example

15
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