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Preface

This document describes in detail all of the currently available FraudOne Global Fraud Signatures
Web services and all Web service interface parameters for them.

The document is a definition of the FraudOne Global Fraud Signatures Web services and a
specification of the parameters and their allowed values and / or ranges for each Web service.
Samples provided should enable developers to use the Web services in an existing or newly
developed application.

The description is restricted to the published Web service interface itself. Internally used
parameters or services that may extend the Web service functionality beyond the published
interface are not described.

This document was prepared for developers to allow development of the web services and those
products that interact with (consume and support) the web services.

Related documentation

The full documentation set for Kofax FraudOne is available at the following location:
https://docshield.kofax.com/Portal/Products/FO/4.6.0-e4jy6kf7pr/FO.htm
In addition to this guide, the documentation set includes the following items:

Release notes
* Kofax FraudOne Release Notes

Technical specifications
+ Kofax FraudOne Technical Specifications

Guides

* Kofax FraudOne Administrator's Guide

+ Kofax FraudOne Archive Interface Server

* Kofax FraudOne ASV Blackbox

* Kofax FraudOne Common API Specifications for GIA Engines

* Kofax FraudOne Data Warehouse Installation and Operation Guide
* Kofax FraudOne Extended Reporting Features and Statistics

* Kofax FraudOne Feature Codes

* Kofax FraudOne Installation and Migration Guide

* Kofax FraudOne Java Client Customization Guide


https://docshield.kofax.com/Portal/Products/FO/4.6.0-e4jy6kf7pr/FO.htm
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* Kofax FraudOne Java Client Customization Layer

* Kofax FraudOne Report Component Installation Guide

* Kofax FraudOne Service Program Configuration

* Kofax FraudOne Service Program Interfaces

* Kofax FraudOne SignCheck Result Codes

* Kofax FraudOne Standard Reporting Features and Statistics
* Kofax FraudOne The Book on CRS

* Kofax FraudOne Thin Client Customization Guide

* Kofax FraudOne Variant Cleanup Utility

Help

+ Kofax FraudOne Administration Client Help
* Kofax FraudOne Error Messages Help

* Kofax FraudOne Java Client Help

* Kofax FraudOne Server Monitor Help

* Kofax FraudOne Thin Client Help

Training

Kofax offers both classroom and online training to help you make the most of your product. To
learn more about training courses and schedules, visit the Kofax Education Portal on the Kofax
website.

Getting help with Kofax products

The Kofax Knowledge Base repository contains articles that are updated on a regular basis to
keep you informed about Kofax products. We encourage you to use the Knowledge Base to obtain
answers to your product questions.

To access the Kofax Knowledge Base:

1. Go to the Kofax website home page and select Support.

2. When the Support page appears, select Customer Support > Knowledge Base.

© The Kofax Knowledge Base is optimized for use with Google Chrome, Mozilla Firefox or
Microsoft Edge.

The Kofax Knowledge Base provides:
+ Powerful search capabilities to help you quickly locate the information you need.
Type your search terms or phrase into the Search box, and then click the search icon.
* Product information, configuration details and documentation, including release news.


https://learn.kofax.com/
https://knowledge.kofax.com/
https://www.kofax.com/
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Scroll through the Kofax Knowledge Base home page to locate a product family. Then click a
product family name to view a list of related articles. Please note that some product families
require a valid Kofax Portal login to view related articles.

From the Knowledge Base home page, you can:
+ Access the Kofax Community (for all customers).
Click the Community link at the top of the page.
+ Access the Kofax Customer Portal (for eligible customers).

Click the Support link at the top of the page. When the Customer & Partner Portals Overview
appears, click Log in to the Customer Portal.

+ Access the Kofax Partner Portal (for eligible partners).

Click the Support link at the top of the page. When the Customer & Partner Portals Overview
appears, click Log in to the Partner Portal.

+ Access Kofax support commitments, lifecycle policies, electronic fulfillment details, and self-
service tools.

Go to the General Support section, click Support Details, and then select the appropriate tab.



Chapter 1

General information

Web service structure

The implementation are SOAP Web services based on a WSDL file (see WSDL file).

There are three different schemas with the following functionalities:
+ Global Fraud Signature - Insert

Inserts a new global fraud signature record with the provided data (see Insert global fraud
signature schema)

+ Global Fraud Signature - List

Retrieves information about all existing global fraud signature records (see Read global fraud
signature list schema)

+ Global Fraud Signature - Delete

Deletes a global fraud signature record with the provided data (see Delete global fraud signature
schema)

You can find examples of requests and responses in Attachment 2.

Data types

The Web service parameters are defined in terms of the following data types:
+ binary data

+ strings

* numbers

+ dates

Binary data is transported in the format(s) supported by the infrastructure used to consume the
web services.

All character string data is encoded as specified in the Web service header, in general UTF-8
encoding is preferred, but any encoding is acceptable in so far as the encoding can transport the
character set required by the installation consuming the services. The Web services themselves will
transform the incoming data into Unicode for further processing and forwarding to the back end
and will perform the reverse transformation from Unicode to the chosen encoding before sending
the service response.
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Numbers are transported as formatted character strings consisting of digits only plus a leading

minus sign for negative numbers.

Dates data is expected in the format YYYY-MM-DD.

Web service configuration settings

All the Web service configuration settings are done in the GFS_ws.properties file.

Parameter

Comment

SignBase.Host

Server host

SignBase.Port

Server port

SignBase.Timeout

Possible server timeout

Codepage

Code page specification

Log.Mode

Selected log mode:

LOG_MODE_SIMPLE = 1
LOG_MODE_LOG4J = 2
LOG_MODE_XJLOG = 3

Log.File

File for logging (full name).

Used only for LOG_MODE_SIMPLE mode. Other log
modes need specific configuration file (-s) that have to be
available in the class path.

Log.MaxSize

Maximum log size in kb before logging to new file.

Used only for LOG_MODE_SIMPLE mode. Other log
modes need specific configuration file (-s) that have to be
available in the class path.

Log.Level

Log level. Possible values:

NONE = 0
ERROR = 1
WARNING = 2
INFO = 3
DEBUG = 4

Used only for LOG_MODE_SIMPLE mode. Other log
modes need specific configuration file (-s) that have to be
available in the class path.

Other codes (0.Details, 1.Details,
GlobalFraudSignatureException.0...)

Error descriptions with extended information regarding
server return codes in numbers.

Web service deployment

The Web service consists of the Web service archive file globalFraudSignatureWebService.aar and

configuration file GFS_ws.properties.
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Both of them have to be deployed into an Axis2 1.7.1 Web service container on a Web Application
Server.

Axis2 Installation on a Tomcat web server:

+ Copy axis2-1.7.1 war file (S:\dev\rel\shared\3rdparty\apache\axis2\1.7.1\axis2-1.7.1-war.zip) into
TOMCAT/webapps.

* Restart Tomcat

Web service deployment:

+ Copy globalFraudSignatureWebService.aar into TOMCAT/webapps/axis2/WEB-INF/services
+ Copy GFS_ws.properties into TOMCAT/webapps/axis2/WEB-INF/classes

+ Adjust configuration (SignBase Host, logging) in the GFS_ws.properties file

* Restart Tomcat
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Web service listing

Insert global fraud signature

This service is used to add a new Global Fraud Signature record.

Request Parameters

Parameter Data type |Required Minimum Typical Absolute Comments
length maximum maximum
length length

USERID String Y 1 20 20 The unique
identifier (key
value) to be
associated
with the user
(person)

PASSWORD String Y 1 16 16 The password
of provided
user

DOCUMENTID | String Y The unique
document
identifier

BNO Integer Y 3 3 3 Bank number

X_RES Integer Y 1 10 10 Image
horizontal
resolution

Y_RES Integer Y 1 10 10 Image vertical
resolution

WIDTH Integer Y 1 10 10 Image width

HEIGHT Integer Y 1 10 10 Image height

DATESCANNED | Date N 1 8 24 byte Date when
image was
scanned

DATEVALID Date N 1 8 24 byte Date until
image will be
valid

10
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Parameter Data type |Required Minimum Typical Absolute Comments
length maximum maximum
length length
DATEEXPIRY Date N 1 8 24 byte Image expired
date
DOCREFNO String N 1 30 30 Document
reference
number
COUNTRYID String N 3 3 3 Country
identifier
BANKCODE String 1 11 11 Bank code
CUSTOMERNO | String 1 34 34 Customer
number
ACCTNO String N 1 34 34 Account
number
IMAGE Base64Binany 1 2MB DB-Limit Image file
Response
Parameter Data type Required Minimum Typical Absolute Comments
length maximum maximum
length length
RETURNCODE | Number Y 1 10 10 Numeric
return code 0
- 255
DESCRIPTION | String Y 1 1MB 1MB Description of
error code
Return codes
Numeric value Description

0

Record processed successfully

1

Unexpected error occurred when processing the request

2 Requested data nor found

11 Database is not implemented

31 Database is closed

32 Object with the ImageNo not found

33 General server problem

34 Request parameters invalid or inconsistent
35 Database problem

36 User not found

37 Wrong password

1
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Numeric value Description

38 Database is modified

39 Object with the Documentld already exists
40 The server is busy

41 No data found for request

42 BNo or Documentld is not provided or not authorized
43 Same user is verified

47 Customer is not allowed

48 Old version

49 User is disabled

50 User is not authorized

51 User is disabled

52 User is expired

53 Password is too short

54 Password should be reused

55 Password is expired

56 Schema is not found

59 Schema time limit

60 Too many objects

101 Not implemented

102 Maximum client count is exceeded

103 SPError request replaced be newer

104 Session is not found

105 Verify data

106 Data inconsistency

Others SignBase errors (Communication, Database or Server Program errors)

Read global fraud signature list

This service is used to retrieve a list of all existing Global Fraud Signature records.

Request parameters

12
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Parameter Data type Required Minimum Typical Absolute Comments
length maximum maximum
length length

USERID String Y 1 20 20 The unique
identifier (key
value) to be
associated
with the user
(person)

PASSWORD String Y 1 16 16 The password
of provided
user

BNO Integer Y 3 3 3 Bank number

Response

Parameter Data type Required Minimum Typical Absolute Comments

length maximum maximum
length length

RETURNCODE | Number Y 1 10 10 Numeric
return code 0
- 255

DESCRIPTION | String Y 1 1MB 1MB Description of
error code

Return codes

Numeric value Description

0 Record processed successfully

1 Unexpected error occurred when processing the request
2 Requested data nor found

11 Database is not implemented

31 Database is closed

32 Object with the ImageNo not found

33 General server problem

34 Request parameters invalid or inconsistent
35 Database problem

36 User not found

37 Wrong password

38 Database is modified

39 Object with the Documentld already exists
40 The server is busy

41 No data found for request

13
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Numeric value Description

42 BNo or Documentld is not provided or not authorized
43 Same user is verified

47 Customer is not allowed

48 Old version

49 User is disabled

50 User is not authorized

51 User is disabled

52 User is expired

53 Password is too short

54 Password should be reused

55 Password is expired

56 Schema is not found

59 Schema time limit

60 Too many objects

101 Not implemented

102 Maximum client count is exceeded
103 SPError request replaced be newer
104 Session is not found

105 Verify data

106 Data inconsistency

Others SignBase errors (Communication, Database or Server Program errors)

Delete global fraud signature

This service is used to delete an existing Global Fraud Signature record.

Request parameters

Parameter Data type Required Minimum Typical Absolute Comments
length maximum maximum
length length

USERID String Y 1 20 20 The unique
identifier (key
value) to be
associated
with the user
(person)

14
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Parameter Data type Required Minimum Typical Absolute Comments
length maximum maximum
length length

PASSWORD String Y 1 16 16 The password
of provided
user

BNO Integer Y 3 3 3 Bank number

IMAGENO String Y 1 20 20 The unique
identifier (key
value) to be
associated
with the user
(person)

Response

Parameter Data type Required Minimum Typical Absolute Comments

length maximum maximum
length length

RETURNCODE | Number Y 1 10 10 Numeric
return code 0
- 255

DESCRIPTION | String Y 1 1MB 1MB Description of
error code

Return codes

Numeric value Description

0 Record processed successfully

1 Unexpected error occurred when processing the request
2 Requested data nor found

11 Database is not implemented

31 Database is closed

32 Object with the ImageNo not found

33 General server problem

34 Request parameters invalid or inconsistent
35 Database problem

36 User not found

37 Wrong password

38 Database is modified

39 Object with the Documentld already exists
40 The server is busy

41 No data found for request

15
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Numeric value Description

42 BNo or Documentld is not provided or not authorized
43 Same user is verified

47 Customer is not allowed

48 Old version

49 User is disabled

50 User is not authorized

51 User is disabled

52 User is expired

53 Password is too short

54 Password should be reused

55 Password is expired

56 Schema is not found

59 Schema time limit

60 Too many objects

101 Not implemented

102 Maximum client count is exceeded
103 SPError request replaced be newer
104 Session is not found

105 Verify data

106 Data inconsistency

Others SignBase errors (Communication, Database or Server Program errors)

16
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Attachment 1

WSDL file

<?xml version="1.0" encoding="UTF-8"?>
<wsdl:definitions name="GlobalFraudSignature"
targetNamespace="http://www.kofax.com/FraudOne/services/signbase/"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://www.kofax.com/FraudOne/services/signbase/"
xmlns:del="http://www.kofax.com/FraudOne/services/
DeleteGlobalFraudSignature"
xmlns:ins="http://www.kofax.com/FraudOne/services/
InsertGlobalFraudSignature"
xmlns:rd="http://www.kofax.com/FraudOne/services/
ReadGlobalFraudSignatureList"
>
<wsdl:types>
<xsd:schema>
<xsd:import namespace="http://www.kofax.com/FraudOne/services/
DeleteGlobalFraudSignature"
schemalLocation="DeleteGFS.xsd"/>
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://www.kofax.com/FraudOne/services/
InsertGlobalFraudSignature"
schemaLocation="InsertGFS.xsd"/>
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://www.kofax.com/FraudOne/services/
ReadGlobalFraudSignatureList"
schemalLocation="ReadGFSL.xsd"/>
</xsd:schema>
</wsdl:types>

<wsdl:message name="DeleteRequest">

<wsdl:part name="DeleteRequest" element="del:DeleteRequest"/>
</wsdl:message>
<wsdl:message name="DeleteResponse">

<wsdl:part name="DeleteResponse" element="del:DeleteResponse"/>
</wsdl:message>

<wsdl:message name="InsertRequest">

<wsdl:part name="InsertRequest" element="ins:InsertRequest"/>
</wsdl:message>
<wsdl:message name="InsertResponse">

<wsdl:part name="InsertResponse" element="ins:InsertResponse"/>
</wsdl:message>
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<wsdl:message name="ReadRequest">

<wsdl:part name="ReadRequest" element="rd:ReadRequest"/>
</wsdl:message>
<wsdl:message name="ReadResponse">

<wsdl:part name="ReadResponse" element="rd:ReadResponse"/>
</wsdl:message>

<wsdl:portType name="DeleteGlobalFraudSignatureInterface">
<wsdl:operation name="DeleteGlobalFraudSignature">
<wsdl:input message="tns:DeleteRequest"/>
<wsdl:output message="tns:DeleteResponse"/>
</wsdl:operation>
</wsdl:portType>

<wsdl:portType name="InsertGlobalFraudSignature">
<wsdl:operation name="InsertGlobalFraudSignature">
<wsdl:input message="tns:InsertRequest"/>
<wsdl:output message="tns:InsertResponse"/>
</wsdl:operation>
</wsdl:portType>

<wsdl:portType name="ReadGlobalFraudSignatureList">
<wsdl:operation name="ReadGlobalFraudSignatureList">
<wsdl:input message="tns:ReadRequest">
</wsdl:input>
<wsdl:output message="tns:ReadResponse">
</wsdl:output>
</wsdl:operation>
</wsdl:portType>

<wsdl:binding name="DeleteGlobalFraudSignatureSOAPBinding"
type="tns:DeleteGlobalFraudSignatureInterface">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/
http"/>
<wsdl:operation name="DeleteGlobalFraudSignature">
<soap:operation soapAction="http://www.kofax.com/FraudOne/services/
signatory/DeleteGlobalFraudSignature"/>
<wsdl:input>
<soap:body parts="DeleteRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="DeleteResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>

<wsdl:binding name="InsertGlobalFraudSignatureSOAPBinding"
type="tns:InsertGlobalFraudSignature">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/
http"/>
<wsdl:operation name="InsertGlobalFraudSignature">
<soap:operation soapAction="http://www.kofax.com/FraudOne/services/
signatory/InsertGlobalFraudSignature"/>
<wsdl:input>
<soap:body parts="InsertRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="InsertResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>

18
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<wsdl:binding name="ReadGlobalFraudSignatureListSOAPBinding"
type="tns:ReadGlobalFraudSignaturelList">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/
http"/>
<wsdl:operation name="ReadGlobalFraudSignatureList">
<soap:operation soapAction="http://www.kofax.com/FraudOne/services/
signatory/ReadGlobalFraudSignatureList"/>
<wsdl:input>
<soap:body part="ReadRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="ReadResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>

<wsdl:service name="DeleteGlobalFraudSignature">
<wsdl:port name="DeleteGlobalFraudSignatureSOAPBinding"
binding="tns:DeleteGlobalFraudSignatureSOAPBinding">
<soap:address location="http://localhost:8080/axis2/services/
DeleteGlobalFraudSignature"/>
</wsdl:port>
</wsdl:service>

<wsdl:service name="InsertGlobalFraudSignature">
<wsdl:port name="InsertGlobalFraudSignatureSOAPBinding"
binding="tns:InsertGlobalFraudSignatureSOAPBinding">
<soap:address location="http://localhost:8080/axis2/services/
InsertGlobalFraudSignature"/>
</wsdl:port>
</wsdl:service>

<wsdl:service name="ReadGlobalFraudSignatureList">
<wsdl:port name="ReadGlobalFraudSignatureListSOAPBinding"
binding="tns:ReadGlobalFraudSignatureListSOAPBinding">
<soap:address location="http://localhost:8080/axis2/services/
ReadGlobalFraudSignatureList"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

Insert global fraud signature schema

<?xml version="1.0" encoding="UTF-8"?>

<schema xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:tns="http://www.kofax.com/FraudOne/services/InsertGlobalFraudSignature"
attributeFormDefault="unqualified"
elementFormDefault="qualified"
targetNamespace="http://www.kofax.com/FraudOne/services/

InsertGlobalFraudSignature">

<element name="InsertRequest">
<complexType>
<sequence>
<element name="RequestHeader" type="tns:RequestHeader" minOccurs="1"
maxOccurs="1"/>
<element name="DocumentId" type="tns:DocumentIdType" minOccurs="1"/>
<element name="BNo" type="tns:BnoType" minOccurs="1" maxOccurs="1"/>
<element name="X Res" type="integer" minOccurs="1" maxOccurs="1"/>
<element name="Y Res" type="integer" minOccurs="1" maxOccurs="1"/>

19
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<element name="Width" type="integer" minOccurs="1" maxOccurs="1"/>
<element name="Height" type="integer" minOccurs="1" maxOccurs="1"/>
<element name="DateScanned" type="date" minOccurs="0" maxOccurs="1"/>
<element name="DateValid" type="date" minOccurs="0" maxOccurs="1"/>
<element name="DateExpiry" type="date" minOccurs="0" maxOccurs="1"/>
<element name="DocRefNo" type="tns:DocRefNoType" minOccurs="0"
maxOccurs="1"/>
<element name="CountryId" type="tns:CountryIdType" minOccurs="0"
maxOccurs="1"/>
<element name="BankCode" type="tns:BankcodeType" minOccurs="0"
maxOccurs="1"/>
<element name="CustomerNo" type="tns:CustomerNoType" minOccurs="0"
maxOccurs="1"/>
<element name="AcctNo" type="tns:AcctNoType" minOccurs="0"
maxOccurs="1"/>
<element name="Image" type="base64Binary" minOccurs="1" maxOccurs="1"/>
</sequence>
</complexType>
</element>

<complexType name="RequestHeader">
<sequence>
<element name="UserName" type="tns:UserNameType" minOccurs="1"
maxOccurs="1"/>
<element name="Password" type="tns:PasswordType" minOccurs="1"
maxOccurs="1"/>
</sequence>
</complexType>

<element name="InsertResponse">
<complexType>
<sequence>
<element name="ResultResponse" type="tns:ResultResponseType"
minOccurs="1" maxOccurs="1"/>
</sequence>
</complexType>
</element>

<complexType name="ResultResponseType">
<sequence>
<element name="ReturnCode" type="int" minOccurs="1" maxOccurs="1"/>
<element name="ReturnCodeDetails" type="string" minOccurs="1"
maxOccurs="1"/>
<element name="ImageNo" type="integer" minOccurs="0" maxOccurs="1"/>
</sequence>
</complexType>

<simpleType name="UserNameType">
<restriction base="string">
<minLength value="1"/>
<maxLength value="20"/>
</restriction>
</simpleType>

<simpleType name="PasswordType">
<restriction base="string">
<minLength value="1"/>
<maxLength value="16"/>
</restriction>
</simpleType>

<simpleType name="DocumentIdType">

<restriction base="string">
<minLength value="1"/>

20
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<maxLength value="30"/>
</restriction>
</simpleType>

<simpleType name="BnoType">
<restriction base="string">
<length value="3"/>
</restriction>
</simpleType>

<simpleType name="DocRefNoType">
<restriction base="string">
<minLength value="1"/>
<maxLength value="30"/>
</restriction>
</simpleType>

<simpleType name="CountryIdType">
<restriction base="string">
<length value="3"/>
</restriction>
</simpleType>

<simpleType name="BankcodeType">
<restriction base="string">
<minLength value="1"/>
<maxLength value="11"/>
</restriction>
</simpleType>

<simpleType name="CustomerNoType'">
<restriction base="string">
<minLength value="1"/>
<maxLength value="34"/>
</restriction>
</simpleType>

<simpleType name="AcctNoType">
<restriction base="string">
<minLength value="1"/>
<maxLength value="34"/>
</restriction>
</simpleType>

</schema>

Read global fraud signature list schema

<?xml version="1.0" encoding="UTF-8"?>
<schema xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:tns="http://www.kofax.com/FraudOne/services/ReadGlobalFraudSignatureList"
attributeFormDefault="unqualified"
elementFormDefault="qualified"
targetNamespace="http://www.kofax.com/FraudOne/services/
ReadGlobalFraudSignatureList">
<element name="ReadRequest">
<complexType>
<sequence>
<element name="RequestHeader" type="tns:ReadRequestHeader"
minOccurs="1" maxOccurs="1"/>

21
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<element name="BNo" type="tns:BnoTypeRead" minOccurs="1" maxOccurs="1"/

</sequence>
</complexType>
</element>

<complexType name="ReadRequestHeader">
<sequence>
<element name="UserName" type="tns:UserNameType" minOccurs="1"
maxOccurs="1"/>
<element name="Password" type="tns:PasswordType" minOccurs="1"
maxOccurs="1"/>
</sequence>
</complexType>

<simpleType name="BnoTypeRead">
<restriction base="string">
<length value="3"/>
</restriction>
</simpleType>

<element name="ReadResponse">
<complexType>
<sequence>
<element name="ReturnCode" type="int" minOccurs="1" maxOccurs="1"/>
<element name="ReturnCodeDetails" type="string" minOccurs="1"
maxOccurs="1"/>
<element name="RecordsList" type="tns:RecordsList" minOccurs="0"
maxOccurs="1"/>
</sequence>
</complexType>
</element>

<complexType name="RecordsList">
<sequence>
<element name="Record" type="tns:RecordType" minOccurs="0" maxOccurs="20" /

</sequence>
</complexType>

<complexType name="RecordType">
<sequence>
<element name="ImageNo" type="string"/>
<element name="DocumentId" type="tns:DocumentIdType" minOccurs="0"/>
<element name="BNo" type="tns:BnoType" minOccurs="0"/>
<element name="X Res" type="integer" minOccurs="0"/>
<element name="Y Res" type="integer" minOccurs="0"/>
<element name="Width" type="integer" minOccurs="0"/>
<element name="Height" type="integer" minOccurs="0"/>
<element name="DateScanned" type="date" minOccurs="0"/>
<element name="DateValid" type="date" minOccurs="0"/>
<element name="DateExpiry" type="date" minOccurs="0"/>
<element name="DocRefNo" type="tns:DocRefNoType" minOccurs="0"/>
<element name="CountryId" type="tns:CountryIdType" minOccurs="0"/>
<element name="BankCode" type="tns:BankcodeType" minOccurs="0"/>
<element name="CustomerNo" type="tns:CustomerNoType" minOccurs="0"/>
<element name="AcctNo" type="tns:AcctNoType" minOccurs="0"/>
</sequence>
</complexType>

<simpleType name="UserNameType">
<restriction base="string">
<minLength value="1"/>
<maxLength value="20"/>

22



Kofax FraudOne Global Fraud Signature Web Service Developer's Guide




Kofax FraudOne Global Fraud Signature Web Service Developer's Guide

Delete global fraud signature schema

<?xml version="1.0" encoding="UTF-8"?>

<schema xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:tns="http://www.kofax.com/FraudOne/services/DeleteGlobalFraudSignature"
attributeFormDefault="unqualified"
elementFormDefault="qualified"
targetNamespace="http://www.kofax.com/FraudOne/services/

DeleteGlobalFraudSignature">

<element name="DeleteRequest">
<complexType>
<sequence>
<element name="RequestHeader" type="tns:RequestHeader" minOccurs="1"
maxOccurs="1"/>
<element name="ImageNo" type="integer" minOccurs="1"/>
<element name="BNo" type="tns:BnoTypeDelete" minOccurs="1"
maxOccurs="1"/>
</sequence>
</complexType>
</element>

<complexType name="RequestHeader">
<sequence>
<element name="UserName" type="tns:UserNameType" minOccurs="1"
maxOccurs="1"/>
<element name="Password" type="tns:PasswordType" minOccurs="1"
maxOccurs="1"/>
</sequence>
</complexType>

<element name="DeleteResponse">
<complexType>
<sequence>
<element name="ReturnCode" type="int" minOccurs="1" maxOccurs="1"/>
<element name="ReturnCodeDetails" type="string" minOccurs="1"
maxOccurs="1"/>
</sequence>
</complexType>
</element>

<simpleType name="UserNameType">
<restriction base="string">
<minLength value="1"/>
<maxLength value="20"/>
</restriction>
</simpleType>

<simpleType name="PasswordType">
<restriction base="string">
<minLength value="1"/>
<maxLength value="16"/>
</restriction>
</simpleType>

<simpleType name="BnoTypeDelete">
<restriction base="string">
<length value="3"/>
</restriction>
</simpleType>
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</schema>
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Chapter 4

Attachment 2

This attachment contains examples of requests and responses.

Insert global fraud signature

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ins="http://www.kofax.com/FraudOne/services/InsertGlobalFraudSignature">
<soapenv:Header/>
<soapenv:Body>
<ins:InsertRequest>
<ins:RequestHeader>
<ins:UserName>softpro</ins:UserName>
<ins:Password>softpro</ins:Password>

</ins:RequestHeader>

<ins:DocumentId>1234567523</ins:DocumentId>

<ins:BNo>001</ins:BNo>

<ins:X Res>100</ins:X Res>

<ins:Y Res>100</ins:Y Res>

<ins:Width>100</ins:Width>

<ins:Height>100</ins:Height>

<ins:DateScanned>2016-04-14</ins:DateScanned>

<ins:DatevValid>2016-04-14</ins:DateValid>

<ins:DateExpiry>2016-04-14</ins:DateExpiry>

<ins:DocRefNo>111</ins:DocRefNo>

<ins:CountryId>001</ins:CountryId>

<ins:BankCode>010</ins:BankCode>

<ins:CustomerNo>123</ins:CustomerNo>

<ins:AcctNo>002</ins:AcctNo>

<ins:Image>SUkgAAgAAAAMAAABAWABAAAAKAYAAAEBAWABAAAAUATIAAAIBAWABAAAAAQAAAAMBAW
ABAAAABAAAAAYBAWABAAAAAAAAABEBBAABAAAArgAAABIBAWABAAAAAQAAABYBAWABAAAAUAIAABCBBAAB
AAAApiwAABOBBQABAAAANGAAABSBBOABAAAAPpgAAACgBAWABAAAAAGAAAAAAAADIAAAAAQAAAMgAAAABAAAA
mgLYNBiMMnM4 zgUwB4UwGmbCmDORCAUbFOZr8i0cIWOTchgwQJ
+J25g8yC4gh8JtxBGoTwibQXJ70bCDWZgXQ1idX6GObwS4g/kNOC/
LDIGBy+IVED+CC8EHsShkAsSwWKns jw2FwYQRcJINZcEjYbxESoBihNOTOe
+JUDLghDyrzpMrdRDY5dD+e09Dg+QicRFORERpFM1hXEREREREREREREOIRE 7LcwKe zGY
+WakzGIiIjxZFaCQ0yzns686EREeUx2UCnwpgMriMu50jUqiIiTgwaZsHPAQYjy41iJBrXiImwL4M
+E/0Ih/9d£f///////6LRr7////WWaDv5F+vm31T/9mLsrX/FTiMRy9Sq/+CsR6/+I+//0q/////82v/
+YRtDf//jLwmf//2m4f//ER/+VK//9//KEDH///1//NZA8E//£/////////+v//////v//6H//43/IMP////
IJ£55/+QwE////7/+SUv//8L/f68F/tL/H+x/5C/KEGXvDC/wndvx/1Lj5U4vt//6£/8E//vi////////KgX/
IIGOP6Ld//x9BBv/mn/0/176///////7//v/ktB///v/T1DS/2GEvVPZT7+x/THr69%heuGF//H/HZDX////v/a
+P//5CxP+TeF/3hPiIoiSP/9F8+WSFr/0G+Prll6/7///X/IKH9/7+nv//5p8swdfp7DCXrVP/4/1v/4YX/
HIML/j/f/a+3+QJ//hhfr/I1ZcfYr4X1Uvi+GFqP2v8fKj+LyqZu+4Xwb//yFzgw//5SF7B/9cfh/8ggJd/
z2DyCCLX/8MPivPZ41/RQ+Sf//X/Ef/£6YX/+pCC+VX]//XfhCFkKz1l//RufyISQoQf/3p3x++Ij9X/
Cnj9f/1£//1T/xr/3/IRV+sftJeQO0FfX1SFL/TDC/PZbg+NLF+xXpBp9ryK/x/2f0Gh1YT9/7j3/6/
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v//3r/69h/kEDFf/jS+mvZG14Y+aDP1SD/+VoumnycK/8f6iPkGF/19V+VJ/d/IkvU56//£QSIwv/KmvOBf4V
+PQP7FfnjiMMPyfMf+/DB/X//1QH/X4X+3/+wwdf////1F4TXxseETZUnBD8eEVvH8ggPgv/uP+QoP//
Tyq//mwP/nA/oIoP5WT+eDvOv+D/KkCE£04L+///2z4n3652Ub/6LR21yWgv///YYL//8MH7r1Zv4jkh
+MLH+Lf5/3/j5VsfJaPJaC/wl8guq/57N35Ug/Lgzr6phkfcrT2qf9SnkM/a//1th/9f11+uPj////
K3ff/uvyWHf//jCX2Xa+P/aa8YghHfiP1Zf/IQL7XyCAn/vZLOx5Ff5MZheQW/5U9/0B6/BS0a7///
+Ciyqzv9fyrKv/oIofX//6/8N/+//tNf//ppE3Vv/zwX/0/ktBP7v1wF96ktCL5KF/11iP38fEWStE/
ER9teShcf/EJYj/IFf/8R/B3/++QSNPkED+eCeS1+h+/BmefC+EGq/RoPHxXf9FxMFzWePp3/HOELu+///
+g//9£//1//+aX9udf+/6+cC/6IWzg/£f//k3XsM21Qh/18R8ROulZXg6x+PkSXhgqMSGLiP/8Qy3s4P/
IcfJfHH+WhR4WP8 6P+WgZp4 IERN/IUID5BI29DwRaj +U4MBEMbDIPSKA/ / 1QHRDRUmM1O/DCIx34/
gz3RuKx+km8tGiD2HWZNX8RrB//r9YYP+tv/9KxkGsP/7/0se7x81086Ef737aS62cG5Dh/
CIJmQkb/x1xIe7X6NzyDQwlXbQ7Q0cchL6JHix/HLcYJIF2ZwQ5wKiHv7eDhf5kn3Efmg7/
Ucho2YcEF1EyiNgudpjKsq9U/+nBjX9Bj//76TY/4£//30ysZluSwE7smwpf/+2TrHeQ+xndyLB3/3/7JW/
tkF96c9njonWH/TiPktEYyR+Qgv/6yvp4iI+PD1KS/+W+j00vg6/3in/+W+AQXEL2FUf8a//oRImwX/
kWelL7/7d/5C073/8t6gaCfshymQkGzOBfkF4ksC6ER2TtCoIQgvNfyCCqli7fxJ4uLYVEMXIVI
+EDnH5VPhQ/1uTnGQkURuaD3X/9w6RD/4g4NIEImbH8fH2/iDQ1H/£//JZ01/6/w/cgjKXluGze/
sNf20v4J50H0wuKe/Yr8pwdzYvIW] f1lvgZy/YOhmSfLOhcGF+Tg3Gv+W584FZnDtekKx/kxYF/xghwd ]/
+P/0QZ6H4KVv8GGVYVXXERDJOQSRb811hglML34j/IJSRjRzh81YfJuCL+QYyGDpvck6y3E8uVv/
zZGVbEN8RJIvVIINYVX/kMWG/OLx0DL] /1NbIgOT49R18c4/zTbMwwXaD75bj SBBEkQma5C+az99eRqwzt
+yWPLfRGehO1RzSL+g/62hC13vC9kcUR2nQS0O//oMMP/CCx/+n+vBgx+2CJIsqSV68TuvMZ8Q2RGZ3p/ /
+PgwY/CBZX0q01leI1+0GXjeS+Ro0QIbgP/+0OGRhkTZP/EU910xBNcfVEyrKQX2M9h4UWRxhd1Z /
Fil9w5TjN3sGDwghP+0L7teRNuaGJB/3DI2UvLcv]8adgRXWI/IdDkKIx3YPhCQuxXuODR2IV4APNQ/4f
+99qrz4/JaWS60Zoy/fx4720xdSMMhkOUS49PwfF45§75bgq82LfxbhVJ/0fn44z20X3p+LIXYymt3410/54USQL/
LcVEvgn81iSx99SF/Bm+bYzsgZmHtsOhZ701Hpf81lroi f5DgiKrW+Ly3KjcREY3a/X5CZxB/3PBn7C6EelPn/
Hj99p8f7WPyV3//8mOtijVeOeP//4U0/af+Qop9/7qYVv]j950DH//GEORrHf yJEX8pxPf/wnXHO0oPDKUT]
++P/£f6NR4ih/EcfzgX6DD57IL7q//+t/IY/fvkéeNo/fvnhnOLPsRvj47D/HY/fk3G9fY£fd51L/
JXSEXf5I8TWE/ZOKYzs/1ZEPNNdv8wFwg/6EiwRaiL57L9k8SM4zYIdTPGYBz lpmnnAvI9PB5wkag/ /
r/eqa65NhmVhFaYIgkBnVdRX1iaBOQepA/5cy/+9f//1uRupMYU+MIWuIRONKpZ0Hv7gEc50aNbTyh/
RnTPDn457jyWE6EeyDVPWGRXCIvAxwgVHB/7/H/rWuY9b+y9sRaFjSnUjShnZ1CDLzsF+P/91D////r/8NoMg
+ECL7EdtMJIrHyNhOh//CH4glXtdVT1v4PII8XHh]/90PODkfe+ugZmP1BBx6j8V1uDIxlwrPUu3wgwT/no
+QQQP/9f+vf/iIiPs6C3ToZA//B80FBkR/akdwi47Dnn3n0ef98m5Z2eIixQ/gq3mgH/xxwlN36nBIJHr 9rJuBy
+dkjkHclIs9fj+/v/OL/7/9c08Q000gX//3N4kGCEg64eXCayo5cTBOShn7brdQwWIBE9£10I7/
WOWRNx0JVLg6+Y2mhhDnAv7DXNxI/3yBeOv/a87/98cRa+efY+Qsf
+17Ir9r6DN69xnsIwabDnkXy80I50jGfh7DCTBS/9/nKP/CIJWIhgLDL1gmOYv/81Dzrf/37rt//74fnaWstwa/
+hxNR/raM37yPP+0+En3DiJvImMoZeIl12UCmebi7PiHzLxePhDX4T9x/
RDwCH+mEO044 900ONBFwYVTh1xCgRNCGEDohAJoRoOItBmYQoEJw
+kRIMkn6kN+QM+ZxB/ / /+9VCpxBpw00GnegINBprpEjUFNH1 9/
IWPpNGYfhWgkJCCTIPgg5IlesiwF8zmnRENF85¢c3NS1i/aJ45dZqTg5j5fUXzROYE304fE
+F8GQRET0oXxQPQOxhzXHOtBSJIJBCW]8LBQuUrptBNi2k21aBdU30Q02gm0m4X8G53RmvGCx81R499///
dX0vOm//pOnx/pumx/t5C+GILxqf4 fINMgLPaDCaZT8RQLR3ivt01ltgk6SX3pJaul
+6eiC70y0GE0OD981iY/k7QiNBnCDM4jMPOuYz1ly+X/dfIg6JDr/+Q0RS/9LuW44ygqRTuPkKDOUYFKkMWEYiv
+0NPCERGFy4zBbB8hP+1la/+ul6+TibEIPKkT09h5Qf/I0rEF/EMgzOY£7/0xp/
w/pOD/vAM+HSKAT/+t10NiIZmwXx8fI1ljnwYISLvgaa¥Yx2jIIrx2X5cEb
+aYgEIN35vmtsP/zUOkqg/2e0Dg4 iMPc6ulW3KvhPOgV2vSFoamAaMOC/
hPCIWCVOOEGG3pNux9a6LL0bWl4t4jgz9D45B7914eRhDI9ZGP//+5G/g479J//6pJf+8ReHC5D35Uw
+vONSbghZCOeHvX+y7/6/50£7/901wsm5Y9zG1lnApRMP1nhqUMSf9ZpBCsvOhIEPBjiIgoYrBEf6/
Uxff0Ym9J//+E8G+SHT/i+siWaP+n+/wUuHjmd7pN/VOtrfSXatpGL6GoTIev
+zn5diDH+uYYCwwjRENF6FO1iyG)FJ+VOGEFWk2rYSbVJIt INg2kgSthJtK/
OR4V/40xkXP6xk6BENgps3N6DQhCp7EMwSCEcfFimKiozwSRuoNWKkF8ogvjgOnXJuBMcdfb8f
+nx8RI1+Gc4kHs 7ThogvO0E2EwmmgDEMOmut imKYrvP7Fe4LKsggr/NngSmpKCSF
+98JemoTCpppgRHT 7TVAEWY fwv4+DILNnIi0q8u41L9LgjWREUECDPIuEeEYLx7gwjZCIiIiIiIiI7CT/
H6yQHRCEXvS4/10zAt6xFx0CHhcceQoPjkQ6Znf/NHQca+vr/pcPkO/
GE4b9K2XScEboYVGHGsOWINBlwd2pdhDNfJujIpDj5AjhmPg/lFxodrEempdvEQ1TMH3k2WLs 6 9AuGcV/ /
azldzXenf
+0v701T7PFDOUTpuyLxr/0ESPDoOGtevYj7GR4TsunoQiGeyXRjFEShC8QXQQhyVZkPLcmMyixDENPFS4zY85
eN07t6/WRH8HAw88BC3BoOHDUuzgUOC50CHgYJEQxDMEJxkN5biEFUPHQ1Hw /
fF3j9V//rHyTORXst2JO2RITIwGmv6rhNEQ5C7Igfj5oM3XhS34b8k0/3C
+pB01MFCZgGCcKmEkyUF2WORH8F04I1G21dj4Yn0OGi+to3tmUKEfUNMOGgOH4g41iI10yHUQxNhG/4feP
+PBc40wTCgo8S3x0XsInNBLF+g0rO0odKsLm5ov6Je/btRHO/zyWDX7U/Kvr3p+MF2s2J
+1tdXSRgF1QQthBNoK2UjrYb//YdpTOXxXEWp09xamvI7TQh4XC9Qucdrz36S++2P/
10PELw19D852¢cjOMSan85+ZtP9Fu7BDJ4fSR3pST/TyeMDOegZd9aT/4+EWY4uP++1/tC/+1I
+IPNLPnOsVhv1l+LBhxf//52FQ8LxT9bgybx6eeIlSUN3TUh]L6SEJILYS/Bbk4ThmYvipmgm0Z5sLkjxIy
+RQr6kV7I4L6pv]ZG5r+jf4dPoapVLzrel 5ruXRoQl/8SOBA1wQfkmcgviWin/2vXX/
T+IjwpeVGCJav+PN6t9PX9Gg2jtPHGPolv5EBNO4£f0gaFnH/71/4RC)kMQSEMM/
dUtvp60IfXolX8N5bmAgIHAHfCaQfwS5huHBkZH6nBxhOOt JWOIRHTULHOV+Z
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+/1/W3/3J88FWRIMZWLV+PuGH/44v9DXwTZBj0khB37aU7vJ42v//16DYWORYD/
fwlvD/1Ir/agq0Qw475G9L/79WDb0//0vMfInVJavlB//81g/4y3iU
+I1zzEkOeZKPcIGk1SIWRY2Hg26Ta7erpNpX5bjEQkdOM1IX4RPR8LXIBGODD/gglEW61iJ4EFFIgx2I5G/
hyN1IrlhrwOmOusKQ2vcPGm
+F/8hCgf2CGveumQ8WOnYpiECDYhIgxwgDW1XvpxYVXn8WG15UHzY3+I41JGYiy6yKNJrraYoMV/kR
+JJ9BvVj+Q72hI21/QiIiTi01XcHO0S1JYT/ChgvDHkaAg3/oRHsIYrWQ42inZp/yFCcjbL+iFI/S2Jdx
+Gu4RC1/I£f4773/a2nhpR3VIY+EyQvUuRUOJFMIWVNKMZKGamQ897Tg3s0jU2bC/yJI3+p2kDkQkQfCDzIWhBrwg
+EHggVBDBgiHISY9ppvEcXdf2Zx/TmnTCd2gl ONwmmg8RJIfEfhhLPkuQk0aM1hf90147NNsvg0Y7RgE3JACNTJ
+Qk8ubm5ovsubx2nMDIMzE+ReMnigf/6DoN3cH21c0+2s1F3YaQbphwr8eIWjY4ANSOFYUFE//
gi///7cIreg+H/tIxfIJulqzjcMLOTZRMPXpEQU/9dLR7ZEBNL1d8cQ4gK+9PWTcDVvn4R/F/
GyIT/2/xVvuD//83d4Igkf/ybwadMf7/z4jHDf9QwquaNNkF8LcLv3/UFWzf/2vRNksrEQYWTH/
+43/6Yhf711/18cgRhBPGT1JfZ4PhIOTIhMxbarWQkceHYf90Q12/It9Lr+05Ah//6VpCdiv32pPfpIMFw0Zn/
Gt2Jz2Niu/0sXYZsybv7+kTkRmEz7Dhprej4W+m83gNf/bx0OVV/NB4nl1XTBAhT//
oLUJjEma5REj+Iy4S9HTD67/0tGI9xIBluF/W6e+HhCpi+vrpTlDsgd3iPr8Qv/
hCunflWsEU73BPycF9119bHc6g0C/7F2v/mFO+irgDf67p/9XPZOfVuugxKE/£774msP
+m9MJIeULW9J1CxVASwthKgk21pePj2PnAtbDWbAdf0I7BNNBpoOKY44jikNEI6YoMUiC804iU6//
NLN8IkX9j4hfhhMdUsVX5N1roSM/G8fkhunlZCKzuSHVPk5EuUDsSIoHJPEQOzZz95A1/45nX/
KgId9s4uEIiIiIYKCERHWVSYTa/u3vIECKECKiEoQYmyQDogvoZyy07cyhtVE]9gv+0anX//
wXQs6CHQMcMvoI1lMuglBsOs5eS4ula/dn8vCdp6a//
iNDQTeCWwl8gO0ohfiI2TIiJgxEZtgZ1x0OTYOCs4KQgRFwfb8k850WPXETsYD71VMhkRuYsI3viLlxfZ1oRJAQ
zDk4Q0IjkbBc8DngQ2C5cZul2Mh+JIMkdERKOPweQQW8gxmhHBmYyGFPEaEcKDPMzzmcYINS
+E0LVU9iGgwiEoQ8viI/+0Z1i1Atfv1u07CYQ0GiLgcs4hgiPxJ0yWVZOLJuGmmnk3A7QgihfiiCaP//
+H193kSP6MEMERNNGjRvzfmo/MjOwgkzDISKmvIFiz7QZBxBFojpA/
RI2Ey7uk2th27dJtJh030ERJKeCQSfkQeDfxEaRhRDU96aHHa32v3SsfyRhceVH5C2¢cRE/
X//YuK7j/e/k3DOhIMwREg1IF1v4Y8q0781RmGdchs/2tk/f2tm785v//k2WTMNEJILy5g/
X8gd3/ImBARFOGEQ8yGeyGVAZCKEBlUwFzwiat+v//xGMoXPW8N96+PDX//6H/hCOQxhDGDX/
zWwgWRsdjIPb5BJCO2HYpfKr7Baqvz7IwglQeE1VEyGd09//8fyHidMooup4B/18YcuL8RERETryHMEJQhfkjy
MnJdmpsuL/+1JI8Gpw//h6nTof IwQNiGF8ZxcoWl0LI9DWv6L1VERSSDRRT6G2Tah/H58Bg58h+UvIPK1/a
+dff//9+xGwUNXr5pnJoG/
kaBDAQIPNnAp4EMDNhTQHMZszYWzYLm2p 7h5RZP3mLyf9tLrxw0fQYof8R8TQOX5B8d/
gmELVNCwiEgRx0GvV/qu+2FrxME/+KogQj6ZDvevIFvoeEOmt 96 rpNpNwvJuLIS8X9kciSL/
PPXERERETQF2SuIMviMODhhNRxUUhoUxTGiC8s2bcYcf8hrH5koYtDCERGalULgmvBUDesgw/ //
JPENCIiJOyXxE6CZNzARSR/8vi/0RAZWRZNMQ2cSGEYg4YZ81IiQxEeWQsf2GY7/
x0JgWSAVIs6CIMURHGXI4FKD2jX6+xyQONSNf/x/34/4PIJr4jMsGoQQhDBM1AJ3NB/ /
1UsSMCEEREREREcf1Uil/JuR/kuzHCx+VZEuRCmS
+VEW7gwbAgzPOGYyuVdS5wKT3hUHTkIf7PBsMyIYGDgVEeoZgDB8GDMU4DSYDB2kBDgaAoUIgmwsRIrkGIkHwgv
QglCHOQ5yHOoQQ5C8Qz+Q9CPYuQXyQmRbIXeEDOBQ/kIMX//X/Cd6///
+t9xZ0ITOYkM2GMUW7+VPHPIGQCxZCJI81hIONSGecMhXCprd64U4 /r+r96/
xwnoEHalHspD+IiIiIiIjpMj6RkHI/hkSwra2+vhpfdcdz5gh79v1I2rx
+TZTZQ5ZocjmkMs 7B1oMgMEURNkZs3iR4EYcgbBE6IESN111nDBoREULigGOZxwunvoJhUv1WIXzgfuROvI3DXp
3Xd4viBYuG6FsRHNh//MAY/SEhbINzkNgCDeZBeCGVxBggjIIbLMIK2ah
+ma2pdSPZzZ209B3dxfD7h2aPz6g08yJIN/tfHE1Th//410GCF/80vQIuu/+uTf6VLquCf4UcoeYX401/
+RIMESmx014jyDAz4/9f61PSpAiYhYLIYLgzLTvaiwlWU+duH+QQY1z7csLMNhSWG19/
sevB5HVdel3/dYT£F2vUhMgg/1ThEREROr4L+v//7/+8znzNCPtNmgQfhtwyFhnSYQRQ8S
+19sF37/7V0O7CO9hNiYeFTxNWyK/5GzPJsmxqJQrdBMugh9yGHpROMhCES5iDYc3H40HRuDiUB6QRIPAXxcM5cih
PglyQMhBnBCnGZkQxDQUzGcGaiJyNkT1H4 /Bfj9qH/ 7TWrgzgfDOxbT/M0ZDLKkOXWDQogRp/
X/2v///j8LuFD+/wXLgHwRAd8NxxTMgw+UH4zcQeniOlTULeJFTC3+FmhmsU/BluD/quEC9BLY/
x1zsDSj5Tu8bzUEI1iSBf4iTiT4iTiJ2IfwrYQb+XCOTGmYJIBjhDo6sIOEqCMDOS1a9TP
+2z3T/RBhWGZz6£fRU8Lztv2sXTp6/+0XI8IYTI0iuWGY 9+QxsQXQ03kGE
+bMGPyJEbJSV8iWTtkgwwzu2IaDCFhDiIcQOHYTTmmIglTTTiwvs5Y03eHzy/
hHTIFfQizMMBS4y50TDzgLmZMGTMRAMGGLnYLIpkZp7iIiTIiIiwsMIdggeDr0zDOj/Ef/wTFdr
+p20rC6d1DzSKHZ0ihl1PEiKTKISkhmzNI3E]jNxIz2niIjlOzsnKugk2F4kUvkXBdgtk3QyLenqu/
W+D7++DzbTtOGt 6Dh2neRCInbsVXyo jWCIVVSRERERERGEZR+7/
X7y0q/7/vpa+/zsaNf3NPOXf5ktZIz0IzJfGRYI714ILoMGCIbCt80/ /
h70J6h/9uT137BgSz/1fQQf53rkSRKsp2iJDCZwaZ9gmhYMRV7HOgwzwfEGKRDP40GEGKBiVMVIZ
+DhguSGZn50nDELIVC+QY1D8hUbJAIXGAYJkw/7/7v7r/TuuFVbVwipb2r7/
YPKOncHE6ZrF+C£GT/V/NCXQLye/£/0d/34P/kj0vak/sHhTsXMd3HyBZVrBEMJI+10tc
+ki0CgQwXGW41jCBMEQeJ2tRCQiax4/Qaabu/Cf90Q0341iFbHHEVXNenznf0eFIZQ/
W1kbglvONPERXVGhERERERHENe3/9qob/7IJB3/19XJPpkV0yX13£fhDiJSZBVBx/KEF2qf//
+4VtHeGIKD5VNSCzT/80xKWu8hdmact/+v+ha8fhUs3r0un4NA37Zx20/0xb//9df///
fm74edgZY5Vw/+738£Q/WpHFeTto7iR4dxmyiL4r87CGgZRGCLWKOXMEfr700IyPvEid/
W6hLa/FIX76sgA+IhVDzgX90bmDFelI7e///2FI41YjBF1h8JCfhc7NR]fLv
+fXROWwWXBj9GjnrzT6kxzUziNdQ/40bGESDxe9Ulw2PZBgh/xprmlGg5v1J8wMvLEXjwméb//CW/////
oVr9//rhB/8Rrzo/IaHNGviGlvDmih/1rDI7g/kUXud2wr4+LBjImGr/9dEK7+0P4ANbU2K1 £3X63Dg
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+tzal.sMSMP6/j0HUf91/9ulj6g97/4xkwE+v8iwn3kb7fYej3hr3H/1Ur/NhT4XyGMNAzZu+iDA/j/idDS
+L40IwoQdfrv/23yC5hb//9Vv6£f5F])9eG93YadzwePkQJiPIVTR44+mP2X1G8m7njNkZowXw0h7S8aSyrfa2
CGRAO8KRvcdigsccGEMPIktkWwrsJePv953TTIrrmEL//+1iDzP4PYyniREmlcvL//
yg4iIi0IaoRnITCKIONSYQZ5720gzYS90Kzp519/1Sq0GmImsjhGyEZHDOhd3vnZgVLvGjstfsQf/
ythoP6YQkUrPdf539f4wU4ufEycIB+zQvIAX+VQOMyRuMnlgp6BFP/yMwOazw9+hsRFB5saiPr
+QUQOJBQ7TNZIUbI4RvI7QiwhkIC8ZM7H8y6CfH89s4v115golWP5KM ) fOCMG]TedPoe/
12i4£3MMMZh6tL9e2Pnalw6f/xb/ugqlYj/z2gIX1Q0SombnHwX+dgXhvE/H+Qo
+9X9ddeg9NBdenkgiVYMf 9/ /43 kWONDJIv6pmGKRRyO8ZwP/5EJbB1xPFSRfALkGof
+Eg8RRH8L/NDR3x+06ROWA9B15C31NhP/8RRHeYuIgDJICP1dEY/
eCIFG8QlaeDDS54PDrhV/4uu0049P6+98uZfoG0xBjzwnldh/6yC44/kI4MHtf1ulk3ZCvXMeMdOjPhKjRoe8£f/
u0/II7z0Cj44mf4+11i0Q06jTdX0O1V6CH///I1Z49U/W1R5y41/0tvj1j12j/J3/45h9%rzji
+RXf/HbFetjS8P+v5DA3/w+1T4kMD+Z69wfWl+/VO9iIlmoJ8a+Qj4kEgP394/
qC/1lyXoapP/kG/8JI8MQOQYalFnwkSbi6eidn3C805CX72QgPv/4/td+4UevrZ09blvE3/
prNxZf1LHI1yTpuF6pplbQMF3kj9/8g7jrBCI3DG6Z0Jdp5rj8XWAMIQiEf]/8hQfBx5EchofaH
+8cH/7jH+aDX+z5nws570VpkoCaDC92v+gDQ/kGF+P5VcRERXEOPBX1YDtS3X1cVWIS3wTOn+dA/
xRDnIes9UOAhYkJ7ERHTWUfnD5L3ztIaprX3I47WSvOwyr/x+VXNs2EM7MBteeBg8D1yUFYNR3V84F///
D5BLDPiE5GALgSR/iypFRSIWTf+Zv6rUX/f/4pdh/5Ci/kKBecgQ3MAh4LyVBJIIZ3f2PQ
+1ibkMGPk48g3vIIOTegEdVH+PWw)QL8Z 7pyN06T8je0sg]4WVxVUdrRH] /
Ehj/3Ik7Iz5Fv0D4R3JQFCk3TFa8Na8f7T/HEd6tSGx00L1jb//8T76k064/
1x+vJIj/4hgzbN3mgn5Eml z4YwQX/GeFCCEIhIJqV/£5Jz8J/IUSeulH/
EgQ7XBLEWVMgWIixCD+bAf+TE/IQf/f/v90H6NzZz 9Ke38WmteuQuzN//JOPP6/
d9P9Pf638uF1i0P8GLJTBTgELS52twiWDDD6/xf4jv403xx6ycOVBAOpofRmX/£8qiN5eLyhYiQzx5J2/4Y8rpa
+sG2sIt3//8LHGscbBsX767BDhkj+EG7/Ya/ClSHD5DViiT3a3x2/SttfEJEjD0rz8GuQ/
Id1lm3x8HLpL3j+vO0wgzDUcg38IzMM1lkHgVYMfnazmosYr8MufH4jIX1CkIHHD/6B142E9fH/
s2pxhLwmtkXUhAl/+Pf/8RERERD] 7VGhA+wl188Rh/EiZ+IiLTEL5+D+UuORT51SNAOL+PpTu/
1SHpniRF2JmmWnffnZnF7I2vxf6H3nYgl+EfIuWdivoXYJ/v9G5INUXDIWzUdpfLL/fBEbVINS//
PI9E3dNkY1XCnBCGJ144Vujz/u/1RPQvv8ETHEEtYmb9AN5CT+wzaX6uliPhQROCcIUZz]j89E7/
0/6ayQx90K/3nQUKVTLAHRjcXv/BD0arxYX+RLNT1ToIUl//xx/H7dpmwOVwQOMNJIc09kCLmGiLxBhuk44/
+GEU50HJOWANhY5CxQuHEf+fz0/+x896DchiYg+P//CE£5wP9r3CNQ7+Dzf0yLGRbQ/
yEoDIGWH8Y /OFR4C6IZ4FRII8UGW4ACB14LybLTxOh/CKD+9UryDGhC3wd9MMZ1H/h/w/
XxEZvtVtsKpEfgZnmD98f3+Uvr0g2TpJdzNmlg54IbGieBYf8b//2bGX1BVPF+32+1BMiax//
h18hQMRGvfa2CWwsOpDNhD/9/782TDY4MJIBCrELHiQX/+Qsf1VRsV151YZmEBueZNyN5gHg8uYalgd
+WQ6/1H/cQaa%wx1VE5jQ02d5gx8tzIl/IJwX+YWIh2koM3sMa2cgmQCBQOhH/hAx/Igv
+U7kIeYbpt+0+Lj9gmYHnhPH/drVn7KGTQfEQ16JzcPX/4TLjkIgIp22LR6E90I2PoK261DX
+IIQycmFbBigdkgzhHhFJIDPguc)5m2dgX+GjNnaul/8x7tbamy+10ngmAOIPRE2rW
+If//iwQcbbJ5LSSOAXU36/YTWSPG//k10mcInnAkHrCQJeQYd9jJCIS3pY8Neyrilv
+08J11STUUC3C62EI+2nVMkX+Rn/KU8VvHBQphoQaoePQx4jsTO0WwZma+/
+60IM4koHO40nDCyDgC6E+TtxvQ4x7j+yC+P7VPohohgePMBcweGFkSX/0hFwam8u6wj5myVielv/
tf/9ThGzWQ81XTs7hbXjjLL8tAtY/3+++oWIudshXu0I41K88v/kCFEuUGMu+Dhe2aW50b40P//X1GOR2IT
+ZsLEWXcGYriQRyHUELhBhuN/Uz///dfb8ehDPGeBWx//+QzNhC45N5/BjZoypkbgzwNJIgQfvv///
dBtNkbhlDWbnLcnZLIPIYgJ5KhBc/////6frb7TwTiGmRXUOEU2ELCP/04wTWwhp2KvHBnoZaP5MP/3yD20G
hoQzghdRmwRBngiDBOz+TmYjZku8rilwv/zzWxF998aGCHEhKEGGS50v//U3yJRmYZzYG6JZ20L/////
yOPGGNGCkMIIdOpEtY4//99/EGCZNQY2BeeM2v/32YGXowmdJSgHX5UckE/ /
dYiwhmwbngOHgbmYphkYEORs+P/9ZpQpcEM1/3x/+P//4VSEsuLJcR8SmUFJImg9ApCPknPn////
JYP36MdrDGhEGnghNJm6Qh///2720Hxp+bTIaNTYc8+z5/1x///VrxbEtO0vp8dp3HZwl/
x//sSrtG1d0lab¥YP+9//4//xB02SiGmEsuHLiItCGEIMuDRa2mgl//70D5/gKdhCI1IWIiI
+VAv/20P//PZ34f4//YrahOkRwsZtkgzxEYRIfGecipHvV//hhOLjBev9+g00QUNyXki /
+GWotVJIQIpp/////5IxUV6ERr2tr//6kQKFNknGO0OIj4//10zgDQYBg2 IXBDmXGUE///
JG1fZnmkvGtmJIPYX//17+Jb7mv/nDhqaGeMg3///gqNum7VIFxjwh93r//XfmfEt9MI2KGZ1////
tD8emMZn+8Ik9wO0P//5ncXciPb9Tn3Qi05CL6/1B2xvIF72g12MkBSEGQgT7/9av04£fiP
+7yz1lnsP7//WHrZN1c7//x//3I5kWC4y07J8pLAgafxZ+sdngL//jx//C+YjU7TheIiId//
qTcxCa6/+/4///XNTwXX1/PT//6yPZtepebWOCL//zx//3x6/+CdhbvuMxd9/+RH/aftxx/87/£//
H3EfsjdtsSExx2/nZTEg//7vu7+777F52DCBC//5GYtAy4VCGEOy9FVbuTIUOAj6/4iIiT1iItCInDOgN/
a//iTtB/CH/+RGcI4R/IyIlkalgxOmc2Ef/qunz9k8mYGZyfTIhsp//+nlEsf+IiUtnD8hP/
hUW7RcU4tRwrBHYUENH///++0/0QpCVrIMr9///tOPPEhiyLiqilxrME/2h//7j680Mzb9H4+SIU/az61l/
v/ fanpzHtgdSQfOwhEbPxP5ZBnj/9L9e0M219xElkek0LyyBia/8EjxWpgPr+0wiTRCiCafonDv/6xr/
HYZHDEUzMyg/3hYTX//Cgttko8PsiGUGg+0IhnblNev/1XjcjvIitgGXd/WwQjhP//1//
Vix+7QNCdlnx//1p6NBzx/1xphCOSjM41hPX//ra3tlvU2/DOhgmn+TZRw/195gU3sccf+U
+Tx9mbN1fONf//WA3NZB8ULfTPtNb/2mmdut9f/8fumYSZtxDu/2haERxRDRkx//9rzASPfd2ENCdjDOnh//
pkdmdOTm01Xv0IOQVnyIQvhf/8RER3G1fXxERM2UGCEH+VI0v/+0M+61fkyK7BBrU7hk0zt34//
ESVZOM2Gz6k050072RI9IBkJIZBkX1T/a52CMoNB/uliJCvz15G//1//nd5Amv8h3TQ1KyGZwOHteS9gr7wXa/
XytIE/eqZelz0Yf/jWIvyD2hI3ib2hbUhX/8guvTQh4Q1RGjJIB/9eH9pRO£9507//tul0PkucNdghYQqttb/61C/
x/45PG1DBf6ER78bf0sP07//9B2nelTUL%eqx6aH/41fZDf7410RVMhmM2ycH3fJFqtESiHjQiv/X62FDBBxH
+Ptd/sjtffhYiIiSy997Ip9£f9bQd/5GBgzENscpeQgsjqiDI4Q9+6fWZo3+LEfkWvrEGaAuUEYMz jOPiw7xH
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+//%/01i//w0GbDOYFvMxyDFBBHBC7JAIrjrou/a97knqUzdfZoCNYhc0Qrj9rtqICYD3I0/r//IFjXma7i
+omeGmORfIEemgnOTtf3Y1/Bfu7fNal9fMaXynoYPVSXXHETXnM1tkSAh82swscTGYx/Ez3TzVnpfEaf
+CwzxiNa3i4iGCI9NpdzF/115dj/iIsK1l//
wWZIGRAQzcNPAoRECcRHGXF8hFXff//7PMoNMzZIuhcRBof97VAOMIhMFX/631I4nVD8fHEQIKwLfdr//2CZnfjC
+gaH//HZLnDTOQr9f///XvsKIDE5VF+un6/1/X/RI1z0Gg6qv/ £/
09dddfWv8gwsM6GYgut09Qv//3GdQthVNTWGqhL/+7//HGFJcL/f2qoiCERprSf/gqNCMAhNUP 9+ xEWZwWv /
mus/1bhH6g98GQZ50GbHY/pr9CyE]j8Q4kZET76/4//p/3/3aZzinjv/9M15T5BUx+hEf+n/ZSS5D8£sL6/
NHawwpE2PFpoYTVE9FPYXxERGhER2pgMhWL j KNEy5moDIMiYiVY5b3SkPBPpgKERAN ZwypMiO0D2F) YOwg5E
gkenMx2mUURaE1TNQz5J3TaX9mL1iIiLBBoMKCYTjT4xERGEOIxH/ /
1sC4MFwbkilgkoy4GYYnY3GBC7JzIgIQ4wHLghvIGYCcKYRHBQYRHCKQGQFLIXGoQwBsDRABABAL/ins: Image>
</ins:InsertRequest>
</soapenv:Body>
</soapenv:Envelope>

Response

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header/>
<soapenv:Body>
<ns2:InsertResponse xmlns:ns2="http://www.kofax.com/FraudOne/services/
InsertGlobalFraudSignature">
<ns?2:ResultResponse>
<ns2:ReturnCode>0</ns2:ReturnCode>
<ns2:ReturnCodeDetails>Request processed successfully.</
ns2:ReturnCodeDetails>
</ns2:ResultResponse>
</ns2:InsertResponse>
</soapenv:Body>
</soapenv:Envelope>

Read global fraud signature list

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:read="http://www.kofax.com/FraudOne/services/ReadGlobalFraudSignatureList">
<soapenv:Header/>
<soapenv:Body>
<read:ReadRequest>
<read:RequestHeader>
<read:UserName>softpro</read:UserName>
<read:Password>softpro</read:Password>
</read:RequestHeader>
<read:BNo>001</read:BNo>
</read:ReadRequest>
</soapenv:Body>
</soapenv:Envelope>

Response

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header/>
<soapenv:Body>
<ns3:ReadResponse xmlns:ns3="http://www.kofax.com/FraudOne/services/
ReadGlobalFraudSignatureList">
<ns3:ReturnCode>0</ns3:ReturnCode>
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<ns3:ReturnCodeDetails>Request processed successfully.</ns3:ReturnCodeDetails>
<ns3:RecordsList>
<ns3:Record>
<ns3:ImageNo>3</ns3:ImageNo>
<ns3:DocumentId>DAISY001</ns3:DocumentId>
<ns3:BNo>001</ns3:BNo>
<ns3:X Res>96</ns3:X Res>
<ns3:Y Res>9%96</ns3:Y Res>
<ns3:Width>119</ns3:Width>
<ns3:Height>40</ns3:Height>
<ns3:DocRefNo>001</ns3:DocRefNo>
</ns3:Record>
<ns3:Record>
<ns3:ImageNo>8</ns3:ImageNo>
<ns3:BNo>001</ns3:BNo>
<ns3:X Res>0</ns3:X Res>
<ns3:Y Res>0</ns3:Y Res>
<ns3:Width>5</ns3:Width>
<ns3:Height>4</ns3:Height>
<ns3:DateScanned>2016-04-01+03:00</ns3:DateScanned>
<ns3:DateExpiry>2016-05-31+03:00</ns3:DateExpiry>
<ns3:DocRefNo>aaa</ns3:DocRefNo>
</ns3:Record> </ns3:RecordsList>
</ns3:ReadResponse>
</soapenv:Body>
</soapenv:Envelope>

Delete global fraud signature

Request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:del="http://www.kofax.com/FraudOne/services/DeleteGlobalFraudSignature">
<soapenv:Header/>
<soapenv:Body>
<del:DeleteRequest>
<del:RequestHeader>
<del:UserName>softpro</del:UserName>
<del:Password>softpro</del:Password>
</del:RequestHeader>
<del:ImageNo>3223679</del: ImageNo>
<del:BNo>001</del:BNo>
</del:DeleteRequest>
</soapenv:Body>
</soapenv:Envelope>

Response

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header/>
<soapenv:Body>
<nsl:DeleteResponse xmlns:nsl="http://www.kofax.com/FraudOne/services/
DeleteGlobalFraudSignature">
<nsl:ReturnCode>0</nsl:ReturnCode>
<nsl:ReturnCodeDetails>Request processed successfully.</nsl:ReturnCodeDetails>
</nsl:DeleteResponse>
</soapenv:Body>
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</soapenv:Envelope>
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