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Preface

This document describes in detail all of the currently available FraudOne Global Fraud Signatures 
Web services and all Web service interface parameters for them.

The document is a definition of the FraudOne Global Fraud Signatures Web services and a 
specification of the parameters and their allowed values and / or ranges for each Web service. 
Samples provided should enable developers to use the Web services in an existing or newly 
developed application.

The description is restricted to the published Web service interface itself. Internally used 
parameters or services that may extend the Web service functionality beyond the published 
interface are not described.

This document was prepared for developers to allow development of the web services and those 
products that interact with (consume and support) the web services.

Related documentation
The full documentation set for Kofax FraudOne is available at the following location:

https://docshield.kofax.com/Portal/Products/FO/4.6.0-e4jy6kf7pr/FO.htm

In addition to this guide, the documentation set includes the following items:

Release notes
• Kofax FraudOne Release Notes

Technical specifications
• Kofax FraudOne Technical Specifications

Guides
• Kofax FraudOne Administrator's Guide
• Kofax FraudOne Archive Interface Server
• Kofax FraudOne ASV Blackbox
• Kofax FraudOne Common API Specifications for GIA Engines
• Kofax FraudOne Data Warehouse Installation and Operation Guide
• Kofax FraudOne Extended Reporting Features and Statistics
• Kofax FraudOne Feature Codes
• Kofax FraudOne Installation and Migration Guide
• Kofax FraudOne Java Client Customization Guide
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• Kofax FraudOne Java Client Customization Layer
• Kofax FraudOne Report Component Installation Guide
• Kofax FraudOne Service Program Configuration
• Kofax FraudOne Service Program Interfaces
• Kofax FraudOne SignCheck Result Codes
• Kofax FraudOne Standard Reporting Features and Statistics
• Kofax FraudOne The Book on CRS
• Kofax FraudOne Thin Client Customization Guide
• Kofax FraudOne Variant Cleanup Utility

Help
• Kofax FraudOne Administration Client Help
• Kofax FraudOne Error Messages Help
• Kofax FraudOne Java Client Help
• Kofax FraudOne Server Monitor Help
• Kofax FraudOne Thin Client Help

Training
Kofax offers both classroom and online training to help you make the most of your product. To 
learn more about training courses and schedules, visit the Kofax Education Portal on the Kofax 
website.

Getting help with Kofax products
The Kofax Knowledge Base repository contains articles that are updated on a regular basis to 
keep you informed about Kofax products. We encourage you to use the Knowledge Base to obtain 
answers to your product questions.

To access the Kofax Knowledge Base:

1. Go to the Kofax website home page and select Support.

2. When the Support page appears, select Customer Support > Knowledge Base.

 The Kofax Knowledge Base is optimized for use with Google Chrome, Mozilla Firefox or 
Microsoft Edge.

The Kofax Knowledge Base provides:
• Powerful search capabilities to help you quickly locate the information you need.

Type your search terms or phrase into the Search box, and then click the search icon.
• Product information, configuration details and documentation, including release news.
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Scroll through the Kofax Knowledge Base home page to locate a product family. Then click a 
product family name to view a list of related articles. Please note that some product families 
require a valid Kofax Portal login to view related articles.

From the Knowledge Base home page, you can:
• Access the Kofax Community (for all customers).

Click the Community link at the top of the page.
• Access the Kofax Customer Portal (for eligible customers).

Click the Support link at the top of the page. When the Customer & Partner Portals Overview
appears, click Log in to the Customer Portal.

• Access the Kofax Partner Portal (for eligible partners).
Click the Support link at the top of the page. When the Customer & Partner Portals Overview
appears, click Log in to the Partner Portal.

• Access Kofax support commitments, lifecycle policies, electronic fulfillment details, and self-
service tools.
Go to the General Support section, click Support Details, and then select the appropriate tab.
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Chapter 1

General information

Web service structure
The implementation are SOAP Web services based on a WSDL file (see WSDL file).

There are three different schemas with the following functionalities:
• Global Fraud Signature - Insert

Inserts a new global fraud signature record with the provided data (see Insert global fraud 
signature schema)

• Global Fraud Signature - List
Retrieves information about all existing global fraud signature records (see Read global fraud 
signature list schema)

• Global Fraud Signature - Delete
Deletes a global fraud signature record with the provided data (see Delete global fraud signature 
schema)

You can find examples of requests and responses in Attachment 2.

Data types
The Web service parameters are defined in terms of the following data types:
• binary data
• strings
• numbers
• dates

Binary data is transported in the format(s) supported by the infrastructure used to consume the 
web services.

All character string data is encoded as specified in the Web service header, in general UTF-8 
encoding is preferred, but any encoding is acceptable in so far as the encoding can transport the 
character set required by the installation consuming the services. The Web services themselves will 
transform the incoming data into Unicode for further processing and forwarding to the back end 
and will perform the reverse transformation from Unicode to the chosen encoding before sending 
the service response.
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Numbers are transported as formatted character strings consisting of digits only plus a leading 
minus sign for negative numbers.

Dates data is expected in the format YYYY-MM-DD.

Web service configuration settings
All the Web service configuration settings are done in the GFS_ws.properties file.

Parameter Comment

SignBase.Host Server host

SignBase.Port Server port

SignBase.Timeout Possible server timeout

Codepage Code page specification

Log.Mode Selected log mode:
LOG_MODE_SIMPLE = 1

LOG_MODE_LOG4J = 2

LOG_MODE_XJLOG = 3

Log.File File for logging (full name).
Used only for LOG_MODE_SIMPLE mode. Other log 
modes need specific configuration file (-s) that have to be 
available in the class path.

Log.MaxSize Maximum log size in kb before logging to new file.
Used only for LOG_MODE_SIMPLE mode. Other log 
modes need specific configuration file (-s) that have to be 
available in the class path.

Log.Level Log level. Possible values:
NONE = 0

ERROR = 1

WARNING = 2

INFO = 3

DEBUG = 4

Used only for LOG_MODE_SIMPLE mode. Other log 
modes need specific configuration file (-s) that have to be 
available in the class path.

Other codes (0.Details, 1.Details, 
GlobalFraudSignatureException.0…)

Error descriptions with extended information regarding 
server return codes in numbers.

Web service deployment
The Web service consists of the Web service archive file globalFraudSignatureWebService.aar and 
configuration file GFS_ws.properties.
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Both of them have to be deployed into an Axis2 1.7.1 Web service container on a Web Application 
Server.

Axis2 Installation on a Tomcat web server:
• Copy axis2-1.7.1 war file (S:\dev\rel\shared\3rdparty\apache\axis2\1.7.1\axis2-1.7.1-war.zip) into 

TOMCAT/webapps.
• Restart Tomcat

Web service deployment:
• Copy globalFraudSignatureWebService.aar into TOMCAT/webapps/axis2/WEB-INF/services
• Copy GFS_ws.properties into TOMCAT/webapps/axis2/WEB-INF/classes
• Adjust configuration (SignBase Host, logging) in the GFS_ws.properties file
• Restart Tomcat
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Chapter 2

Web service listing

Insert global fraud signature
This service is used to add a new Global Fraud Signature record.

Request Parameters

Parameter Data type Required Minimum 
length

Typical 
maximum 
length

Absolute 
maximum 
length

Comments

USERID String Y 1 20 20 The unique 
identifier (key 
value) to be 
associated 
with the user 
(person)

PASSWORD String Y 1 16 16 The password 
of provided 
user

DOCUMENTID String Y The unique 
document 
identifier

BNO Integer Y 3 3 3 Bank number

X_RES Integer Y 1 10 10 Image 
horizontal 
resolution

Y_RES Integer Y 1 10 10 Image vertical 
resolution

WIDTH Integer Y 1 10 10 Image width

HEIGHT Integer Y 1 10 10 Image height

DATESCANNED Date N 1 8 24 byte Date when 
image was 
scanned

DATEVALID Date N 1 8 24 byte Date until 
image will be 
valid
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Parameter Data type Required Minimum 
length

Typical 
maximum 
length

Absolute 
maximum 
length

Comments

DATEEXPIRY Date N 1 8 24 byte Image expired 
date

DOCREFNO String N 1 30 30 Document 
reference 
number

COUNTRYID String N 3 3 3 Country 
identifier

BANKCODE String N 1 11 11 Bank code

CUSTOMERNO String N 1 34 34 Customer 
number

ACCTNO String N 1 34 34 Account 
number

IMAGE Base64BinaryY 1 2MB DB-Limit Image file

Response

Parameter Data type Required Minimum 
length

Typical 
maximum 
length

Absolute 
maximum 
length

Comments

RETURNCODE Number Y 1 10 10 Numeric 
return code 0 
– 255

DESCRIPTION String Y 1 1MB 1MB Description of 
error code

Return codes

Numeric value Description

0 Record processed successfully

1 Unexpected error occurred when processing the request

2 Requested data nor found

11 Database is not implemented

31 Database is closed

32 Object with the ImageNo not found

33 General server problem

34 Request parameters invalid or inconsistent

35 Database problem

36 User not found

37 Wrong password
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Numeric value Description

38 Database is modified

39 Object with the DocumentId already exists

40 The server is busy

41 No data found for request

42 BNo or DocumentId is not provided or not authorized

43 Same user is verified

47 Customer is not allowed

48 Old version

49 User is disabled

50 User is not authorized

51 User is disabled

52 User is expired

53 Password is too short

54 Password should be reused

55 Password is expired

56 Schema is not found

59 Schema time limit

60 Too many objects

101 Not implemented

102 Maximum client count is exceeded

103 SPError request replaced be newer

104 Session is not found

105 Verify data

106 Data inconsistency

Others SignBase errors (Communication, Database or Server Program errors)

Read global fraud signature list
This service is used to retrieve a list of all existing Global Fraud Signature records.

Request parameters

12



Kofax FraudOne Global Fraud Signature Web Service Developer's Guide

Parameter Data type Required Minimum 
length

Typical 
maximum 
length

Absolute 
maximum 
length

Comments

USERID String Y 1 20 20 The unique 
identifier (key 
value) to be 
associated 
with the user 
(person)

PASSWORD String Y 1 16 16 The password 
of provided 
user

BNO Integer Y 3 3 3 Bank number

Response

Parameter Data type Required Minimum 
length

Typical 
maximum 
length

Absolute 
maximum 
length

Comments

RETURNCODE Number Y 1 10 10 Numeric 
return code 0 
– 255

DESCRIPTION String Y 1 1MB 1MB Description of 
error code

Return codes

Numeric value Description

0 Record processed successfully

1 Unexpected error occurred when processing the request

2 Requested data nor found

11 Database is not implemented

31 Database is closed

32 Object with the ImageNo not found

33 General server problem

34 Request parameters invalid or inconsistent

35 Database problem

36 User not found

37 Wrong password

38 Database is modified

39 Object with the DocumentId already exists

40 The server is busy

41 No data found for request
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Numeric value Description

42 BNo or DocumentId is not provided or not authorized

43 Same user is verified

47 Customer is not allowed

48 Old version

49 User is disabled

50 User is not authorized

51 User is disabled

52 User is expired

53 Password is too short

54 Password should be reused

55 Password is expired

56 Schema is not found

59 Schema time limit

60 Too many objects

101 Not implemented

102 Maximum client count is exceeded

103 SPError request replaced be newer

104 Session is not found

105 Verify data

106 Data inconsistency

Others SignBase errors (Communication, Database or Server Program errors)

Delete global fraud signature
This service is used to delete an existing Global Fraud Signature record.

Request parameters

Parameter Data type Required Minimum 
length

Typical 
maximum 
length

Absolute 
maximum 
length

Comments

USERID String Y 1 20 20 The unique 
identifier (key 
value) to be 
associated 
with the user 
(person)
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Parameter Data type Required Minimum 
length

Typical 
maximum 
length

Absolute 
maximum 
length

Comments

PASSWORD String Y 1 16 16 The password 
of provided 
user

BNO Integer Y 3 3 3 Bank number

IMAGENO String Y 1 20 20 The unique 
identifier (key 
value) to be 
associated 
with the user 
(person)

Response

Parameter Data type Required Minimum 
length

Typical 
maximum 
length

Absolute 
maximum 
length

Comments

RETURNCODE Number Y 1 10 10 Numeric 
return code 0 
– 255

DESCRIPTION String Y 1 1MB 1MB Description of 
error code

Return codes

Numeric value Description

0 Record processed successfully

1 Unexpected error occurred when processing the request

2 Requested data nor found

11 Database is not implemented

31 Database is closed

32 Object with the ImageNo not found

33 General server problem

34 Request parameters invalid or inconsistent

35 Database problem

36 User not found

37 Wrong password

38 Database is modified

39 Object with the DocumentId already exists

40 The server is busy

41 No data found for request
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Numeric value Description

42 BNo or DocumentId is not provided or not authorized

43 Same user is verified

47 Customer is not allowed

48 Old version

49 User is disabled

50 User is not authorized

51 User is disabled

52 User is expired

53 Password is too short

54 Password should be reused

55 Password is expired

56 Schema is not found

59 Schema time limit

60 Too many objects

101 Not implemented

102 Maximum client count is exceeded

103 SPError request replaced be newer

104 Session is not found

105 Verify data

106 Data inconsistency

Others SignBase errors (Communication, Database or Server Program errors)
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Chapter 3

Attachment 1

WSDL file
<?xml version="1.0" encoding="UTF-8"?>
<wsdl:definitions name="GlobalFraudSignature" 
                  targetNamespace="http://www.kofax.com/FraudOne/services/signbase/" 
                  xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" 
                  xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
                  xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 
                  xmlns:tns="http://www.kofax.com/FraudOne/services/signbase/" 
                  xmlns:del="http://www.kofax.com/FraudOne/services/
DeleteGlobalFraudSignature" 
                  xmlns:ins="http://www.kofax.com/FraudOne/services/
InsertGlobalFraudSignature" 
                  xmlns:rd="http://www.kofax.com/FraudOne/services/
ReadGlobalFraudSignatureList" 
        > 
    <wsdl:types> 
        <xsd:schema> 
            <xsd:import namespace="http://www.kofax.com/FraudOne/services/
DeleteGlobalFraudSignature" 
                        schemaLocation="DeleteGFS.xsd"/> 
        </xsd:schema> 
        <xsd:schema> 
            <xsd:import namespace="http://www.kofax.com/FraudOne/services/
InsertGlobalFraudSignature" 
                        schemaLocation="InsertGFS.xsd"/> 
        </xsd:schema> 
        <xsd:schema> 
            <xsd:import namespace="http://www.kofax.com/FraudOne/services/
ReadGlobalFraudSignatureList" 
                        schemaLocation="ReadGFSL.xsd"/> 
        </xsd:schema> 
    </wsdl:types> 

    <wsdl:message name="DeleteRequest"> 
        <wsdl:part name="DeleteRequest" element="del:DeleteRequest"/> 
    </wsdl:message> 
    <wsdl:message name="DeleteResponse"> 
        <wsdl:part name="DeleteResponse" element="del:DeleteResponse"/> 
    </wsdl:message> 

    <wsdl:message name="InsertRequest"> 
        <wsdl:part name="InsertRequest" element="ins:InsertRequest"/> 
    </wsdl:message> 
    <wsdl:message name="InsertResponse"> 
        <wsdl:part name="InsertResponse" element="ins:InsertResponse"/> 
    </wsdl:message> 
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    <wsdl:message name="ReadRequest"> 
        <wsdl:part name="ReadRequest" element="rd:ReadRequest"/> 
    </wsdl:message> 
    <wsdl:message name="ReadResponse"> 
        <wsdl:part name="ReadResponse" element="rd:ReadResponse"/> 
    </wsdl:message> 

    <wsdl:portType name="DeleteGlobalFraudSignatureInterface"> 
        <wsdl:operation name="DeleteGlobalFraudSignature"> 
            <wsdl:input message="tns:DeleteRequest"/> 
            <wsdl:output message="tns:DeleteResponse"/> 
        </wsdl:operation> 
    </wsdl:portType> 

    <wsdl:portType name="InsertGlobalFraudSignature"> 
        <wsdl:operation name="InsertGlobalFraudSignature"> 
            <wsdl:input message="tns:InsertRequest"/> 
            <wsdl:output message="tns:InsertResponse"/> 
        </wsdl:operation> 
    </wsdl:portType> 

    <wsdl:portType name="ReadGlobalFraudSignatureList"> 
        <wsdl:operation name="ReadGlobalFraudSignatureList"> 
            <wsdl:input message="tns:ReadRequest"> 
            </wsdl:input> 
            <wsdl:output message="tns:ReadResponse"> 
            </wsdl:output> 
        </wsdl:operation> 
    </wsdl:portType> 

    <wsdl:binding name="DeleteGlobalFraudSignatureSOAPBinding" 
 type="tns:DeleteGlobalFraudSignatureInterface"> 
        <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/
http"/> 
        <wsdl:operation name="DeleteGlobalFraudSignature"> 
            <soap:operation soapAction="http://www.kofax.com/FraudOne/services/
signatory/DeleteGlobalFraudSignature"/> 
            <wsdl:input> 
                <soap:body parts="DeleteRequest" use="literal"/> 
            </wsdl:input> 
            <wsdl:output> 
                <soap:body parts="DeleteResponse" use="literal"/> 
            </wsdl:output> 
        </wsdl:operation> 
    </wsdl:binding> 

    <wsdl:binding name="InsertGlobalFraudSignatureSOAPBinding" 
 type="tns:InsertGlobalFraudSignature"> 
        <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/
http"/> 
        <wsdl:operation name="InsertGlobalFraudSignature"> 
            <soap:operation soapAction="http://www.kofax.com/FraudOne/services/
signatory/InsertGlobalFraudSignature"/> 
            <wsdl:input> 
                <soap:body parts="InsertRequest" use="literal"/> 
            </wsdl:input> 
            <wsdl:output> 
                <soap:body parts="InsertResponse" use="literal"/> 
            </wsdl:output> 
        </wsdl:operation> 
    </wsdl:binding> 
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    <wsdl:binding name="ReadGlobalFraudSignatureListSOAPBinding" 
 type="tns:ReadGlobalFraudSignatureList"> 
        <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/
http"/> 
        <wsdl:operation name="ReadGlobalFraudSignatureList"> 
            <soap:operation soapAction="http://www.kofax.com/FraudOne/services/
signatory/ReadGlobalFraudSignatureList"/> 
            <wsdl:input> 
                <soap:body part="ReadRequest" use="literal"/> 
            </wsdl:input> 
            <wsdl:output> 
                <soap:body parts="ReadResponse" use="literal"/> 
            </wsdl:output> 
        </wsdl:operation> 
    </wsdl:binding> 

    <wsdl:service name="DeleteGlobalFraudSignature"> 
        <wsdl:port name="DeleteGlobalFraudSignatureSOAPBinding" 
 binding="tns:DeleteGlobalFraudSignatureSOAPBinding"> 
            <soap:address location="http://localhost:8080/axis2/services/
DeleteGlobalFraudSignature"/> 
        </wsdl:port> 
    </wsdl:service> 

    <wsdl:service name="InsertGlobalFraudSignature"> 
        <wsdl:port name="InsertGlobalFraudSignatureSOAPBinding" 
 binding="tns:InsertGlobalFraudSignatureSOAPBinding"> 
            <soap:address location="http://localhost:8080/axis2/services/
InsertGlobalFraudSignature"/> 
        </wsdl:port> 
    </wsdl:service> 

    <wsdl:service name="ReadGlobalFraudSignatureList"> 
        <wsdl:port name="ReadGlobalFraudSignatureListSOAPBinding" 
 binding="tns:ReadGlobalFraudSignatureListSOAPBinding"> 
            <soap:address location="http://localhost:8080/axis2/services/
ReadGlobalFraudSignatureList"/> 
        </wsdl:port> 
    </wsdl:service>
</wsdl:definitions>

Insert global fraud signature schema
<?xml version="1.0" encoding="UTF-8"?>
<schema xmlns="http://www.w3.org/2001/XMLSchema" 
        xmlns:tns="http://www.kofax.com/FraudOne/services/InsertGlobalFraudSignature" 
        attributeFormDefault="unqualified" 
        elementFormDefault="qualified" 
        targetNamespace="http://www.kofax.com/FraudOne/services/
InsertGlobalFraudSignature"> 

    <element name="InsertRequest"> 
        <complexType> 
            <sequence> 
                <element name="RequestHeader" type="tns:RequestHeader" minOccurs="1" 
 maxOccurs="1"/> 
                <element name="DocumentId" type="tns:DocumentIdType" minOccurs="1"/> 
                <element name="BNo" type="tns:BnoType" minOccurs="1" maxOccurs="1"/> 
                <element name="X_Res" type="integer" minOccurs="1" maxOccurs="1"/> 
                <element name="Y_Res" type="integer" minOccurs="1" maxOccurs="1"/> 
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                <element name="Width" type="integer" minOccurs="1" maxOccurs="1"/> 
                <element name="Height" type="integer" minOccurs="1" maxOccurs="1"/> 
                <element name="DateScanned" type="date" minOccurs="0" maxOccurs="1"/> 
                <element name="DateValid" type="date" minOccurs="0" maxOccurs="1"/> 
                <element name="DateExpiry" type="date" minOccurs="0" maxOccurs="1"/> 
                <element name="DocRefNo" type="tns:DocRefNoType" minOccurs="0" 
 maxOccurs="1"/> 
                <element name="CountryId" type="tns:CountryIdType" minOccurs="0" 
 maxOccurs="1"/> 
                <element name="BankCode" type="tns:BankcodeType" minOccurs="0" 
 maxOccurs="1"/> 
                <element name="CustomerNo" type="tns:CustomerNoType" minOccurs="0" 
 maxOccurs="1"/> 
                <element name="AcctNo" type="tns:AcctNoType" minOccurs="0" 
 maxOccurs="1"/> 
                <element name="Image" type="base64Binary" minOccurs="1" maxOccurs="1"/> 
            </sequence> 
        </complexType> 
    </element> 

    <complexType name="RequestHeader"> 
        <sequence> 
            <element name="UserName" type="tns:UserNameType" minOccurs="1" 
 maxOccurs="1"/> 
            <element name="Password" type="tns:PasswordType" minOccurs="1" 
 maxOccurs="1"/> 
        </sequence> 
    </complexType> 

    <element name="InsertResponse"> 
        <complexType> 
            <sequence> 
                <element name="ResultResponse" type="tns:ResultResponseType" 
 minOccurs="1" maxOccurs="1"/> 
            </sequence> 
        </complexType> 
    </element> 

    <complexType name="ResultResponseType"> 
        <sequence> 
            <element name="ReturnCode" type="int" minOccurs="1" maxOccurs="1"/> 
            <element name="ReturnCodeDetails" type="string" minOccurs="1" 
 maxOccurs="1"/> 
            <element name="ImageNo" type="integer" minOccurs="0" maxOccurs="1"/> 
        </sequence> 
    </complexType> 

    <simpleType name="UserNameType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="20"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="PasswordType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="16"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="DocumentIdType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
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            <maxLength value="30"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="BnoType"> 
        <restriction base="string"> 
            <length value="3"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="DocRefNoType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="30"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="CountryIdType"> 
        <restriction base="string"> 
            <length value="3"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="BankcodeType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="11"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="CustomerNoType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="34"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="AcctNoType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="34"/> 
        </restriction> 
    </simpleType>

</schema>

Read global fraud signature list schema
<?xml version="1.0" encoding="UTF-8"?>
<schema xmlns="http://www.w3.org/2001/XMLSchema" 
        xmlns:tns="http://www.kofax.com/FraudOne/services/ReadGlobalFraudSignatureList" 
        attributeFormDefault="unqualified" 
        elementFormDefault="qualified" 
        targetNamespace="http://www.kofax.com/FraudOne/services/
ReadGlobalFraudSignatureList"> 
    <element name="ReadRequest"> 
        <complexType> 
            <sequence> 
                <element name="RequestHeader" type="tns:ReadRequestHeader" 
 minOccurs="1" maxOccurs="1"/> 
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                <element name="BNo" type="tns:BnoTypeRead" minOccurs="1" maxOccurs="1"/
> 
            </sequence> 
        </complexType> 
    </element> 

    <complexType name="ReadRequestHeader"> 
        <sequence> 
            <element name="UserName" type="tns:UserNameType" minOccurs="1" 
 maxOccurs="1"/> 
            <element name="Password" type="tns:PasswordType" minOccurs="1" 
 maxOccurs="1"/> 
        </sequence> 
    </complexType> 

    <simpleType name="BnoTypeRead"> 
        <restriction base="string"> 
            <length value="3"/> 
        </restriction> 
    </simpleType> 

    <element name="ReadResponse"> 
        <complexType> 
            <sequence> 
                <element name="ReturnCode" type="int" minOccurs="1" maxOccurs="1"/> 
                <element name="ReturnCodeDetails" type="string" minOccurs="1" 
 maxOccurs="1"/> 
                <element name="RecordsList" type="tns:RecordsList" minOccurs="0" 
 maxOccurs="1"/> 
            </sequence> 
        </complexType> 
    </element> 

    <complexType name="RecordsList"> 
        <sequence> 
            <element name="Record" type="tns:RecordType" minOccurs="0" maxOccurs="20" /
> 
        </sequence> 
    </complexType> 

    <complexType name="RecordType"> 
        <sequence> 
            <element name="ImageNo" type="string"/> 
            <element name="DocumentId" type="tns:DocumentIdType" minOccurs="0"/> 
            <element name="BNo" type="tns:BnoType" minOccurs="0"/> 
            <element name="X_Res" type="integer" minOccurs="0"/> 
            <element name="Y_Res" type="integer" minOccurs="0"/> 
            <element name="Width" type="integer" minOccurs="0"/> 
            <element name="Height" type="integer" minOccurs="0"/> 
            <element name="DateScanned" type="date" minOccurs="0"/> 
            <element name="DateValid" type="date" minOccurs="0"/> 
            <element name="DateExpiry" type="date" minOccurs="0"/> 
            <element name="DocRefNo" type="tns:DocRefNoType" minOccurs="0"/> 
            <element name="CountryId" type="tns:CountryIdType" minOccurs="0"/> 
            <element name="BankCode" type="tns:BankcodeType" minOccurs="0"/> 
            <element name="CustomerNo" type="tns:CustomerNoType" minOccurs="0"/> 
            <element name="AcctNo" type="tns:AcctNoType" minOccurs="0"/> 
        </sequence> 
    </complexType> 

    <simpleType name="UserNameType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="20"/> 
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        </restriction> 
    </simpleType> 

    <simpleType name="PasswordType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="16"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="DocumentIdType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="30"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="BnoType"> 
        <restriction base="string"> 
            <length value="3"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="DocRefNoType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="30"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="CountryIdType"> 
        <restriction base="string"> 
            <length value="3"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="BankcodeType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="11"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="CustomerNoType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="34"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="AcctNoType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="34"/> 
        </restriction> 
    </simpleType>

</schema>
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Delete global fraud signature schema
<?xml version="1.0" encoding="UTF-8"?>
<schema xmlns="http://www.w3.org/2001/XMLSchema" 
        xmlns:tns="http://www.kofax.com/FraudOne/services/DeleteGlobalFraudSignature" 
        attributeFormDefault="unqualified" 
        elementFormDefault="qualified" 
        targetNamespace="http://www.kofax.com/FraudOne/services/
DeleteGlobalFraudSignature"> 

    <element name="DeleteRequest"> 
        <complexType> 
            <sequence> 
                <element name="RequestHeader" type="tns:RequestHeader" minOccurs="1" 
 maxOccurs="1"/> 
                <element name="ImageNo" type="integer" minOccurs="1"/> 
                <element name="BNo" type="tns:BnoTypeDelete" minOccurs="1" 
 maxOccurs="1"/> 
            </sequence> 
        </complexType> 
    </element> 

    <complexType name="RequestHeader"> 
        <sequence> 
            <element name="UserName" type="tns:UserNameType" minOccurs="1" 
 maxOccurs="1"/> 
            <element name="Password" type="tns:PasswordType" minOccurs="1" 
 maxOccurs="1"/> 
        </sequence> 
    </complexType> 

    <element name="DeleteResponse"> 
        <complexType> 
            <sequence> 
                <element name="ReturnCode" type="int" minOccurs="1" maxOccurs="1"/> 
                <element name="ReturnCodeDetails" type="string" minOccurs="1" 
 maxOccurs="1"/> 
            </sequence> 
        </complexType> 
    </element> 

    <simpleType name="UserNameType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="20"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="PasswordType"> 
        <restriction base="string"> 
            <minLength value="1"/> 
            <maxLength value="16"/> 
        </restriction> 
    </simpleType> 

    <simpleType name="BnoTypeDelete"> 
        <restriction base="string"> 
            <length value="3"/> 
        </restriction> 
    </simpleType>
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</schema>
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Chapter 4

Attachment 2

This attachment contains examples of requests and responses.

Insert global fraud signature

Request
 
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
 xmlns:ins="http://www.kofax.com/FraudOne/services/InsertGlobalFraudSignature"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <ins:InsertRequest> 
         <ins:RequestHeader> 
            <ins:UserName>softpro</ins:UserName> 
            <ins:Password>softpro</ins:Password> 
         </ins:RequestHeader> 
         <ins:DocumentId>1234567523</ins:DocumentId> 
         <ins:BNo>001</ins:BNo> 
         <ins:X_Res>100</ins:X_Res> 
         <ins:Y_Res>100</ins:Y_Res> 
         <ins:Width>100</ins:Width> 
         <ins:Height>100</ins:Height> 
         <ins:DateScanned>2016-04-14</ins:DateScanned> 
         <ins:DateValid>2016-04-14</ins:DateValid> 
         <ins:DateExpiry>2016-04-14</ins:DateExpiry> 
                  <ins:DocRefNo>111</ins:DocRefNo> 
         <ins:CountryId>001</ins:CountryId> 
         <ins:BankCode>010</ins:BankCode> 
         <ins:CustomerNo>123</ins:CustomerNo> 
         <ins:AcctNo>002</ins:AcctNo> 
         <ins:Image>SUkqAAgAAAAMAAABAwABAAAAkAYAAAEBAwABAAAAuAIAAAIBAwABAAAAAQAAAAMBAw 
 ABAAAABAAAAAYBAwABAAAAAAAAABEBBAABAAAArgAAABIBAwABAAAAAQAAABYBAwABAAAAuAIAABcBBAAB 
 AAAApiwAABoBBQABAAAAngAAABsBBQABAAAApgAAACgBAwABAAAAAgAAAAAAAADIAAAAAQAAAMgAAAABAAAA 
 mgLYNBiMMnM4zgUwB4UwGmbCmDORCAubFOZr8iOcIWOTchqwQJ
+J2Sg8yC4gh8JtxBGoTwibQXJ7ObCDwZqXQidX6GQbwS4g/kNOC/
LDIGBy+IvED+CC8EHshkAswWKnsjw2FwYQRcJINZcEjYbxESoBihNOTOe
+JUDLghDyrzpMrdRDY5dD+eo9Dg+QicRFoRERpFm1hxEREREREREREREoIRE7LcwKezGY
+WakzGIiIjxZFaCQ0yzns686EREeUx2UCnwpgMriMu50jUqiIiTgwaZsHPAQYjy4iJBrXiImwL4M
+E/0Ih/9df///////6LRr7////WWaDv5F+vm3lT/9mLsrX/FTiMRy9Sq/+CsR6/+I+//Oq/////82v/
+YRtDf//jLwmf//2m4f//ER/+VK//9//kEDH///1//NZ48f//f/////////+v//////v//6H//4j/IMP////
IJf55/+QwE////7/+SUv//8L/f68F/tL/H+x/5C/kEGXvDC/wn4vx/1Lj5U4vf//6f/8f//vj////////KgX/
IIGOP6Ld//x9BBv/mn/0/176///////7//v/ktB///v/7DS/2GEvPZ7+x/7Hr69heuGF//H/HZDX////v/a
+P//5CxP+TeF/3hPiIoiSP/9F8+WSFr/0G+Pr116/7///X/IKH9/7+nv//5p8swdfp7DCXrVP/4/1v/4YX/
HIML/j/f/a+3+QJ//hhfr/IIZcfYr4XlUvi+GFqP2v8fKj+LyqZu+4Xwb//yFzgw//5SF7B/9cfh/8ggJ/
z2DyCCLX/8MPivPZ41/RQ+Sf//X/Ef/f6YX/+pCC+VXj//XfhCFkKzl//RufyISQoQf/3p3x++Ij9X/
Cnj9f/1f//lT/r/3/IRV+sftJeQ0FfXlSFL/TDC/PZbg+NLF+xXpBp9ryK/x/2fOGhlYT9/7jj/6/
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v//3r/69h/kEDFf/jS+mvZG14Y+aDPlSD/+VoumnycK/8f6iPkGF/19V+VJ/d/IkvU56//fQSIwv/KmvOBf4V
+PQP7FfnjiMMPyfMf+/DB/X//lQH/X4X+3/+wwdf////iF4TXxseETZUnBD8eEvH8ggPgv/uP+QoP//
Tyq//mwP/nA/oIoP5WT+eDvOv+D/KkCf04L+///z4n3652Ub/6LR21yWgv///YYL//8MH7rlZv4jkh
+MLH+Lfj/3/j5VsfJaPJaC/wl8guq/57N35Ug/Lgzr6phkfcrT2qf9SnkM/a//1th/9fl1+uPj////
K3ff/uvyWHf//jCX2Xa+P/aa8YqhHfiPlZf/IQL7XyCAn/vZLQx5Ff5MZheQW/5U9/OB6/BSOa7///
+CjyqZv9fyrKv/oIofX//6/8N/+//tNf//ppE3Vv/zwX/0/ktBP7vlwF96ktCL5KF/1iP38fEWstE/
ER9teShcf/EJYj/IFf/8R/B3/++QSNPkED+eCeS1+h+/BmefC+EGq/RoPHxf9FxMFzWePp3/H0ELu+///
+g//9f//1//+aX9udf+/6+cC/6IWzg/f//k3XsM2lQh/18R8R9u1ZXg6x+PkSXhqMSGLiP/8Qy3s4P/
IcfJfHH+WhR4WP86P+WgZp4IERn/IUID5BI29DwRaj+U4MBEMbD9PSKd//lQHRDRumlO/DCJx34/
gz3RuKx+km8tGiD2HwZNX8RrB//r9YYP+tv/9KxkGsP/7/0se7x8lQ86Ef737aS6ZcG5Dh/
CIJmQkb/x1xIe7X6NzyDQw1XbQ7QcchL6JHix/HLcYjIF2ZwQ5wKiHv7eDhf5kn3Efmg7/
Ucho2YcEF1EyiNguJpjKsq9U/+nBjX9Bj//76TY/4f//30ysZ1uSwE7smwpf/+2TrHeQ+xn4yLB3/3/7JW/
tkF96c9njonWH/TiPktEyR+Qgv/6yvp4iI+PD1KS/+W+jO0vq6/3in/+W+AQXEL2FUf8a//oRImwX/
kWeL7/7d/5C0j/8t6gaCfshymQkGzOBfkF4ksC6ER2TtCoIQgvNfyCCqi7fxJ4uLYVEMxIVI
+EDnH5VPhQ/luTnGQkURuaD3X/9w6RD/4g4NIEImbH8fH2/iDQlH/f//JZ0I/6/w/cgjKXluGze/
sNf20v4J5oHOwuKe/Yr8pwdzYvIWjflvgZy/YQhmSfL9hcGF+Tg3Gv+W584FZnDteKx/kxYF/xghw4j/
+P/oQZ6H4Kv8GGVYvXxERDJOQSRb8ilhg1ML34j/IJSRjRzh8lYfJuCL+QYyGDpvck6y3E8uV/
zzGVbEN8RJv99nYVX/kMWG/OLx0DLj/1NbIgOT49R18c4/zTbMwwXaD75bjSBBEkQma5C+az99eRqwZt
+yWPLfRGehOlRzSL+g/62hCl3vC9kcUR2nQSO//oMMP/CCx/+n+vBgx+2CJsqSV68TuvMZ8Q2RGZ3p//
+PgwY/CBZXoqO1eIl+OGXjeS+Ro0QIbqP/+OGRhkTZP/EU910xBNcfVfyrKQX2M9h4UWRxhdlZ/
Fil9w5TjN3sGDwghP+OL7teRNuaGJB/3DI2UvLcvl8adqRXWI/IdDkKJx3YPhCQuxXu0DR2Iv4PNQ/4f
+9qrz4/JaWS6OZoy/fx4Z2oxdSMMhk9US49PwfF4j75bq82LfxbhVJ/0fn44z2QX3p+LIXYymt3410/54USQL/
LcVEvgn8iSx99SF/Bm+bYzsgZmHtsOhZ7OiHpf81roif5DgiKrW+Ly3KjcREY3a/X5CZxB/3PBn7C6Ee1Pn/
Hj99p8f7WPyV3//8mOtijVeOeP//4U0/af+Qop9/7qYVvj95ODH//GEORrHfyJEX8pxPf/wnXH0oPDKuTj
++P/f6NR4ih/EcfzgX6DD57IL7q//+t/IY/fvk6No/fvnhn0LPsRvj47D/HY/fk3G9fYfd51L/
jXsEXf5I8TWE/ZOKYzs/iZEPNNdv8wFwg/6EiwRaiL57L9k8SM4zYIdTPGYBz1pmnnAv9PB5wkag//
r/eqa65NhmVhFaYIgkBnVdRXiaBOQepA/5cy/+9f//luRupMYU+MIWuIROnKpZ0Hv7qEc5oaNbTyh/
RnTPDn45jyWE6EeyDVPWGRXCIvAxwgvHB/7/H/rWuY9b+y9sRaFjSnUjShnZ1CDLzsF+P/9lD////r/8NoMq
+ECL7EdtMJrHyNh9h//CH4g1XtdVT1v4PII8XHhj/9oPODkfe+uqZmP1BBx6j8VluDIxlwrPUu3wgwT/no
+QQQP/9f+vf/iIiPs6C3ToZA//B8oFBkR/akdwi47Dnn3nOef98m5ZeIixQ/q3mqH/xxw1N36nBJHr9rJuBy
+dkjkHclIs9fj+/v/OL/7/9c08Q0OQgX//3N4kGCEg64eXCayo5cTBQShn7brdQwWTBf9f10I7/
WOwRNxoJVLg6+Y2mhhDnAv7DXNxI/3yBeOv/a87/98cRa+efY+Qsf
+i7Ir9r6DN69xnsJwaDnkXy8OI5OjGfh7DCTBj/9/nKP/CJWIhqLDLlqmOYv/8lDzrf/37rt//74fnaWstwa/
+hxNR/raM37yPP+0+En3DiJvImMoZeI12UCmebi7PiHzLxePhDX4T9x/
RDwCH+mEO449OONBFwYVThlxCgRNCGfDohAJoRoOItBmYQoEJw
+kRjMkn6kN+QM+ZxB///+9VCpxBpw00Gneg9NBprpEjUFNHi9/
IWpNGYfhWqkJCCTJPqq5IesiwF8zmnRfNF85c3NSi/aJ45dZqTq5j5fUXzROYf3o4fE
+F8GQREToXxQPQxhzXHOtBSJBCWj8LBQurptBNi2k2laBdU3Q2gm0m4X8G53RmvGCx8lR499///
dX0v0m//p0nx/pumx/t5C+GJLxqf4f9NMqLPaDCaZT8RQLR3ivt0ltqk6SX3pJaul
+6eiC70yOGfOD98iY/k7QiNBnCDM4jMPOuYzly+X/dfIg6JDr/+QQRS/9LuW44yqRTuPkKD9uYFkMWfYiv
+0NPCERGFy4zBbB8hP+1a/+ul6+TibEIPkT09h5Qf/IOrF/EMqzOYf7/0xp/
w/pOD/v4M+HSKAT/+tl0NiIZmwXx8fI1jnwYISLvqaaYx2jIIrx2X5cEb
+aYqE1N35vmtsP/zU0kq/2eODg4iMPc6uW3KvhPOgV2vSFoamAaM0C/
hPCIWCV00EGG3pNux9a6LL0bWl4t4jgz9D45Bj9I4eRhD9ZGP//+5G/g479J//6pJf+8ReHC5D35Uw
+v0NSbghZCOeHvX+y7/6/50f7/9Olwsm5Y9zGlnApRmP1nhqUMSf9ZpBCsv0hIEPBjiIgoYrBEf6/
Uxff0Ym9J//+E8G+SHT/i+siWaP+n+/wUuHjmd7pN/VOtrfSXatpGL6GoIev
+zn5diDH+uYYCwwjRENF6FOiyGjFJ+VOGFWk2rYSbVJtINq2kqSthJtK/
oR4V/40xkXP6xk6BEngps3N6DQhCp7EMw5CEcfFimKiozwSRuoNWKkF8ogvjq0nXJuBMcdfb8f
+nx8RIl+Gc4kHs7hogv0E2EwmmqDFMQmutimKYrvP7Fe4LKsggr/NnqSmpKCSF
+98JemoTCpppqRHT7TVdEWyfwv4+DILnIiOq8u41L9LgjWREUECDPIuEeEyLx7gwjZCIiIiIiIiI7CT/
H6yQHRcEXvS4/10zAt6xFx0CHhcceQoPjkQ6Znf/NHQca+vr/pcPkO/
GE4b9K2XScEboYVGHGs0WlNBlwd2pdhDNfJujIpDj5AjhmPq/1FxodrEempdvEQ1TMH3k2WLs6r9AuGcV//
aZIdzXenf
+Ov7O1T7PFDOuTpuyLxr/0ESPDoOGtevYj7GR4TsunoQiGeyXRjFEShC8QXQQhyVZkPLcmMjixDtNPFS4zY85 
 eN07t6/WRH8Hdw88BC3BoOHDuzgU0C50CHgYJEQxDMEJxkN5biEFuPHQiHw/
fF3j9V//rHyT0RXst2jO2RITJwGmv6rhNEQ5C7Iqfj5M3XhS34b8k0/jC
+pB0lMFCZqGcKmEkyUF2WORH8F04IIG2idj4YnOGi+to3tmUKfUnMOGg0H4g4iIlOyHuQxNhG/4feP
+PBc4OwTCgo8S3x0XsInNBLF+q0r0odKsLm5ov6Je/btRH0/zyWDX7U/Kvr3p+MF2s2J
+ltdXSRgF1QQthBNoK2UjrYb//YdpT0XxxEWp09xamvI7TQh4XC9Quc4rz36S++2P/
l0PELw19D852cjOMSan85+ZtP9Fu7BDJ4fSR3pST/TyeMDOegZd9aT/4+EWY4uP++1/tC/+I
+IPNLPn0sVhv1+LBhxf//52FQ8LxT9bgybx6eeI1SUh3TUhjL6SEJJLYS/Bbk4ThmYvfpmgm0Z5sLkjxIy
+RQr6kV7I4L6pvjZG5r+jf4dPoapVLzrel5ruXRoQl/8SOBd1wQfkmcgvWWn/2vXX/
T+IjwpeVGCJav+PN6t9PX9Gq2jtPHGPo1v5EBnO4f0gaFnH/71/4RCjkMQsEMM/
dUtvp60IfXo1X8N5bmAgIHdHfCaQfw5huHBkZH6nBxhOOtjWOIRHTULH0v+Z

27



Kofax FraudOne Global Fraud Signature Web Service Developer's Guide

+/1/W3/jJ88jWRIMZwLV+PuGH/44v9DXwTZBjOkhB37aU7vJ42v//16DYW0RYD/
fw1vD/1Ir/aq0Qw475G9L/79WDb0//0vMf9nVJavlB//81g/4y3iU
+IizzEkOeZKPcIGklSIwRY2Hq26Ta7erpNpX5bjEQkd0M1X4RPR8LX9Bq0DD/gglEW6iJ4EFFIgx2I5G/
hyN1Ir1hrw0m0usKQ2vcPGm
+F/8hCgf2CGveumQ8WOnYpiECDYhIgxwqDW1XvpxYVXn8WGl5UHzY3+I4iJGYiy6yKNJrraYoMV/kR
+JJ9BvVj+Q72hI21/QiIiIi01XcH0S1JYT/ChgvDHkaAg3/oRHsIYrWQ42jnZp/yFCcjbL+iFI/S2Jdx
+Gu4RC1/If4jj/a2nhpR3V9Y+EyQvuRUOJFMlWVnKmZKGamQ897Tg3sojU2bC/yJ3+p2kDkQkQfCDzIWhBrwg
+EHggvBDBgiHISY9ppvEcXdf2Zx/TmnTCd2g10Nwmmg8RJfEfhhLPkuQk0aM1hf9Oi47NNsvg0Y7RqE3JdCNTJ
+Qk8ubm5ovsubx2nMD9MzE+ReMnigf/6DoN3cH21cO+2slF3YaQbphwr8eIWjY4N8OFyUF//
gi///7cJreg+H/tJxfJuUqzjcMLQTZRmPxpEQU/9dLR7ZEBNL1d8cQ4qK+9PWTcDVvn4R/F/
GyIT/2/xVuD//83d4Igkf/ybwadMf7/z4jHDf9QwquaNNkF8LcLv3/UFWzf/2vRNksrEQYWTH/
+43/6Yhf7i1/18cgRhBPGT1JfZ4PhIOIhMxbarWQkceHYf9Q12/It9Lr+O5Ah//6VpCdiv32pPfpIMFw0Zn/
Gt2Jz2Niu/OsXYZsybv7+kTkRmEz7Dhprej4W+m83qNf/bxOVV/NB4n1XTBAhT//
oLUjEma5REj+Iy4S9HTD6j/0tG9xJBluF/W6e+HhCpi+vrpT1Dsgd3iPr8Qv/
hCunf1WsEU73BPycF9119bHc6q0C/7F2v/mFO+irqDf67p/9XPZOfVuuqxKE/f774msP
+m9MJeULW9J1CxV4SwthKgk2lpePj2PnAtbDWbAdf0I7BNNBpoOKY44jikNEI6YoMUiC8o4iU6//
NLN8IkX9j4hfhhMdUsVX5NlroSM/G8fkhun1ZCKzuSHVPk5EuDsIoHJPEQ0zz95A1/45nX/
KgId9s4uEIiIiIYKCERHwVSYTa/u3v9ECKECKiEoQYmyQDogvoZyy07cyhtVEj9gv+0anX//
wXQs6CHQMcMvoI1MuglBsOs5eS4uLa/dn8vCdp6a//
iNDQTeCWw18q0ohfiI2IiJqxEZtgZ1xOTY0Cs4KQgRFwfb8k85oWPxETsYD7iVMhkRuYsI3viLlxfZloRJAQ 
 zDk4Q0IjkbBc8DngQ2C5cZuI2Mh+JMkdERK9PweQQW8qxmhHBmYyGFPEaEcKDPMzzmcYINS
+E0LVU9iGgwiEoQ8viI/+0ZilAtfv1u07CYQ0GiLgcs4hgiPxJ0yWVZOLJuGmmnk3A7QgihfiiCaP//
+H193kSP6MfMfRnNGjRvzfmo/MjOwgkzD9SKmvIFiz7QZBxBFojpA/
RI2Ey7uk2th27dJtJh030ERJKeCQSfkQeDfxEaRhRDU96aHHa32v3SsfyRhceVH5C2cRf/
X//YuKj/e/k3D0hIMwREglIF1v4Y8q078lRmGdchs/2tk/f2tm785v//k2WTMNfJLy5g/
X8gd3/ImBARFoGEQ8yGeyGVAZcKfBlUwFzwiat+v//xGMoXPW8N96+PDX//6H/hCOQxhDGDX/
zwqWRsdjIPb5BJC02HYpfKr7BqvZ7Jwg1QeE1VfyGd09//8fyHidMooup4B/18YcuL8RERETryHMEJQhfkjy 
 MnJdmpsuL/+iJI8Gpw//h6nTofIwQNiGF8ZxcoW10L9DWv6LlVERsSDRRT6G2Tah/H58Bg58h+UvIPK1/a
+dff//9+xGwUNXr5pnJoG/
kaBDAqIPNnAp4EMDNhTQHMZszYWzYLm2p7h5RZP3mLyf9tLrxw0fQYof8R8TQX5B8d/
qmELVNCwiEgRxoGv/qu+2FrxME/+KogQj6ZDvev9Fv9eE0mt96rpNpNwvJuLIS8X9kciSL/
PPXERERETQF2SuIMviMODhhNRxUUhoUxTGiC8s2bcYcf8hrH5koYtDCERGa1ULqmvBUDesgw///
JPENCIiJ0yXxE6CZNzARsR/8vi/0RAzwRZnmQ2cSGEYg4YZ8iIiQxEeWQsf2GY7/
xojgWSAVIs6CIMuRHGXI4FKD2jX6+xyQN8Nf/x/34/4PIJr4jMsGoQQhDBMlAJ3NB//
lUsSMCfEREREREcf1Ui1/JuR/kuzHCx+VZEuRCmS
+VEW7gwbAgzPOGYyuVd5wKT3hUHTkIf7PBsMyIYGDgVEeoZgDB8GDMU4DSYDB2kBDgaAoUIgmwsRIrkGJkHwgv 
 QglCHOQ5yHoQQ5C8Qz+Q9CPYuQXyQmRbIXeED9BQ/kIMX//X/Cd6///
+t9xZ0ITOykM2GMUW7+VpHPIGQcjxZCJ8lhIONSGcMhXCprd64U4/r+r96/
xwnoEHa1HspD+IiIiIiIjpMj6RkHI/hkSwra2+vhpfJcdz5gh79v1I2rx
+TZTZQ5ZocjmkMs7BloMgMEURNkZs3iR4EYcqbBE6IESnl1lnDBoREUiqG0ZxwunvoJhUvlWIXzqfuROv93DXp 
 3Xd4vjBYuG6FsRHNh//M4Y/SEhbINzkNqCDeZBeCGVxBggjIIbLMIK2ah
+ma2pdSPZZ09B3dxfD7h2aPz6g08yJN/tfHE1Ih//4iOGCF/8OvQIuu/+uTf6VLquCf4UcoeYX4oi/
+RIME5mx014jyDAz4/9f6iPSpAiYhYLIYLqzLTvaiwlWU+duH+QQYiz7csLMNhSWG19/
sevB5HVdel3/dYTfF2vUhMgg/lThERER9r4L+v//7/+8znzNCPtNmgQfhtwyFhnSYQRQ8S
+l9sFj7/7VO7C9hNiYeFTxNWyK/5GzPJsmxqJQrdBMugh9yGHpRQMhCE5iDYc3H40HRuDiUB6QR9P4XxcM5cih 
 Pg1yQMhBnBCnGZkQxDQUzGcGaiJyNkTlH4/Bfj9qH/7WrgzqfDOxbT/M0ZDLkOXWDQogRp/
X/2v///j8LuFD+/wXLqHwRdd8NxxTMgw+UH4zcQeniO1TULejFTC3+FmhmsU/BluD/quEC9BfY/
x1zsDSj5Tu8bzUEI1iSBf4iIiI4iIiJ2IfwrYQb+XC0TGmYJBjhDo6sIOEqCMDOSla9TP
+zjT/RBhWGz6fRU8lztv2sX7p6/+oXj8IYTjoiuWGY9+QxsQXQ03kGF
+bMGPyJEbJSV8iWTtkgwwzu2IaDCFhDiIcQ0HYTTmmIg1TTTiwvs5Y03eHzy/
hHTIFfQizMMBS4y5oTDzgLmZMGTmRAMGgLnYLJpkZp7iIiIiIiwsMIdqqeDr0zDOj/Ef/wTFdr
+p2orC6dlDzSKHZ0ihlPEiKTKI5khmzNI3EjNxIz2niIjlOzsnKugk2F4kUvkXBdqtk3QyLenqu/
W+D7++DzbTtOGt6Dh2neRCJnbsVXyojWCIVV8RERERERGfZR+7/
X7yOq/7/vpa+/zsaNf3NP0Xf5ktZIzOIzJfGRYI7l4ILoMGCJbCt8O//
h7UJ6h/9uT137BqSz/1fQQf53rkSRKsp2iJDCZwaZ9gmhYMRV7H9gwzwfEGKRDP4oGEGKBiVMVIZ
+DhguSGZn5OnDEL9VC+QYlD8hUbjAIXGdYJkw/7/7v7r/TuuFVbVw7pb2r7/
YpKQncHE6ZrF+CfGT/V/NCXQLye/f/Od/34P/kj0vaE/sHhTsXMd3HyBZVrBEMJ+lQtc
+kioCqQwXGW4ijCBMEQeJ2tRCQiax4/QaaDu/Cf9Q34iFbHHEVxNenznf0eFIZQ/
W1kbg1v0NPERxVghERERERHENe3/9qob/7IJB3/19XJPpkV0yXl3fhDiJSZBvBx/KfF2qf//
+4VtHeG9KD5vNSCzT/8OxKWu8h4macf/+v+ha8fhUs3r0un4NA3ZxZ0/0xb//9df///
fm74edgZY5Vw/+738fQ/WpHFeTto7iR4dxmyiL4r87CGgZRGCLwKOXMfr7OoIyPvf4/
W6hLa/FIX76sqA+IhVDzgX90bmDFeI7e///2FI4IYjBF1h8JCfhc7NRjfLv
+fXRQwwXBj9GjnrzT6kxzUziNdQ/4QbGESDxe9U1w2PZBqh/xprm1Gq5v1J8wMvLFXjwm6b//CW/////
oVr9//rhB/8Rrzo/IaHNGviG1vDmjh/1rDI7g/kUXud2wr4+LBjImGr/9dEK7+0P4NbU2Klf3X63Dq
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+tzaLsMSMP6/j0HUf91/9ulj6g7/4xkwE+v8iwn3kb7fYej3hr3H/lUr/NhT4XyGMNAzu+iDA/j/idDS
+L40IwoQdfrv/23yC5hb//9Vv6f5Fj9eG93Ya4zwePkQJiPIVTR44+mP2XlG8m7njNkZowXw0h7S8aSyrf42 
 CGRA08KRvcdigsccGEmPIktkWwrsJePv953TTIrrmEL//+iDzP4PYyniREmlcvL//
yq4iIi0IaoRnITCKIOnSYQZ5720gzYS90Kzp5i9/iSqOGmImsjhGyEZHDQhd3vnZgVLvGjstfsQf/
ythoP6YQkUrPdf539f4wU4ufEycJB+zQvJAx+VQMyRuMnlgp6BFP/yMw0azw9+hsRFB5saiPr
+QUQ0JBQ7TNZIUbI4RvI7QiwhkIC8ZM7H8y6CfH89s4v115go1WP5KMjf9CMGjTedP6e/
lZi4f3MMMZh6tL9e2Pna1w6f/xb/uqIYj/ZgIXlQSom5nHwX+dgXhvf/H+Qo
+9X9ddeq9NBdenkqiVYMf9//4jkWONDJv6pmGKRRyO8ZwP/5EJbB1xPF5Rf4LkGof
+Eg8RRH8L/NDR3x+o6RoWd9B15C31NhP/8RRHeYuIqDJ9CP1dEY/
eCIFG8QlaeDDS54PDrhV/4uuOO49P6+98uZfoG0xBjzwn14h/6yC44/kI4MHtflu1k3ZCvXMeMdOjPhKjRoe8f/
u0/II7zoCj44mf4+liQ6jTdXO1V6CH///IZ49U/W1R5y41/0tvj1j1Zj/J3/45h9rzji
+RXf/HbFetjS8P+v5DA3/w+1T4kMD+Z69wfW1+/VO9iI1moJ8a+Qj4kEgP394/
qC/1yXoapP/kG/8J8MQQYa1FnwkSbi6ei4n3C8o5CX72QgPv/4/td+4UevrZO9b1vf3/
prNxZf1LH9iyTpuF6pp1bQMF3kj9/8g7jrBCJ3DG6ZoJdp5rj8XW4MIQiEfj/8hQfBx5EchofaH
+8cH/7jH+aDX+z5nws57OVpkoCaDC92v+qDQ/kGF+P5VcRERxEOPBXiYDtS3XlcVWI53wTOn+dA/
xRDnIes9U0AhYkJ7ERHTwUfnD5L3ztIaprX3I47WSvOwyr/x+VXNs2EM7MBteeBg8DlyUFYNR3V84F///
D5BLDPiE5GALgsR/iypFRS9WTf+Zv6rUX/f/4p4h/5Ci/kKBecgQ3MAh4LyVBJIIZ3f2PQ
+ibkMGPk48g3vIIOTeqEdVH+PwjQL8Z7pyN06T8je0sgj4WVxVUdrRHj/
Ehj/3Ik7Iz5Fv0D4R3JQFCk3TFa8Na8f7T/HEd6tSGx0oL1jb//8T76kO64/
lx+vJIj/4hqzbN3mgn5Em1z4YwQX/GeFCCEIhIJqV/fjJz8J/IUSeulH/
EgQ7XBLEWvMgWIixCD+bAf+Tf/IQf/f/v9oH6Nz9Ke38WmteuQuZN//J0PP6/
d9P9Pf638uFioP8GLjTBTgEL52twWDDD6/xf4jv4O3xx6ycOvBA0pofRmX/f8qiN5eLyhYiQzx5J2/4Y8rpa
+sG2sIt3//8LHGscbBsX767BDhkj+EG7/Ya/C1SHD5DViiT3a3x2/SttfEJfjD0rZ8GuQ/
Idlm3x8HLpL3j+v0wgZDUcg38IzMM1kHgVYMfnazmosYr8MufH4jIXlCkIHHD/6Bl42E9fH/
s2pxhLwmtkXUhA1/+Pf/8RERERDj7VGhA+w188Rh/EiZ+IiLTEL5+D+UuORT5lSNA0L+PpTu/
lSHpniRF2JmmWnffnZnF7I2vxf6H3nYg1+EfIuWdivoXYJ/v9G5INUXDJWzUdpfLL/fBEbvINj//
p9E3dNkY1XCnBCGJ144Vujz/u/1RPQvv8ETHEEtYmb9An5CT+wzaX6uIiPhQROCc9Uzj89E7/
O/6ayQx90K/3nQUKvTLdHRjcXv/BD0arxYX+RLNT1ToIU1//xx/H7dpmw0VwQMNJc09kCLmGiLxBhuk44/
+GEU5oHJOw4NhY5CxQuHEf+fzo/+x896DchiYg+P//Cf5wP9r3CNQ7+Dzf0yLGRbQ/
yEoD9GwH8Y/OFR4C6IZ4FRII8uGw4CBi4LybLTxOh/CKD+9UryDGhC3wd9MMZ1H/h/w/
xEZvtVtsKpEfqZnmD98f3+UvrOg2TpJzNm1g54IbGieBYf8b//2bGXlBVPF+32+1BMiax//
h18hQMRGvfa2CWwsOpDNhD/9/782TDY4MJBCrELHiQX/+QsflVRsVl51YZmEBueZNyN5gHg8uYaIgJ
+WQ6/iH/cQaa9wx1Vf5jQZd5gx8tzI1/JwX+YWIh2koM3sMa2cgmQCBQ0hH/hAx/Igv
+U7kIeYbpt+O+Lj9gmYHnhPH/drVn7KG7QfEQ16JzcPX/4TLjkIgIp22LR6E9OI2PoK26lDX
+IIQycmFbBiqdkgzhHhFJDPgucj5m2dgX+GjNnau1/8x7tbamy+1QnqmA0IPRE2rW
+If//iwQcbbJ5LSSOAXU36/Y7WSPG//k1QmcJnnAkHrCQJeQYd9jJCI53pY8NeyrWv
+08J11STUuC3C62EI+2nVMkX+Rn/KU8vHBQphoQaoePQx4jsT0WwZma+/
+60JM4koHO4onDCyDqC6E+JtxvQ4x7j+yC+P7VPohohqePMBcweGFkSX/0hFwam8u6wj5myVie0v/
tf/9IhGzWQ81XTs7hbXjjLL8tAtY/3+++oWIu4shXu0I4lK88v/kCFEuGMu+Dhe2aW50b4OP//X1GOR2II
+ZsLEWXcGYriQRyHUELhBhuN/Uz///dfb8ehDPGeBWx//+QzNhC45N5/BjZoypkbgzwNJgQfvv///
dBtNkbh1DWbnLcnZLIPIYgJ5KhBc/////6frb7TwTiGmRXU0EU2EtCP/04wTWwhp2KvHBnoZaP5MP/3yD2OG 
 hoQzghdRmwRBngiDBOz+TmYjZku8ri1wv/zzWxF998aGCHEhKEGG5Ov//U3yJRmYZzYG6JZ2oL//////
H3EfsjdtsSExx2/nZTEg//7vu7+777F52DCBC//5GYtAy4VCGE0y9FVbuTIU0Aj6/4iIiIiItCInDOgN/
a//iTtB/CH/+RGcI4R/IyIlkaIgxOmc2Ef/qunZ9k8mYGZyfTIhsp//+nlEsf+IiUtnD8hP/
hUW7RcU4tRwrBHYuENH///++0/OQpCVrIMr9///tOPPEhiyLiqiLxrME/2h//7j680Mzb9H4+SIU/aZ61/
v/fqnpzHtqdSQf0whEbPxP5ZBnj/9L9eOM219xElkek0LyyBia/8EjxWpgPr+0wiTRCiCaf9nDv/6r/
HYZHDEUzMyg/3hYTX//Cgttko8PsiGUGq+0IhnblNev/1XjcjvIjtqGXd/WwQjhP//1//
Vix+7QNCd1nx//1p6NBzx/lxphCOSjM41hPX//ra3t1vU2/DOhgmn+TZRw/195gU3sccf+U
+Tx9mbNlf9Nf//W43NZ8ufTPtNb/2mmdut9f/8fumYSZtxDu/2haERxRDRkx//9rzASPfd2ENCdjD0nh//
pkdmdOTm01Xv0I0QVnyIQvhf/8RER3GifxERM2UGCEH+V9Ov/+0M+6ifkyK7BBrU7hk0zt34//
ESVZ0M2Gz6kO5oQj2RI9BkJZBkX1T/a52CMoNB/uIiJCvz15G//1//nd5Amv8h3TQlKyGZw0HteS9gr7wXa/
XytIE/eqZe1ZOYf/jWJvyD2hI3ib2hbUhX/8guvTQh4QlRGjJB/9eH9pROf95O7//tu0PkucNdqhYQqttb/61C/
x/45PGlDBf6ER78bfOsP07//9B2ne1TUL9eqx6aH/4ifZDf74iORVmhmM2ycH3fJFqtESiHjQiv/X62FDBBxH
+Ptd/sjtffhYiIiSy997Ip9f9bQd/5GBgzENscpeQgsjqiDI4Q9+6fWZo3+LfkWvrEGaAuUEYMzjOPiw7xH
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+//X/Oi//w0GbDOYFvMxyDFBBHBC7JAIrjr9u/a97knqUZdfZoCNYhc0Qrj9rtqJCYD3I0/r//IFjXma7i
+omeGm0RfIEemqn0Ttf3Yl/Bfu7fNa19fMaXynoYPVSXXHETXnM1tkSAh82swscTGYx/Ez3TzVnpfEaf
+CwzxiNa3i4iGC9NpdzF/1i5dj/iIsKl//
wZIGRAQzcNPdoREccRHGxF8hFXff//7PMoNMzZIuhcRBof97VA9MJhMFX/63iI4nVD8fHEQ1KwLfdr//2CZnfjC
+qaH//HZLnDTOQr9f///XvsKJDf5VF+un6/1/X/RIzOGq6qv/f/
Q9dddfWv8gwsM6GYgut09Qv//3GdQthVNTWGqhL/+7//HGFJcL/f2qoiCERprSf/qNCM4hNUP9+xEWZwv/
mus/lbhH6q98GQZ50GbH9/pr9CyEj8Q4kZE76/4//p/3/3aZinjv/9Ml5T5BUx+hEf+n/ZSS5D8fsL6/
NHawwpE2PFpoYTVf9FPYxERGhER2pqMhWLjkNEy5moDIMiYiVY5b3SkPBPpgKERAhZwypMiO0D2FjY0wg5F 
 gkcnMx2mUURaE1TNQz5J3TaX9mLiIiLBBoMKCYTjT4xERGE0IxH//
lsC4MFwbkilqkoy4GYYnY3GBC7JzIqIQ4wHLghvIGycKYRHBQYRHCkQGQFLJXGoQwBsDRABABA</ins:Image> 
         </ins:InsertRequest> 
   </soapenv:Body>
</soapenv:Envelope>

Response
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <ns2:InsertResponse xmlns:ns2="http://www.kofax.com/FraudOne/services/
InsertGlobalFraudSignature"> 
         <ns2:ResultResponse> 
            <ns2:ReturnCode>0</ns2:ReturnCode> 
            <ns2:ReturnCodeDetails>Request processed successfully.</
ns2:ReturnCodeDetails> 
         </ns2:ResultResponse> 
      </ns2:InsertResponse> 
   </soapenv:Body>
</soapenv:Envelope>

Read global fraud signature list

Request
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
 xmlns:read="http://www.kofax.com/FraudOne/services/ReadGlobalFraudSignatureList"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <read:ReadRequest> 
         <read:RequestHeader> 
            <read:UserName>softpro</read:UserName> 
            <read:Password>softpro</read:Password> 
         </read:RequestHeader> 
         <read:BNo>001</read:BNo> 
      </read:ReadRequest> 
   </soapenv:Body>
</soapenv:Envelope>

Response
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <ns3:ReadResponse xmlns:ns3="http://www.kofax.com/FraudOne/services/
ReadGlobalFraudSignatureList"> 
         <ns3:ReturnCode>0</ns3:ReturnCode> 
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         <ns3:ReturnCodeDetails>Request processed successfully.</ns3:ReturnCodeDetails> 
         <ns3:RecordsList> 
            <ns3:Record> 
               <ns3:ImageNo>3</ns3:ImageNo> 
               <ns3:DocumentId>DAISY001</ns3:DocumentId> 
               <ns3:BNo>001</ns3:BNo> 
               <ns3:X_Res>96</ns3:X_Res> 
               <ns3:Y_Res>96</ns3:Y_Res> 
               <ns3:Width>119</ns3:Width> 
               <ns3:Height>40</ns3:Height> 
               <ns3:DocRefNo>001</ns3:DocRefNo> 
            </ns3:Record> 
            <ns3:Record> 
               <ns3:ImageNo>8</ns3:ImageNo> 
               <ns3:BNo>001</ns3:BNo> 
               <ns3:X_Res>0</ns3:X_Res> 
               <ns3:Y_Res>0</ns3:Y_Res> 
               <ns3:Width>5</ns3:Width> 
               <ns3:Height>4</ns3:Height> 
               <ns3:DateScanned>2016-04-01+03:00</ns3:DateScanned> 
               <ns3:DateExpiry>2016-05-31+03:00</ns3:DateExpiry> 
               <ns3:DocRefNo>aaa</ns3:DocRefNo> 
            </ns3:Record>         </ns3:RecordsList> 
      </ns3:ReadResponse> 
   </soapenv:Body>
</soapenv:Envelope>

Delete global fraud signature

Request
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
 xmlns:del="http://www.kofax.com/FraudOne/services/DeleteGlobalFraudSignature"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <del:DeleteRequest> 
         <del:RequestHeader> 
            <del:UserName>softpro</del:UserName> 
            <del:Password>softpro</del:Password> 
         </del:RequestHeader> 
         <del:ImageNo>3223679</del:ImageNo> 
         <del:BNo>001</del:BNo> 
      </del:DeleteRequest> 
   </soapenv:Body>
</soapenv:Envelope>

Response
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <ns1:DeleteResponse xmlns:ns1="http://www.kofax.com/FraudOne/services/
DeleteGlobalFraudSignature"> 
         <ns1:ReturnCode>0</ns1:ReturnCode> 
         <ns1:ReturnCodeDetails>Request processed successfully.</ns1:ReturnCodeDetails> 
      </ns1:DeleteResponse> 
   </soapenv:Body>
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</soapenv:Envelope>
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