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Preface

Use the information in this guide if you are the administrator who will configure and maintain Kofax Insight.
This guide describes the recommended configuration and setup.

Related documentation

The Kofax Insight documentation set is available from the hosted site at the following URL:
http://docshield.kofax.com/Portal/Products/en_US/Insight/6.2.0-1zeg55hazl/Insight.htm
The full documentation set includes the following:

Kofax Insight Release Notes

Contains late-breaking product information not included in this guide.

Kofax Insight Administrator's Guide for Azure
Contains information for administrators who are responsible for configuring and maintaining Kofax Insight
in an Azure environment.

Kofax Insight Technical Architecture & Highly Available Setup
Contains information about technical architecture and high availability setup instructions.


http://docshield.kofax.com/Portal/Products/en_US/Insight/6.2.0-lzeg55hazl/Insight.htm
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Kofax Insight Online Hosted Help

Context-sensitive online help is available directly from the following Kofax Insight applications.
Help for Kofax Insight Admin Console
Describes the functions in the Admin Console application.

Help for Kofax Insight Data Loader

Describes the functions in the Data Loader application.

Help for Kofax Insight Multi-Tenant Console

Describes the functions in the Multi-Tenant Console application.

Help for Kofax Insight Studio

Describes the functions in the Studio application, including the Dashboard Designer and the Viewer.

Help for Kofax Insight Themes and Formats
Describes the functions in the Themes and Formats application.

Help for Kofax Insight Viewer
Describes the functions in the Viewer application.
Tutorial

The tutorial, which is intended for use with the Samples project in the Insight installation package,
includes a Quick Start Guide.

Training

Insight offers computer-based training to help you make the most of your Insight solution. Visit the Kofax
website at www.kofax.com for details.

Getting Help for Kofax Products

Kofax regularly updates the Kofax Support site with the latest information about Kofax products.

To access some resources, you must have a valid Support Agreement with an authorized Kofax Reseller/
Partner or with Kofax directly.

Use the tools that Kofax provides for researching and identifying issues. For example, use the Kofax
Support site to search for answers about messages, keywords, and product issues. To access the Kofax
Support page, go to www.kofax.com/support.

The Kofax Support page provides:
* Product information and release news

Click a product family, select a product, and select a version number.
» Downloadable product documentation

Click a product family, select a product, and click Documentation.


http://www.kofax.com
http://www.kofax.com/support
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» Access to product knowledge bases
Click Knowledge Base.

» Access to the Kofax Customer Portal (for eligible customers)
Click Account Management and log in.

To optimize your use of the portal, go to the Kofax Customer Portal login page and click the link to
open the Guide to the Kofax Support Portal. This guide describes how to access the support site, what
to do before contacting the support team, how to open a new case or view an open case, and what
information to collect before opening a case.

» Access to support tools
Click Tools and select the tool to use.

* Information about the support commitment for Kofax products
Click Support Details and select Kofax Support Commitment.

Use these tools to find answers to questions that you have, to learn about new functionality, and to
research possible solutions to current issues.



Chapter 1

Install Kofax Insight on Azure

This chapter contains step-by-step installation and configuration instructions for Kofax Insight 6.2.0 on
Azure. Read the prerequisites before you get started.

Kofax Insight on Azure supports two configuration types:

» Single-tenant: Single tenant on Insight with a single Insight Admin database. The Administrator is
responsible for all projects on Insight.

« Multi-tenant: Multiple tenants on Insight, where each tenant has a separate Insight Admin with project
databases. The Administrators are created per tenant and manage their own projects.

Prerequisites

You need a storage account, a cloud service, and an updated configuration file for installing and using
Kofax Insight on Azure.

Most of the settings are common to both single-tenant and multi-tenant configurations. For a multi-
tenant configuration, you should create a dedicated database and administrator account for each set of
projects, and update the settings in the configuration file. Follow the instructions in this guide, until you are
prompted to select your type of configuration.

Ensure that you have an access to the Azure portal account and the most current versions of the following
files:

» Kofax Insight Azure package and configuration files, which are included in
KofaxInsight-6.2.0_ForAzure.ZIP.

The ZIP file is available for download and listed under the Kofax Insight 6.2.0 package on the Kofax
Fulfillment site.

» SSL certificate, which is required to initiate a secure session with cloud URLs. You can also use a self-
signed certificate.

Create a storage and a cloud service in Azure

This section describes how to create a storage account and a cloud service, which are required to set up
Kofax Insight projects on Azure.

Storage

Log in to the Azure portal and follow the instructions on the Microsoft Azure pages to create a storage
account.
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Cloud service

To use the cloud service for Kofax Insight, complete the following steps:
1. Create a cloud service (classic) on the Azure portal.

2. In the right pane, click Upload to upload your SSL certificate to the cloud service.
Home > InsightDK - Certificates

— InsightDK - Certificates

Cloud service (dassic)

Jol Search (Ctrl+/) « /_P Upload O Refresh
QOverview
. The Microsoft Azure Service Management for MachineKey certificate is used to encrypt £
=] Activity log machine keys on Web Roles.

M Access control (IAM)

% Diagnose and solve problems SUBJECT STATUS THUMBPRINT EXPIRES ...
=] Operation log (classic) DC=Microsoft Azure Service M... ¥ Created  49F9E3B28388ASB5813FDE7B59F415C... 5/25/2028
Settings CN=datainsightdk.com, OU=D... ' Created 511C7CDB65104C84EAZATCTBI90764... 2/28/2020

M Antimalware

Certificates

3. When the Upload certificate window appears, browse to the certificate and select it.

Upload certificate X

Update the configuration (.cscfg) file

Before proceeding, extract the following files from KofaxInsight-6.2.0_ForAzure.ZIP:
* Azurelnsight. XXXX.cspkg - Insight Azure package
» ServiceConfiguration.Cloud.cscfg - configuration file

Open ServiceConfiguration.Cloud.cscfg. Make the changes described in the following subsections,
according to your type of configuration.
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HTTPS

The certificate thumbprint string appears after you upload the certificate. Copy the string and update the
configuration file <Certificates> section setting under the role named InsightWebRole.

<Certificatess
<Certificate name="altosoft.Azure.https" thumbprints

"938C535844FCCDASB342A862635321EATAFT4DL"

thumbprintalgorithm="shal" />

</certificatess>

SQL connection settings

Create an SQL server on the Azure portal. Complete the following steps and set the configuration file

according to your type of configuration.

For a single-tenant configuration:

Change the connection strings for the Insight Admin database in ServiceConfiguration.Cloud.cscfg.

1.

Set the SQL server name, administration database name, SQL user ID, and password. If you specify

an existing administration database name, it is updated to the most current version. If you specify a

new administration database name, it is created automatically.

To get your SQL database credentials, navigate to Azure > SQL Databases > Show connection

strings.
Home > SQL databases > Admin - Connection strings
@ Admin - Connection strings
SQL database

«
Search (Ctrl+/)

2

ADO.NET = JDBC  ODBC  PHP

El Overview
ADO.NET (SQL authentication) - private endpoint
=] Activity log
' Tags ID={your_username};Password=
X Diagnose and solve problems
Quick start Download ADO.NET driver for SQL server

£ Query editor (preview)

Settings
2 Configure
Geo-Replication

%* Connection strings

Server=tcpiinsightdb.database.windows.net, 1433;Initial Catalog=Admin;Persist Security Info=False;User

{your_password};MultipleActiveResuliSets=False;Encrypt=True;TrustServerCertificate=False;Connection

-

2. Leave the Insight.TenantAdmin.MasterDBConnectionString value blank.

<5etting name="Insight.Admin.MasterDBConnectionstri ng" value="server={servername}; Database={DatabaseNamel;
User ID={UserID};Password={Password};Trusted_Connection=False; Encrypt=True; Connection Timeout=30; "
/

<5etting name="Insight.TenantAdmin.MasterpBConnectionstring” value=

For a multi-tenant configuration:

=
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Change the connection strings for the Insight multi-tenant admin database in
ServiceConfiguration.Cloud.cscfg.

1. Setthe SQL server name, SQL user ID, password, and multi-tenant administration database. If you
specify an existing multi-tenant administration database name, it is updated to the most current
version. If you specify a new multi-tenant administration database name, it is created automatically.

To get your SQL database credentials, navigate to Azure > SQL Databases > Show connection
strings, and copy them to the configuration file.

2. Leave the Insight.Admin.MasterDBConnectionString value blank.

<Setting name="Insight.Admin.MasterbDBConnectionstring” value="" />
<Setting name="Insight.Tenantadmin.MasterDBConnectionstring” wvalue="Data Source={ServerName};
Initial catalog={MultitenantadminDatabaseName}; User Id={userID};Password={password:;" /=

Roles and instances count

Use roles to manage functionality for Insight on Azure. In the configuration file, find and set the scheduler
role. Enter a corresponding user login. The following examples use the default user login:

» For a single-tenant configuration, specify

<Setting name="Insight.Scheduler.Login" value="Administrator"/>.
» For a multi-tenant configuration, specify

<Setting name="Insight.Scheduler.Login" value="MTAdmin"/>.

Note When Insight is installed on Azure, you can configure other role settings in the interface.

Next, proceed with the role instances, which ensure uninterrupted performance: if one of the role
instances fails for some reason, such as an error or disconnection, then the second instance takes over
the tasks and continues processing. The role switch doesn't affect the performance.

The minimum number of instances for the role is one. For more information, see the Microsoft
documentation on cloud service specifications.

For high availability purposes, we recommend to specify two instances for each role.

Find and set <Instances count="2"/> and specify the number of instances. This value applies to the
InsightWebRole and the SchedulerRole, and is set individually for each role in the relevant section of the
configuration file.

GTE name= SCHEQUTErROTE =
<Instances ;Dunt-'g' >

Storage name and access key

The Storage is used for Insight logs and for importing and exporting Insight files (projects).

10
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To copy the primary access key, navigate to Azure > Storage > Manage Access keys. The access key
provides access to the storage account. It is generated by Azure and can be regenerated if necessary.

Home > Storage accounts > insightdk - Access keys

insightdk - Access keys

Storage account

«
0O Search (Ctri+/) | . _— . .
Use access keys to authenticate your applications when making requests to this Azure storage account.
% Storage Explorer (preview) A~ Store your access keys securely - for example, using Azure Key Vault - and don't share them. We
recommend regenerating your access keys regularly. You are provided two access keys so that you can
) maintain connections using one key while regenerating the cther.
Settings
When you regenerate your access keys, you must update any Azure resources and applications that
Access keys access this storage account to use the new keys. This action will not interrupt access to disks from your
® Geo-replication virtual machines. Learn more
&) CORs Storage account name
| insightdk | E
&= Configuration
ﬂ Encryption
e key1 t)
& Shared access signature Key
P . | S$/53hBbds7t0uHX6+EjXPnGXeeFZ)/wvKtTI/zuR12YIKo5D/6C5XdkwIFXMHT38VI4FPELXs3KnI3a0aPbx... ‘
Firewalls and virtual networks

O Advanced security

Connection string
| DefaultEndpointsProtocol=https;AccountName=insightdk;AccountKey=5/53hBbds7t0uHX6+EjXPnGX... ‘E

It Properties
B Locks key2 CD
52 Export template Key

| +uZspsNzYewKC/mZQB+bnd6XXZSPgDr0/ISAby/W1VBvr+4TeHDV{IT512lugQ4D8vBRMDXLY 76gVBz... \

Dlak carcien

You need to update the file ServiceConfiguration.Cloud.cscfg with the name and key of your storage

account. In the following example,

the storage account name is insightdk.

1. Update the name and change the account key for InsightWebRole:

<Role name="Insightwebrole">
<Instances count = "
<Corrf‘| gurati

AccountNam

ghtdk;
AccountKey=5/53hBdbs7tOuUHXE+E jXPnGXeeFZ 1 /wvKtTI,/zuR12YIKo5D,/6C5Xdkw] FXMHT38VvI4FPEbXs 3Kn13aPbxfbg==" />

pcorocol=https;

eTT g TTam
<setting name="
Cott

I

TS Ty e AT T WS e DO eT T Hons T g vartoe=
nsight. TenantAdm'ln MasterDBconnch onstN ng va'l ue— Data source=. ;Initialcatalog=TenantsDe;user Id=sa;Password=sa;” />
bt ot ‘Dot

1t Coel

AccountName=insi ghtak

=

ACCOUNTKEYy=+ uzspsszech/mzqs+bnd6xx25Pqu 0/1saby WlvBvr+4TeHDViIT512TugQ4 DEVERMDXLY J76gvBzrhb=="" />

2. Change the account key and name for the SchedulerRole:

<Role name=' Schedu'lerRo'IE >
<Instances count = "2" />
<Configurationsettings>

catting “wiccosoft windowsazuce plugins Diagnostics Connactionsreing’ walue-nefaulrendooinrecoraco]=https;

AccountName=1insightdk;
AccountKey—S/53thbs?t0uHX6+E;|

XPNGXeeFzZJ /WKtTI/zuRlZYIKoSD/GC5Xdkw'| FXMHT38V94FPEbXs3KN13aPrbxfbg==" />

<setti ng "Insi ght. Schedul
<Setting name="Insight.schedul
<Setting name="Insight.schedul
«<Setting name="Insight.schedul

Cott oo N Imcdokht o+ o aoo!
=

er. HAcheckInterva'I value="5000" />
er.LogqQuery” value="false"” />

er.executionInterval"” value="15000" />
er. AdvancedLog value="false" /’>_I

||||| PP VoY TR £ oY Pt Bt S, T2 bt 1+
r

Accountiame=1nsi ghtak;
ACCOUNTKey=+UZ5pSNZYewKC /mZQB+

Latan

bnd6xxZsPqDr0/ISAby /W1VBVr+4TeHDVIT512TugQ4 DEVBRMDXLYj76gVBzrhb=="" />

11
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3. Save the configuration file.

Deployment of the Insight package on Azure

After updating the configuration file, upload the Azurelnsight.cspkg package to the Azure cloud service:

1. Navigate to Azure > Cloud services.

2. Select Production or Staging and then click Upload.
The "Upload a package" screen appears.

Home > InsightDK
& InsightDK b
Cloud service (classic)
O Search (Crl+/ «  Production T Upload = Move @ Delete Q) Refresh
& Overview 0 No deplayment
H Activity log Resource group {change) Site URL
i MyGroup -
4 Access control (1AM) Status Public IP addresses
X Diagnose and solve problems :
Location Deployment name
E Operation log (classic) West Europe -
Subscription Deployment label
Settings Visual Studio Premium -
e H Subscription 1D Deployment ID
A Antimalware
o ’ 68c26a16-0711-4bc5-abcc-e15dect 10dbt -
= Certificates ®

12
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3. Browse to the Insight Azure product files and select the following:

* Azurelnsight.cspkg (package file)
+ ServiceConfiguration.Cloud.cscfg (configuration file)

Upload a package O X

This will create a new ‘Production’ deployment

* Storage account @ >

Configure required settings

X
]
3
1]
=
]
4
L]

X
]
3
1]
=
]
4
L]

.....

DEP oy even If one or more roles contain

a single instance

| Start deployment @

The deployment process may take 40-60 minutes. After the deployment is complete, open Insight in a
browser via https://[cloud service url])/insight/admin. If you configure Insight in multi-tenant mode, you
need to log in to the Multi-Tenant Console: https://[cloud service url]/insight/admin/MTConsole.aspx

Note For details, see the help system for Admin Console or Multi-Tenant Console.

13



Chapter 2

Getting started with Kofax Insight on Azure

Kofax Insight on Azure is similar to Insight on-premises, with the exceptions noted below.
* Windows authentication is not supported.

« The Scheduler cannot be used on the client side. It is assumed that the source databases are available
from within the Azure environment (from the Scheduler server instance).

¢ File Processor is not allowed.

For details about using Kofax Insight features, see the online help.

Distribution of Insight functionality

An Azure instance of Insight includes the following functionality:

» InsightWebRole: Contains the Viewer, Studio, Data Loader, Themes and Formats, WCF data service
and Multi-Tenant Admin Console service.

» SchedulerRole: Contains the Scheduler service, such as the manual and automatic data load, alerts
and reports distribution.

Configure roles

When Insight is installed on Azure, configure Insight role settings on the Azure portal:

1. Log in to the Azure portal and navigate to Cloud Services > Configure > InsightWebRole.
The configuration dialog box for the Web Role settings appears.

14
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2. Configure the settings and save the changes.

InsightWebRole

nstance count

O

Configuration settings

[R=]

Microsoft. WindowsAzure.Plugins.Diagnostics.Connectio...

Insight.Admin.MasterDBCannectionString
Insight.TenantAdmin.MasterDBConnectionString
Insight.TriesCount

Insight.TimeBetweenTries

Insight.Storage

Insight.LoglLevel

Insight.LogTimeThreshold

Insight.TimeZone

Insight.DataProcessing.Readers.|sLoggingEnabled

VALUE

DefaultEndpointsProtocol=https;AccountMame=insight...

Server=tcpinsightdb.database.windows.net, 1433;Initial ...

3

20

DefaultEndpointsProtocol=https;AccountName=insight...

Debug

Pacific Standard Time

false

3. Navigate to Cloud Services > Configure > SchedulerRole.
The configuration window for the Scheduler Role settings appears.

15
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4. Configure the settings and save the changes.

Note Ensure that you specify a valid user login and password; otherwise the data load fails.

SchedulerRole

Configuration settings

[

earch ¥

SELTINGs

NAME

Microsoft.windowsAzure.Plugins.Diagnostics.Connectio...

Insight.Scheduler.Timeout
Insight.Scheduler.HACheckinterval
Insight.Scheduler.LogQuery
Insight.Scheduler.Executioninterval
Insight.Scheduler.AdvancedlLog
Insight.Storage

Insight.LogLevel

Insight.TimeZone
Insight.LogQuery

Insight.5cheduler.Login

L]

VALUE

DefaultEndpointsProtocol=https;AccountMName=insight...
300

5000

true

15000

falze
DefaultEndpointsProtocol=https;AccountName=insight...
Debug

Pacific Standard Time

true

Administrator

Insight.Scheduler.Password LE L LSS S

Resolve transient faults

When running a query that uses a connection string to select data from a source on the Azure SQL server,
a transient fault may occur. A transient fault is typically resolved when the query is retried successfully
after the connection is restored.

If a transient fault occurs, all temporary data already collected is deleted, and the data collection process
is restarted when the connection to the data source is restored successfully.

Use the following procedure to set preferences for handling a transient fault situation. You can define the
timing and number of attempts that are made to connect to the Administration database or a data source if
a transient fault occurs.

16
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Note These settings are applied to resolve SQL server deadlocks as well. See Help for Insight Admin
Console for details.

1. Log in to the Azure portal and navigate to Cloud Services > Configure > InsightWebRole.
In the configuration dialog box for the Web Role settings, enter the values and save the changes.

* Insight.TriesCount (Default value is 3): Specify the number of attempts to make to connect to the
data source if a deadlock or other transient fault occurs.

+ Insight.TimeBetweenTries (Default value is 20): Set the number of seconds to elapse between
each attempt to establish a connection to the data source if a transient fault occurs.

2. After the Insight package is deployed, you can define custom settings to connect to the data source.
In Studio and Admin Console navigate to Documents Tree > Data Sources, and select a data
source. The connection string appears for the selected data source.

a. Inthe Property Panel, in the Other group, adjust these settings:
* Time between tries
» Tries count

b. To roll back to the default settings, in the Property Panel, in the Other group, set the Tries
count parameter to 0.

Activate the license

Obtain the product license from your Kofax sales representative or from Kofax Support. Follow the same
procedure to activate the product license as described for on-premises Insight. See Kofax Insight Admin
Console Help for more information.

Note Ensure that you activate the Multi-Tenant Cloud license for Multi-tenant configuration.

Access to Insight applications

You can access all Insight web applications and services, such as the Viewer, Studio, Data Loader,
Admin Console, Themes and Formats, Multi-Tenant Admin Console and WCF data service through SSL
(HTTPS) only. Ensure that you use the HTTPS according to your type of configuration:

* Single-tenant: [cloud service url]/insight/admin
* Multi-tenant: [cloud service url]/insight/admin/MTConsole.aspx

Kofax Insight deployed on Azure applies two modes: View mode and Edit mode. In view mode, you can
only work with the Viewer and Data Load site. To work with the other Insight applications, such as the
Admin Console, Themes and Formats, Multi-Tenant Admin Console or Studio, you must enable Edit
mode.

Navigate to Admin Console > Actions tab to switch modes. Depending on the current state, the Turn on
Edit mode or Turn off Edit mode button is available. Clicking this button changes the mode and forces
you to log in to the Admin Console again.

17
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Access multiple Viewers

You can use the Insight.Web.AdditionalViewers setting in the configuration file to assign a name to each
Viewer instance created in addition to the default instance named View.

By default, the setting value is empty. Define the list of Viewer application names separated by a
semicolon, such as LoginView;lnternalView. In this case, Insight creates two additional websites named
LoginView and InternalView when the Web Role is started.

When the list of Viewers in defined, you can assign the authentication type according to your type of
configuration:

» Multi-tenant: Multi-tenant administrator changes the authentication type for the applications in the
Multi-Tenant Console. User's logins and passwords... authentication is set by default.

» Single-tenant: Insight tenant administrator changes the authentication type and user mapping for the
applications in Admin Console. No authentication is set by default.

View mode

In view mode, when the Data Loader schedules the plans, a user can only check the logs for executed
plans.

« If you try to access the other Insight applications (such as Studio or Themes and Formats), an error
appears in red on the login screen: "Enter in the edit mode."

* If you try to access the Admin Console, it is opened with reduced functionality. The Actions tab only
contains the Turn on Edit mode, About, and Logout buttons. The Tools tab contains the Download Logs
icon.

Click Turn on Edit mode to enable Edit mode and to access the Studio, Data Loader, Themes and
Formats, and Admin Console with full functionality, except for the restrictions described here.

Note In a multi-tenant configuration, Edit mode is defined for each tenant individually.

D>

Edit mode

In Edit mode, all Insight applications are available with reduced performance.

18
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Log management
Log management is available in any mode. Use the following procedure to download or delete log files for
Insight deployed on Azure.
1. Start Admin Console and navigate to the Tools tab.

2. Click the Download Logs button.
The "Download logs" window appears.

Select the log type from the list and set the interval as required.

4. Select the Remove only check box to delete all the selected logs. Clear the Remove only check
box to download the selected logs. Click OK.
A progress indicator appears on the screen.

5. If you selected to remove the log files, you are returned to the Admin Console with the Tools tab

selected. If you selected to download the log files, they are downloaded to your device in a file
named ExportLogArhive.zip.

19
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