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Install Kofax Insight on Azure

This chapter provides step-by-step instructions for installing Kofax Insight 6.0 on Azure. Read the prerequisites
before you get started. Here is the general process:

1. On the Kofax Fulfillment site on the Downloads page, download the Kofax Insight 6.0.0 Azure
package, which is provided in ZIP file format.

2. Login to the Azure portal to begin setup.

Prerequisites
Ensure that you have the most current versions of the following;:

o Kofax Insight Azure package and configuration file, which are included in KofaxInsight-
6.0.0_ForAzure.ZIP and available for download and listed under the Kofax Insight 6.0.0 package from
the Kofax Fulfillment site.

e Access to the Azure portal

e  SSL certificate, which is required for secure RDP connection into the Azure environment.

To install Insight on Azure servers, an SSL certificate is required, and it can be a self-signed certificate.
Extract the following files from KofaxInsight-6.0.0_ForAzure.ZIP before proceeding:

e Azurelnsight.cspkg - Insight Azure package

e ServiceConfiguration.Cloud.cscfg - configuration file
Configuring the Azure Portal

Storage
Before starting the installation, log in to the Azure portal and create a storage account for Insight.

1. Create a storage account.
2. Follow the instructions on the Microsoft Azure pages for creating a storage account.

Cloud Service (Classic)
Next, create a new cloud service for Insight and upload the SSL certificate:

Create a Cloud Service (Classic) from the Azure portal.

After the cloud service is created, upload your SSL Certificates to the cloud service.
The “Upload certificate” window appears.

Browse to the certificate and select it.
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Update the Configuration (CSCFG) File

Open to edit ServiceConfiguration.Cloud.cscfg. Then make the changes described in the following subsections.

HTTPS

Copy your certificate thumbprint (string) and update the configuration file <Certificates> section setting under the
Role name called InsightWebRole. Note: This certificate thumbprint string will appear after you upload the
certificate.
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1l <ServiceConfiguration serviceName="Azurelnsight® Xmina="hLiRi//achemas.micxozcft.com’/SexvifdMosting/2009/SRACHE@RoNIIqUIaATIon” osFamily="

2 <Role name="Insight¥ebRole">

13 <Iinstances count=®2" />
i1 <ConfiguraticaSectings>
is <Setting name="Microsoft.WindowsAzure.Plugins.Diagnostics.ConnectionString®
value="DefauitindpointaProtocol=hips:AccountName=inalghtnsatorage A they=r+pAYNIEE NP TP (XD 5 P9 TR REAIGA
16 <Sezzing name="Inaight.Aduin.MasterDBConnectionString™ val » >
27 <Setting name="Insight.Tenantidmin.MasterDBConnectionString” value="Data Source=LgR:!insightab.dacabase.windows.net,1433;Initial Catals
i8 <Setting name="Insight.S5torage”
value="DefaulcEndpointaProtocolohisipa s Accountiame=inaighinsatosade  AccountRey=r+pAYNINF ThatanyJatey TP LroIEXBasinri AZCA

<Setting name="Insight.loglevel™ value="Dedug® />

<Setting neame="Insight.TimeZone® value="Pacific Standard Time® />

<3et%ing name="Insighs.DataProcesaing.Resders.lalogyinginabled® value= ize” />
<Setting name="Insight.DazaProcessing.ReadersCache.IsEnabled” valuew"false®™ />

<Setting name="Insight.Datafrocessing.ReadersCache.TimerPeriod” value="00:01:00" />
<3etting name="Insight.DataProcessing.ResadersCache,.ExpiraticonPeriod” value="00:30:00" />
<3etting name="Insight.DactaProcesaing.ReaderaCache.NaxUsedMenory™ value="0® />

<Setting name="Insight.DataProcessing.MetricaMarct.IsloggingEnabled” value="true” />
<Setting name="Insight.Datafrocessing.CptimizationAnsliyzer.QueryTinecs! value="01:00:00" />
<Jetzing name="Insight.logRuesy® value="true®™ />

<Setting name="Insight.DataService.SessionTimecut™ value="1440" />

<Setting name="Insight.longTimeCperationsTimeout™ value="1800* />

<Jetting name="Insight.Alerts.MaxMessagesCount® value="100" />

32 <Setzing name~"Insight.DazaService.FdfMaxNumberOZRows”™ value="S000" />

33 <Setting name="Insight.DataService.ExportMaxNumberOfRows™ value="200000" />
34 <Setting name="Insight.DataService,loglcginData™ value="true® />

33 <3etting name="Insight.DataService.FatledloginAttexpta™ value="10" />

38 <Setting name="Insight.DataService.BlockPeriod® value="S" />

37 <Setting name="Insight.Alerts.MaxNumberCfAlertMessages™ value="1000" />

<3etting name="Insight.DatsSexvice . AvailabilicyTine™ value="60" />
<Setting name="Insight.DataService.UpdateServerInterval®™ value="30" />
<Setting name="Insight.Web.ReloginOnRefresh™ value="false® />
<3etting name="Insight.¥eb,AutcUpdate® value=*60*" />

<Setzing name="Insight.Web.CachedModel™ value="true" />

49 <Setting name="Insight.Web.AutolheckSession® value="true® />

44 <Setting name="Insight.¥eb.RelcadOnSessionkxpired™ value="true® />

15 <3etting name="Inasight.lataService,loadBalancesrD8SesaionalpdateEnabled” value=" true® />

i€ <Setting name="Insight.Web.AutcCheckSessionlnterval®™ value="S5" />

47 <Setting name="Insight.Web.Autologout® value="false" />

48 <Setting name="Inaight.Web,.Ausclogoutintesval® values*s" />

19 <Setting name="Insight.logaDownloadlinic® values®i000000" />

50 <Setting name="Insight.¥eb.MapTileAPIfey" value="riwlutvwitd 00O wwy® />
a1 <Setsing name="Insight.Web.Defaultlocale® values™* />

52 </Congigu icnsSerTings>

53 <Certificactes>

“ <Certificate name="Altoaoff.Azure.Ntipa™ :nmpxan:-(tuntm:ammmmmemmm) shunbprintilgoritha="shai® />
58 </Cezzificates>

RDP

Once you update the configuration file with the certificate, you can establish a connection to the role instance using
a remote desktop connection.

SQL Connection Settings

1. If you do not know your SQL server credentials, navigate to Azure > SQL Databases > Find your
database > Show connection strings. Copy your server, User ID, and password to the settings file.
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2. Change the connection strings for the Insight Admin database <Setting
name="Insight. Admin.MasterDBConnectionString"> in ServiceConfiguration.Cloud.cscfg. Set the
server, User ID, and password.

Later, when you upload your package, a new admin database is created. If the database name already
exists, it is used for the connection. The database can be created directly in Azure SQL; however, we
recommend that you provide the database credentials with rights to create a database and let Insight
create the database. If this is not possible, an existing database needs to be used.

Note: When setting up a multi-tenant environment, you need to update the <Setting
name="Insight. TenantAdmin.MasterDBConnectionString”> and leave the
Insight. MasterDBConnectionString value blank, such as:

<Setting name="Insight.Admin.MasterDBConnectionString" value=";" />

<ConfigurationSettings>
<Setting name="Microsoft.WindowsAzure.Pluging.Diagnostics.ConnectionString”
value="DefaultEndpointsProtocol=hLps;AccountName=AccName ; AccountKey=R1INgbaJhpwxWGA2 Y7 Qv2NHQT I KATYRKL 700K £vpNUN= 90 6PCRKQ T 1e sya 2 £ FEB/ nXAKVESBAPMAKSTLG5 rIGw==" />
<Setting name="Insight.Admin .MasterDBConnectionString” value="Server=fcp:seL¥Sinams.database.windows.net,1433;Database=InsightDB;User
ID-yssrname@server; Password=password; Trusted Connection=False;Encrypt=True;Connection TimeQuL=30:" />
<Setting name="Insight.TenantAdmin.MasterDBConnectionString” value="Data Source=.;Initial Gagalog=TenantaDB; User Id=ga;Password=sa:" />
<Setting name="Insight.Storage” value="DefaultEndpointsProtocol=hitpa: —aiigk: tKe y=R1INgbdIhpwxWCd2y7Qv2NWQT JKATYRKLT0OKEvpNux 30 6PCmEQ7 Le sya2 £fEB/ nXAkyE SBAPMAKETEgS r IGw==""/>

Instances Count

In the configuration file, find <Instances count="2"/> and specify the number of instances. This value applies to the
web role and the scheduler role.

Use roles to manage functionality for Insight on Azure. For example, if one of the role instances fails for some reason
(error, disconnection, etc.), then its substitute (the second instance) picks up the tasks and continues processing. The
user will not be aware of the role switch.

The minimum number of instances for the role is one. For more information, see the Microsoft documentation on
cloud service specifications.

For high availability purposes, we recommend two instances of the Viewer and the Scheduler. Even though two or
more instances of the Scheduler may be running, only one instance can be active at any given time. The other
instance becomes active only when the active Scheduler instance fails.
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Storage Name and Access Key

The Storage is used for Insight logs and for importing and exporting Insight files (projects).

1.

2.

To copy the primary access key, navigate to Azure > Storage > Manage Access keys. The access key
provides access to the storage account. It is generated by Azure and can be regenerated if necessary.
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Access keys

You need to update the file ServiceConfiguration.Cloud.cscfg with the name and key of your storage
account (in our example the storage name is: “azureinsight”):

e Update the name and change the account key for InsightWebRole
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e Save the configuration file.



Deployment of the Insight Package on Azure
After configuring the configuration file, you can upload the package (Azurelnsight.cspkg) to the Azure cloud service.

1. Navigate to Azure > Cloud service.
2. Select Production or Staging and then click Upload.

+ add Columns see More ) . V Production Ak Upload P Start %5 Swap =P Move [ Delete
Filter by narme.. O o seployment
Overview
Resource group (changs) Site URL
Litems insightazuregroup -
W Activity log -
NAME Status Public IP addresses
28 Access control AM) - i
eperoas Location Deployment name
North Central US -
¥ Diagnose and solve problems )
Subscription Deployment label
Altosoft -
W Operstion log (classic) .
Subscription 1D Deployment 1D
451 dd292-8b3E-4067-5037- 11¢62386096F -
SETTINGS ES

The “Upload a package screen” appears.

3. Browse to the Insight Azure product files and select the following;:
- Azurelnsight.cspkg (package file)
- ServiceConfiguration.Cloud.cscfg (configuration file)

Upload a package

insightazure - P ion

This will create a new 'Production’ deployment

* Deployment labe

Enter the deployment label..

Package/configuration location

® from local from blob

e
* Storage account @ >
i azureinsight i
L ———

Upload a package (.cspkg, zip)
Upload a configuration (.cscfg)

BTOWSE for jue E

l:‘ Deploy even if one or more roles contain a
single instance @

Start deployment @

The deployment process may take 40-60 minutes. After it is finished, open Insight in a browser via HTTPS: [cloud
service url]/insight/admin. If you configure Insight in multi-tenant mode, you need to log in to the Multi-tenant
Console HTTPS: [cloud service url]/insight/MTConsole.aspx

Note: For details, see the Insight help system, which is available from both the Admin Console and Multi-Tenant
Console applications.



Using Kofax Insight on Azure

Kofax Insight on Azure is similar to Insight on-premises, with the exceptions noted here.

Limitations

Insight on Azure has some limitations:
¢  Windows authentication is not supported.

e The Scheduler cannot be used on the client side. It is assumed that the source databases are available
from within the Azure environment (from the Scheduler server instance).

e File Processor is not allowed.

Distribution of Insight Functionality

An Azure instance of Insight includes the following functionality:

¢ Insight Web Role: contains the Viewer, Studio, Data Loader, Themes and Formats, WCF data service and
Multi-Tenant Admin Console service.

e Scheduler Role: contains the Scheduler service, such as the manual and automatic data load, alerts and
reports distribution.

Configuring Roles
When Insight is installed on Azure, you can configure Insight parameters on the Azure portal.
1. Login to the Azure portal and navigate to Cloud Services > Configure > Insight Web Role.

The configuration window for the Web Role settings appears. Configure the settings and save
the changes.

insightwebrole

SETTINGS Insight Admin MasterDBConnectionstring Server=tepza9olvubgf database windows.net 14331
Insight Storage D tsProtacol=https;AccountNames=in:
Insight.LogLevel Error
InsightTimeZone Russian Standard Time

Insight DataProcessing ReadersIsLoggingEnabled  false
Insight DataProcessing ReadersCachelsEnabled  false
Insight.DataProcessing.ReadersCache TimerPeriod 00:01:00

Insight DataProcessing.Readers Cache ExpirationPeri  00:30:00

Insight.DataProcessing.MetricsMiart.IsL abli true
Insight.DataProcessing. \alyzer.Query  0L:00:00
Insight LogQuery true
Insight DataService SessionTimeout 1440
Insight.LongTimeOperationsTimeout 1800
Insight.Alerts.MaxMessagesCount 100
Insight.DataService.PdfiMaxNumberOfRows 5000
Insight DataService ExportMaxNumberOfRows 200000
Insight DataService LogLoginData true
Insight DataService FailedLoginAttempts 10
Insight.Dataservice.8lockPeriod 5
Insight.Alerts.MaxNumberOfalertMessages 1000
Insight DataService Availability Time: 50
Insight DataService UpdateServerInterval 30
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2. Navigate to Cloud Services > Configure > Scheduler Role.

The configuration window for the Scheduler Role settings appears. You can configure all the settings
except for the host name and port, which are always configured as 13560. Save the changes.

schedulerrole
SETTINGS Insight.5cheduler.Name Scheduler
Insight.Scheduler.Id 577EEBF3-A029-43B3-B242-1B572EDEECFD
Insight.Scheduler.Timeout 300
Insight.Scheduler.ExecutionInterval 15000
Insight.Scheduler.AdvancedLog false
Insight.Storage DefaultEndpointsProtocol=https;AccountName=ins
Insight.LogLevel Error
Insight.TimeZone Russian Standard Time
Insight.LogQuery true

Accessing the Insight Applications

You can access all Insight web applications and services, such as the Viewer, Studio, Data Loader, Admin Console,
Themes and Formats, WCF data service and Multi-Tenant Console through SSL (HTTPS) only.

Kofax Insight deployed on Azure can function in two modes: view mode and edit mode. In the view mode, you can
only work with the Viewer. To work with the other Insight applications, such as the Admin Console, Themes and
Formats, Data Loader, Multi-Tenant Console or Studio, you must enable Edit mode.

Navigate to Admin Console > Actions tab to switch the modes. Depending on the current state, the Turn on Edit

mode or Turn off Edit mode button is available. Clicking this button changes the mode and forces you to log in
again to the Admin Console.

View Mode
In view mode, only the Viewer and the Data Loader consoles are available without any restrictions.
e If you access the Viewer, it opens with the full functionality.

e If you try to access the other Insight applications (such as Studio or Themes and Formats), an error appears
in red in the login screen: “Enter in the edit mode.”

e If you try to access the Admin Console, it opens with reduced functionality. The Actions tab only contains
the Turn on Edit mode, About and Logout buttons. The Tools tab contains the Download Logs button.

Click Turn on Edit mode to enable edit mode and to access the Studio, Data Loader, Themes and Formats and
Admin Console with full functionality.

Tools
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Edit Mode
In Edit mode, all Insight applications (with some Limitations) are available except for the Viewer.
o If the Viewer application is open, you are logged out after you attempt to perform an action.

e If you try to access the Viewer while Edit mode is active, an error message appears with the text “This
project is currently down for maintenance. Please check back later.”

e If you access the other Insight applications (Studio, Data Loader, Themes and Formats or Admin Console),
they open with the full functionality except for the limitations mentioned above.

Activating the License

Use the same procedure to activate the product license as described for the on-premises Insight. See Kofax Insight
Admin Console Help for more information.

Log Management

Log management is available in any mode. Use the following procedure to download or delete log files for Insight
deployed on Azure.

1. Start the Admin Console and navigate to the Tools tab.
2. Click the Download Logs button.
The “Download logs” window appears.
3. Select the log type from the list and set the interval as required.

4. Select the Remove only check box to delete all the selected logs. Clear the Remove only check box to
download the selected logs.

5. Click OK.
A progress indicator may appear on the screen.
6. If you selected to remove the log files, you are returned to the Admin Console with the Tools tab

selected. If you selected to download the log files, they are downloaded to your device as
ExportLogArhive.zip.
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