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Rights Management Services

The more usual way of protecting document content is by limiting access to the networks and
computers where the files are stored. But once a user has accessed a document, there are little or no
restrictions on reading or modifying the content or forwarding it to other people. Microsoft Information
Rights Management (IRM) and its related service (RMS) allow access limitations to remain linked to
the document long after it may have left your own direct control.

One of the main uses of an RMS system is to ensure that sensitive documents remain within a
company and are accessible only by authorized people within the company. There can be different
levels of access (read-only, modify, print, content copy). It is possible to set time limits on the
document access rights.

Document purpose

This guide provides assistance for the installation and configuration for the Kofax Rights Management
Service (RMS) protector for SharePoint servers. This allows RMS protection to be applied to PDF files.
In Power PDF Advanced this is done with the RMS Security tool on the right of the Security ribbon,
introduced in version 1.1.

Target audience

System administrators for network environments using the Microsoft SharePoint repository for file
storage and sharing.

System requirements

The RMS Protector was tested with the following configurations.

System requirements for SharePoint 2013 Server

Computer Operating system
SharePoint server Windows 2012 R2
RMS server Windows 2012 R2

System requirements for SharePoint 2016 Server

Computer Operating system

SharePoint server Windows 2016

RMS server Windows 2016
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System requirements for SharePoint 2019 Server

Computer Operating system
SharePoint server Windows 2016
RMS server Windows 2016

Notes

This guide is written for SharePoint 2013. Differences exist for SharePoint 2016 and 2019; these are
detailed below.

Kofax PDF RMS Protector

Launch a Command Prompt (cmd . exe) with Administrator rights (Run as Administrator).
Launch KofaxPowerPDFRMSProtector64-5.0.0.exe to begin the installation process,
using the Kofax RMS Protector Installation Wizard. Accept the EULA, other customer ID
information and enter a valid serial number: the number supplied with your Kofax Power PDF
volume license should be used.

Continue installation by accepting or modifying the installation folder (SharePoint can find it
anywhere on your system). On the next screen click Start installation and at the end click
Finish.

Download the small (17x17 pixels) Kofax PDF icon image from the Kofax delivery media the
path given in the introduction and save it as PowerPDF . gi T (or with the name you prefer).
Copy this downloaded icon to the following folder?:

C:\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\15\Template\Images

Edit the DOCICON . XML file located in the following folder?:

C:\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\15\Template\XML\

Under the section <By Extension>, determine whether or not there is a line for the PDF file
extension. If so, replace it with the following. If not, add the following line anywhere within the

section.
<Mapping Key="pdf" Value=""PowerPDF.gif" EditText="Kofax Power PDF"

OpenControl="NPDFSPControl .OpenPdf.3" OpenApp=""pdf'/>

1 The example uses drive C, use the drive to which Web Server Extensions is installed on your server.
The folder named “15” relates to SharePoint 2013 only. For SharePoint 2016 and 2019 use the name

“16”.
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The icon file name in this line must be identical to the one used in step three.
8. Type iisreset in Command Prompt window to perform an iisreset operation.

X Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.968@1
{c) 2013 Microsoft Corporation. All rights reserved.

m|>

ssWindowsssystemd2riisreset

Attempting stop...
uccessfully stopped

-éuccessfully restarted

sWindowsssystemn32>

Note

SharePoint 2013 and 2016 servers have built-in RMS protector for PDF file type. When
launched from a Command prompt that has Administrator rights, Kofax RMS Protector
Installer replaces this built-in PDF protector. When uninstalled, it restores the built-in
protector.

Please make sure that the built-in protector is indeed replaced. Check all the sub keys of the
following key:

KEY_LOCAL_MACHINENSOFTWARE\Microsoft\Shared Tools\Web Server
Extensions\15.0\IrmProtectors

The registry folder named “15.0” relates to SharePoint 2013 only. For SharePoint 2016 and
2019 use the name “16.0”.

No other sub keys can contain Extensions value with PDF than PowerPdfProtector. If
there is any other key with Extensions=""PDF”, please remove it.
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Uninstall Kofax PDF RMS Protector

Go to Control Panel > Programs > Uninstall a program and select Kofax RMS Protector for
SharePoint in the list. Click Uninstall.

Kofax RMS Protector can also be uninstalled by launching the installer setup executable file again. In
this case you will be asked whether to Repair or Remove the program. Choose Remove.

i Muance POF RMS Protector (64-hit) - InstallShield Wizard -

Program Maintenance

Madify, repair, or remove the program,

) Repair

Repair installation errars in the program. This option fixes missing or
corrupt files, shartcuts, and registry entriss.

@ Remove Muance PDF RMS Prokector (64-bit) From your computer,

InstalShisld

<Back || Mestx | [ Cancel

Check version

To check the version of Kofax RMS Protector installed on the SharePoint server go to Control Panel >
Programs > Uninstall a program, find Kofax PDF RMS Protector in the list and verify the Program
version number.

1= Programs and Features -8 -
© = [ » Control Panel » Frograms » Pragrams and Features v ¢ | [ Search Bragrams and Features 0 |
Centrel Fane! Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Tum Windows features on or
off Organize ~  Uninstoll  Change  Repain = - @
Install a program from the -
network Marne Publisher Installed On  Size Wersion ~
s AppFabric 1.7 for Windours Server Microsoft Corporation 1211542014 1.1.2106.32
5 Micrasoft CCR and DSS Runtime 2008 R3 Microsoft Corpaoration 1271572014 24 MB 22760
E)Micmsn& SharePaint Server 2013 Micrasaft Corparation 1241572014 15.0.4569. 1506
[ Microsoft SQL Server 2005 Analysis Services ADOMD....  Microsoft Carporation 124157204 515 ME 9.00.1399.06
|3 Microsoft SOL Server 2008 RZ (64-bit) Microsoft Corporation 1271572014
|3 Microsoft SOL Server 2008 RZ Mative Client Microsoft Corporation 12/15/2014 10.0ME  10.51.2500.0
| Microsoft SQL Server 2008 R2 Setup (English) Microsoft Corporation 121157204 302ME 10.57.25000
[d Microsoft SQL Server 2008 Setup Suppart Files Microsoft Corporation 1211512014 3msME 701.2731.0 _
|3 Microsoft SQL Server Browser Microsoft Corporation 1211542014 9.00ME  10.57.2500.0 =
(3 Microsoft SOL Server WSS Writer Microsoft Corporation 124157204 377ME 10.51.25000
(2] Microsoft Sync Framework Runtime 1.0 SP1 (64 Micrasaft Corparation 1241572014 1.20ME  1.03010.0
ﬁNuan(E POF iFilter (64-hit) MNuance Communication, Inc, 1/29/2015 168 ME - 1.10.6428
ﬁNuan(e PDF RMS Protector (64-hit) MNuance Communication, Inc, 1/29/2015 301 KB 1.10.0000
HTDtaI Comrmander 64-bit (Remowe or Repair Ghisler Software GmbH 1172772014 851a
ﬁWCF Data Services 5.0 (OData w3 Microsoft Corporation 12/15/2014 279ME 505312120
ﬁWCF Data Services 5.6 Tools Microsoft Corporation 1211542014 699 ME  5.6.61587.0 -
< m >
_—D Muance Communication, Inc. Product version:  1.10.0000 Support link:  http://www.nuance.com
Iraﬂ Help link:  http://www.nuance.c... Sizs: 30.1 MB

Configure the SharePoint Server

You can skip the following steps if SharePoint is already configured to work with AD RMS.



Kofax PDF RMS Protector for SharePoint Installation Guide

Set up Information Rights Management (IRM) on
SharePoint server

1. Launch SharePoint Central Administration.
2. Goto Security > Configure information rights management.

Sl (OB ttepo/qatspa0istestiantz/securityas O + & .

SharePoint Newsfeed OneDrive Sites
BROWSE  PAGE ) sHAaRE (OO
Central Administration
} @ Users
Application Manage the farm administrators group

Management Approve or reject distribution groups | Specify web application user policy

System Settings
@ General Security

Monitaring Configure managed accounts | Configure service accounts

Backup and Restore Configure password change settings | Specify authentication providers
Manage trust | Manage antivirus settings | Define blocked file types

Security Manage web part security | Configure self-service site creation

Upgrade and Migratien

) Information policy
Gengral Application ¥ Configure information rights management
Settings

Configure Information Management Policy
Apps
Office 365

Configuration Wizards

[ hitp://qa’sp2013test:6842/_admin/lrmAdmin.aspx |

3. Use the default RMS server specified in Active Directory then click OK

Ll () B rierqatspemstesticadi/_samindir © = & || @) information Rights Manage... % .

SharePoint Newsfeed OneDrive Sites

Central Administration Infarmation Rights Management
. - B Specify the location of Windows Rights Management Services (RMS):
Application IRM helps protect sensitve fles from being misused "~
Management or distributed without permission once they have Do not use IRM en this server
. been downloaded from this server. ® Use the default RMS server specified in Active Directory
System Settings Ouse this RMS server.
Monitoring
Backup and Restore [CJcheck this box in multi-tenant configurations to allow tenants to configure tenant level
Security IRM settings.

Upgrade and Migratien

General Application
Apps
Office 365

Configuration Wizards

Set up permissions

Permissions are set at library level.

Set up Information Rights Management in a library

1. Log on to the SharePoint Site with Administrator rights where you want to configure the library.
2. Select Site Settings.
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3. Select Site libraries and lists.

LMD B hitouqatspiotstests layouts/ 1 O ~ C || @b Site Settings x .

SharePoint Newsfeed OneDrive Sites

sps.admin- £k 2

{3 SHARE ¥y Folow OO

Site Settings

Home Users and Permissions Look and Feel

Documents People an_d groups T\ll_e, description, and logo
Site permissions Quick launch

Recent Site app permissions Top link bar

Tree view
RS . Change the look

Site Contents ‘Web Designer Galleries
Site columns
Site content types Site Actions

# EDITLINKS Web parts Manage site features
List templates Save site as template
Master pages Enable search configuration export
Themes Reset to site definition
Solutions Delete this site

Composed looks

Search
Site Administration Result Sources
Regional settings Result Types
Site libraries and lists Query Rules
User alerts Schema
RSS Search Settings
Sites and workspaces Search and offline availability
Workflow settings Configuration Import
Site Closure and Deletion Configuration Export
Popularity Trends
Term store g it
[ hitp://qasp2013test/_layouts/15/meontent.aspx | R4

4. Select the Library you want to configure.
5. Select Information Rights Management.

© N

9.

6 ad B hitpiqatsp20i3test Jayoutsi 1t O - € B Document Library Settings % .

SharePoint Mewsfeed

OneDrive  Sites sps_admin = X 2

n

) SHARE Yy Follow O,

Home # EDIT LINKS “
- Documents - Settings

Home List Information
Documents Name: Documents
Web Address: http://qal1sp2013test/Shared Documents/Farms/Allltems.aspx
fracent Description:
RMS
Site Contents General Settings Permissions and Management Communications
# EDIT LINKS o {ist name, description and navigation 8 Delete this document library o RSS settings
o Versioning settings 1 Save document library as template
= Advanced settings @ Permissions for this document library
8 Validation settings @ Manage files which have no checked in
& Column default value settings version
= Audience targeting settings @ Information Rights Management

o Rating settings = Worlflow Settings
@ Generate file plan report

@ Enterprise Metadata and Keywords
Settings

& Information management policy settings

Content Types

This document library is configured to allow multiple content types. Use content types to specify the information you want to display about an

item in addition to s oolicies workflows_or other hehavior, The following content types are currently available in this library: v
[ http://qaTsp2013test/ layouts/15/irm.aspcl 7B32E32F2D%2D6810%2D40A2%2D9025... |
SIS e R e

Select the Restrict permissions on this library on download check box.

Add Title and Description to the permission policy.

To permit users to print downloaded documents, select the Allow users to print documents
check box.

When you have finished configuring the Information Rights Management settings click OK.

Set up user permissions in a library

1.

Log on to the SharePoint Site with Administrator right where you want to configure the library.
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Select Site Settings.

Select Site libraries and lists.

Select the Library you want to configure.

Set up groups and users with the desired Read, Contribute or Full Control settings for the
Library.

Verify the RMS configuration of the SharePoint
server

1. On the client machine log on to the library where RMS was configured with a user that has
access to the library.

2. Download a document from the library and open it in Power PDF.

3. Click on the Lock icon in the tile bar or select File > Info and click Edit Properties.

4. Inthe Document Properties dialog box verify Security Method. It must be set to RMS
Security.

5. Click on the Details button to check user access rights.

arwnN
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