Tungsten RPA
EREHTE

2026.3

TUNGSTEN




© 2015-2026 Tungsten Automation. All rights reserved.

Tungsten and Tungsten Automation are trademarks of Tungsten Automation Corporation,
registered in the U.S. and/or other countries. All other trademarks are the property of their
respective owners. No part of this publication may be reproduced, stored, or transmitted in any
form without the prior written permission of Tungsten Automation.



=P/

LE Bl e eeeteeeesee et es e sae e s e sests e s e ssesassassassessesaaseesesaesae st s s e saae e e e e e aesaesaesesaesaastesesaaassaene 6
BUB R 20 T X S B o e 6
D R T IAEE AR bbb 7
N L T T bt b ettt b e s et aesenas 7
Tungsten Automation BEED AL T D AT ...t 8

BB 1 B BB ettt e s Rt R e e st s aes 10

B 2 B 1 Management CONSOIE........ ettt stessssasssstssssssasssesssssssssssssssssssassssassns 11
Management CoNSOIE DBAHA.......ccccevrrrrirrieeeee ettt sttt s bt se e aene 11
Management CONSOIE DABMK......cccvvueveurierrieiieeisiessesssess sttt sss s s ssesssse s s ssssessssessesns 1

BRTE 0/ X T A ettt ettt sttt 12
SPriNG BOOt D LI/ NT A vttt t bbb ne s 21
ks Rl A () &= 21
T—BR=RIZEET BEREEIE. ..ottt st sens 22
T R R DFEHTTERTE v vvevevererereresssseseseesssssesesesesssessssssesssssssssssesesesesesessssssssssssssssssesesesesesesnns 23
Dbt Rl G S e (AT 24
T—=BRR=Z T IR ZERERIE e 24
DA A 2 R e et a et A e b bR Rt e e e e et e b e s b e e be e R e e ae e e e s eneenee 25
TA T U R BT ettt ettt ne 25
TAT YR T DR A T ettt b s naenen 26
TA B R DERTE v eveveveeeieeeee et s et s et s s s bbb e s s s s s e b b et et e asas s st e s et nesens 26
T R DBEB AL et 27
KEYSEOI® DFERR...uvvueeeeeieeieeeieteiessisesstsessesessssssssss st ssssessssssse s ssssessssessssssssssssssssssnssssnsens 27
KEYSLOre M T %Y U L Rttt sttt 28
EI Il LR et 29
Edm JLDTETR v cueeeeeeereteteee ettt ettt ettt et ettt b et et ea et et as st st e b et ebesessas s b et esebesesean st esetetas 29
FEBRD TTU/NT A LT T2 T ettt it et 30
FHAIAG RPA BIRE T L T ettt 33
FHAIAF adMIN /8= T ettt 34
T T RIEBR oottt bbbt 34
TR TR B RE o vvvreereereeseseeseese ettt s s se s e b AR bR R ettt 35
== DA ) D EFBEE oottt ettt s e ss s b nas 36
LDAP BEEIE...ueiteeeerteeeeeeteteesteste s et et te e e st e se e sse st e e sse st eseese st eseesassesaese st enseneesesseseesensenensentanes 36
SAML ST IL T A T D DB ettt 41



Tungsten RPA 2026.3 BIEEH 1 K

T ETFEIE oottt ettt ettt sttt ettt s s st a et ettt et s s s s s asananas 44
== INZAT = RDINY D Bttt es 46

T L K R L ettt e e e e e b e b e e b e e ab e e bt e e bee e baeeareeeabeeneeenaeeanes 46

RAM DEID BT DZEER. ...ttt ssess ettt ss st ss st e s aees s 47
a2 DB R e evevererereretireesesss ettt bbbt sttt b bbb bbb a st ettt b bbb s as e e bt ebene 47

BB 3 EE I RODOSEIVEN......ceeeeeeeeeeeeeeeeeecteeseeeesesaesseeseessesaessesssssesssessessessessesssessessessssseessensessessesssessenens 49
RODOSEIVEL DBHTA.....oeveveeeeeeeeeeetete ettt sttt ettt s st s et s st et es s s s s s asasaetesesesesessasanas 50
RODOSEIVET DABFR....cocveveveeeeeeieieteteetete ettt et bbbttt b bbb s a s as s s bt eseses s s ananas 50
RODOSEIVEr M EIEIEER.......cooeeeeececreteee ettt ae ettt s s s s s sesetetesns 50
RODOSEIVEL B TE . uvveverereteieeeetetetete et et st s et ettt s s st bbb ssss s st esebebesessas st et esebessseanssasesesetas 51
TORUE TAUDBETEINT KB ettt 51
e e R e OO U U TR 54

LY 7 il A1) 155" 4O 56
FRTERBIR ..ottt ettt bbbttt b bbb bbb ea et s s b s 57

RAM DEUD B TDZET ...ttt et 59
RODOSEIVEL M/ A7 A TT ettt ettt ettt st bene 59
RoboServer —EZXDFAIED E T T IV AT A 2 s 59
BB 4 B L KAPPIELS..unceeieeereeeeeesncsseneeseesesseseesessessessestesessessestesesssssessestessssessestessasessessestenessessessenesnenenes 60
KAPPIELS DIFETE......cvevueveeeeiiieieieisseeisie sttt s s ettt et se e sesnsesnaes 60
KAPPIELS DDFBER.....cvevevrreereieieiessissieseisie ettt sssss s s s s sss et ss et et snsss e s s snsesessnsnsessnsnes 60
= A o TR 61
SPriNG BOOt D 0/ NT A ettt 64
Management CONSOIE TDEBFE.....vvureereeeeririririeieieeerestststete ettt e ese st sebesesenesessssesesens 65
s Rl A () &= 65
T B DEET A ettt ettt sttt et ettt et s s s s anananas 66
RAM D EUD B Tttt s bbbt 66
I o A7) =TT 67
B R B R e eeeeee e eseeee ettt s bR AR ARt 67

T B TR BT v veeeeeeeetetese sttt sttt bbb bbb a bbb bbb bbb et a ettt e b bbb s s s s anananas 67
BEBE IORY P TFAIL D AT Laeeererreeseesesessssesesasessssessssassssasssssssssssssssssssssssssssssssssssssssaes 68
ARY b TFZAIL D ZATIDERE. .ottt ssees s sasens 68
CZRW R T FZ AL S R T A DERTE cveveueevereeereeeereeereeseseseeseseeesesesesesessesesessesessssesessssesessesesessesesennes 69
= A o TR 69
SPriNG BOOt D 0/ NT A ettt bbbt 70
ORY L T7AI DRATL T IN=DE Y BT T 71



Tungsten RPA 2026.3 BIEEH 1 K

Bl:ORY b T7AIN PRATLANDT FILZDIYE DT e 72
—BFIA RFS Ty a3y AR L —UZERET B et eaeas 74

RAM DB D BTttt sttt s bbb st s s s s s s st s sessnsessssesanses 74
0T S/ DB R o vueveveererereereneeetseeie ettt b ettt sttt bttt ettt bttt ettt sees 75
LR R TE v eeeeeeeet ettt ettt et ettt a et b b b A ARt bbb b b AR Rt a et et e s ea e an s b b eseteaens 75

T B TR B TE 1 veevreereeessstesss s s st s s st s s s s s s st R bR bR a st rn s 75

B 6 B I TLS Ik B R BIRIEIE e ettt st as et e s n bt s ss bt ens 76
B D BB L BRETE 1 vvvvvveerreee ettt 76
H N Bl ERTE oottt 76
HTTPS #2HHTD Web R—ZXDAVR—RY FDRZAT A VT e 77

TLS FREHD RODOSEIVEr MR AT A 2/ et 77

TLS #2ETD Desktop Automation H—E XDRZT A U e 77

D TA T 2 R IDBRTE oottt bbbt ae sttt b et as s an bt et b bt aens 78
L I e G o Gl L RS UPS 78
NOAEJS B TR R 7ttt 79

OS B T R B R N 7 ettt et et b e e ba et e e b e et e e ae e beenbeennanaes 80
Desktop Automation H—E XD X R LEEBHE.......ccoveeeeeeesee e 80

BB 7 B L BBttt n et a s s et a e Rt a e e R e et s aees 81
AT TR RADBE oottt s et et eaeessers b ensesbe st e ebsebeersensensensensensentis 81
DOCKET A1 X ettt ettt sttt s s et s et e e se st e s s e se st et enensensesessensanesn 81
BRIEZE RN oot R bRt 82
DOCKEr COMPOSE Dffl......cuiieeiiirieirieirieireieieieeeie sttt esssssse s sas s s ssssesssens 86
Kubernetesty > )L HelM T — B et 87
H—EXLLTD RPA VT R= Y R DI T ittt 87
Servicelnstaller.eXe ISRk B 1 2/ A B Jhuinicececeereesere ettt s re e nnens 88
H—EZE L TODBEEIVR =R Y RO R T et 89
H—E XL L TD RODOSEIVEr D IR T ettt sssssssssss st sesesssssesesns 90
Windows TOH AL AR R=ILET VAV RABR =)l 91
WINdows TODT AL U AR Bl et 91
Windows TDHA LU T UA D ZABR =l eeanens 92

fFER A : TUNGSLEN RPA T FH 1) T ET  luueorrereenenenenenenenenesesesssssssesesssssssssssssssssssssssssssssssssssssssssnns 93



IEFLC®IC

AAARIE. TVE—F51 XBETTungsten RPA Z B T3 AT LEBEEZWRRELTVET,

=
HmRFaxXrhk
TungstenRPAD RFa X2k vy MMEI. ROBAHNSAFTEE T,
https://docshield.tungstenautomation.com/Portal/Products/RPA/2026.3-j9x0jxft5b/RPA.htm

TEBRFaAX MY MIAYSAYTTIERTBICE. A1V 2—y MIERTIHBEDDHD X
ED

AR —2y MCEHRETICTIERXT3BE1E. [TungstenRPA TV XA =L HA R @ T 754
YRFaXDh DREYIZERLTLIZEL,

FFaxXT bty bld. ROESBIVY—=IDBT7ILT 7Ry METEENTVE T,

Tungsten RPA EIBE A K
Tungsten RPA TOEIBX XV ICDWTEHAL £,

Tungsten RPACI/CD XA b 59 T4 X HAL K

Tungsten RPAIRIZETOR Y FRAR EARIERFAZMHENICHRES JUVRET 21O DMREFELFEZ
RIFELET

Tungsten RPA Desktop Automation #—E X HiA F

I)E— bk Q> Ea—4—T Desktop Automation Z 3 % 7= IZHE % Desktop Automation H—E
RAEREBLVEETBHEICOVWTHALE T,

Tungsten RPA RRREH 1 F

Java. .NET. & & T REST API Zf# L T Management Console ETORY h%#ER{TT 30O DIBERE
FIEAGEEHINTUVWE T,

Tungsten RPA O7Ry MERXZ— b HAF
Tungsten RPA ZfEA L 7-ORy MERIIEZ R T Fa— MU T7ILHREHEEINTULET,

Tungsten RPA DIV
Tungsten RPA DERAEICDWVWTEBAL TWLWE T, ANJLTIE Tungsten RPA BEANSFIBTET £75


https://docshield.tungstenautomation.com/Portal/Products/RPA/2026.3-j9x0jxft5b/RPA.htm

Tungsten RPA 2026.3 BIEEH 1 K

Tungsten RPAf > X b—IL HA K
Tungsten RPAB LUV EDIAVR—2 Y b ZHERIRICA VA M—ILT B HEICDOVWTHAL T

Tungsten RPA Java API documentation (Tungsten RPA Java API R¥a X2 k)

FAFE D Tungsten RPA TEFTE % Tungsten RPA Java API D/NXwr—3, 95X BLURFa XY
MADT IR ZRBLET,

i ) Tungsten RPA API (&, JTTOEFHZTHS TRoboSuitel (X d 355 MABBEZTATULE
¥ RoboSuite DHFNIF TR EMRMEZRRT B/cOHICTEINTUVE Y, API RFa XY FOHRT
I&. RoboSuite & L\5 F3EId Tungsten RPA XA LEKTHEHODNTUVE T,

Tungsten RPA .NETAPI FXa X>

FAFE D Tungsten RPARPA TIERA Y % Tungsten RPA NETAPL D/ —J 53R, BELURFaX
YEANDT IR ZRBLET,

TungstenRPA ')V —2X /—k
8D Tungsten RPA RF a2 X DS IFAF TETHVRTOFMHP T DOMOBEBRIAZTENTULE T,

Tungsten RPA $ifli{Hi%
BR=—FEINBZFARL—FT1 VT DRTLELUVEFOMOS AT LEHFICEAT ZBHRMASENTUVE
ER

Tungsten RPA 7y 7 L—FK HA1F
Tungsten RPA R ZDAVR—X Y b EFLWN=a VIl 7y I L—RIBZFIEBHEENTVET,

Tungsten RPA 1—Y— HA F

Tungsten RPA L ED I VR—2> FOFERAFIELEEH SN TUVE T, Tungsten RPADAILT D LE Y
BT ANTFIZIFBFENTULRVFREABRHEHINTVET,

AT LEH

YR-—bEINBZARL =T VT AT LELVEOMD S AT LEHFICDWLWTIE. ATFD Tungsten
RPABIBRFa X2k 1 bD TRPAEMIIRRI RFa X hEBRLTIEIL,

NL—Z=>4

Tungsten Automation (&, BREZRARISERATE3L5IC. 7VFIVR FL—ZV09BKUT VR
FSOZ—FEDIL—Z V7 ZRBLTVWET, FL—Z2J A—RERATPa—IILOFFEHICOWVT
I&. Tungsten Automation Learning Cloud Z8B L T ZT L\,



https://learn.tungstenautomation.com

Tungsten RPA 2026.3 BIEEH 1 K

Tungsten RPA RF a X> k 4 MMIlE. AVR—2 FOEBBEE LU RPA TOOKR Y MERRICEET S
EROMEDIODFa— I TFILHAEETNTVET,

LTFzB8R LTIV https://docshield.tungstenautomation.com/Portal/Products/RPA/2026.3-
jOX0jxft5b/RPA.htm

Tungsten Automation HFEDANIL TDAF

[Tungsten Automation Knowledge Portal (Tungsten Automation 7L v R—RJL) VRIS FJIZH
BEEEORBITEMICEF SN, Tungsten Automation RO RIFIBFRICOVWTEBRBIZ N TS
F9, HRCEALTTHRBHEDENH 35E1E. Knowledge Portal (7L v R—4)L) THERERET 3
crEBEmHLEY,

[Tungsten Automation Knowledge Portal] ICT7 72X 3ICIERDY) >0 ZFERAL TSI,

https://knowledge.tungstenautomation.com/

i J Knowledge Portal I& Google Chrome. Mozilla Firefox. Z7zld Microsoft Edge MIF IC&iEIL S
nNTVE9,

Knowledge Portal TIdZXRD & S HtEEZFBTE X7,

© BOBREREETHERBREISICROITZ N TEE T,
[Search (%)) v 7 RICENDFEAZ AL, BERT7AIAVEBERLTLLIEEL,

c BUSIBEHR. REDFHME. V) —RBRBEEDRFaXT b,
SEEZ B DIF3ICIE. Knowledge Portal D7R—LR—JICT7 VX L. BRICEE TRV )a—>3
Y 773 —%&FRT BNH. [View All Products (SR TOEBEERR)] RV ZBRLF TS

Knowledge Portal D7R—LR—I D5 1E, ROBEERITTIED,

* Tungsten Automation Community (Tungsten Automation A 2 =7 4) D77 X (EHAXAR
~N=)o
[Tungsten Automation Resources (Tungsten Automation 'J ¥ —X)] XZ a2 —T. [Community (3
SaZTFT1) VI BERLEY,

* Tungsten Automation Customer Portal (Tungsten Automation 1 XXX — R—ZJ)) ADT7 I+ X
(—EDHZXEI—DH),
[Support Portal Information (7R — k R—% )L DIE#H)] R—2ICHEE L. [Log in to the Tungsten
Automation Customer Portal (Tungsten Automation AX 23— R—RJLICOT 1 V)] Z:FIRL
£,

* Tungsten Automation Partner Portal (Tungsten Automation /\— kF— R—=ZJL) ADT I X (—
BDIN— kb F—DH)o
[Support Portal Information] R—ZIC#&B) L. [Log in to the Tungsten Automation Partner
Portal (Tungsten Automation /N\— kF— R—=ZJLIcOJ 1 V)] Z:#RL £ 75

s HAR—BMIOAZIV XYM FATHATIL RIS — BF7ILTqIAXY FOFEE. BLUEILT
T—EXV=IADT It R,



https://docshield.tungstenautomation.com/Portal/Products/RPA/2026.3-j9x0jxft5b/RPA.htm
https://docshield.tungstenautomation.com/Portal/Products/RPA/2026.3-j9x0jxft5b/RPA.htm
https://knowledge.tungstenautomation.com
https://knowledge.tungstenautomation.com/bundle/z-kb-articles-salesforce1/page/19280.html
https://knowledge.tungstenautomation.com/bundle/z-kb-articles-salesforce1/page/19280.html

Tungsten RPA 2026.3 BIEEH 1 K

[Support Details (/78— k OFFH)] R—ZICBEN L. BUIREEEZERLF T,



https://knowledge.tungstenautomation.com/category/support_details

Pax'axd

1

=z
=1

B

Tungsten RPA (&, 7TV r—> 3> P RT L. BRIE2ATRENBIL-IR-IADEDRXR 220 %
Bt T3 LSICRtSNic. TVE—TF54X JL—RoORy b 7O XBEETSY 74— L4
TY, IS LT. V7 hox7 ORy bOBER. EBR. ER. BLUVEROLDODIT—5TILE
TL—L7—0%RELEYT, EEEIERAREZEEL. Z2URELREL T BFteni7/Ot
ZADEBEDEVRITEMIFLF I,

Tungsten RPA (3. TV RY—I Y FOBEMbLZERTB71OIEHEL TEET VWK OHDOEEI Y
K=Y FTHEHEEINTULET,

+ Management Console

+ RoboServer

+ Kapplets

s ORy b 7710 SRT L

* Desktop Automation Y —EXREDF T3> D —E R,

Tungsten RPA [FFEEMMNE . REKDA VY TL IR A VX M=)LhSELICAVYTHESINIT TR
BHEETOD. SEFIERAVITISAMNSIVFyEHRICES T 3EROBHET ILZYR—MLET,

s AVTFR—IADERH

* Windows H—E XX L TOEH

* Windows TOHUAL > AVA=)LET VAV A =)L

UTOETIE. TNENOOAVER—2Y b ETED OMENICBRAT SO0y F 7y THELER
FEICDWTEHRAL £7,

10



E2E

Management Console

Management Console (. Tungsten RPA ZEIEH & RIET 3 7-DICERT 2 —Tti% Web 7 1)
r—3>7T9, Management Console (CIE. AT LDEEDRE. ORY b ZDERTOERE.
BENLOX 72— Yd QJENT =Y R T2 DR 1—H—LHEROEREZ1TS5 7o
DY —IHRAESNTVET. INTOEEERMKEEIE. RPA DRRSEOHIEEC L THIET 5
Management Console Z3i@i@ L % 7.

Tungsten RPA (ZIF. Management Console DEITICHER. ABRIEFNLD Java 7V Z 1 LRIECHE
#HIAHD Apache Tomcat T4 7T UDNEFENTVET,

77 #J)L hTid. Management Console [FIFARFRIFEMMITD H2 T —EIN—XZEAL 9, £FRIR
TOREMTIE. Management Console #AXFBLRNILDT—ER—UIEFT DL SICKREL. DELRE
mMeEFal T OREEZZTLET,

Management Console Zt v 7Y 7HELUVEETZICIE. RO MY IZBRBLTIREIL,
* Management Console MD#2&)

* Management Console DFXE

* TEAR—ROHRE

* ZAEVXR

s T—RDOEES

* O—JLEHER

© BEBERE

Management Console DRA%A

B4IC Management Console Z {281 L £ 95
* Windows D X2 — k XZ a—H5 Management Console 7O 7 L%ZERL £,
* OY YR 54 >H5 Management Console 1T 7 7 1 ILERITLE T,

Ffoce Windows ¥ —E R LT FIRBIVTHEENERETRITIBALSICKRET D EHTER
ED

Management Console D#&AK

RDIGAICEH B .properties 7 741 )Lz L T Management Console Z&E L £,

1



Tungsten RPA 2026.3 BIEEH 1 K

(1> A=)l T4 L2 Y] /WebApps/ManagementConsole

CDTANRIIEIUTOREZ 7IILDEENTVWET,

T771IL%&

i

application.properties

H—N—KR—b. 7S5y T +—L DB#EER. SSL. BLUEANAZOTE
BREDEBRBRT L) 5—o 3 V&€, REFONTa1 2BRLTL
=30,

custom-roles.properties

O—JLEHERDEE, TO—JLEER] ZBRL T T W,

hazelcast.yml

SR AMEEBMICT 378D Hazelcast DERTE. EalAM] #2BLT
T2V,

ldap.properties

LDAP DF&E, TLDAPEEEE1 ZBRBL T TV,

log4j2.properties

BEZOJERE, OFVJ0OHREI 2BRLTIRLEL,

saml.properties

SAML ORE. TSAML S > IL Ao F > DE1 #BBLTLLRET
Lo

HZEIONT+«

Management Console MERE 7 71 JL application.properties ICI&. RO FONTAHEFENT
WET (DR TLLITBIEDICTITIFIIL—FHMELTVWEY ) HEICKHLCT. 2OFONT+1 DHFE

ZITVWEY,

o =W=
LA

RRUEHEDI)—>T v T
* T—RNR—2
+ Git
c ANV FTSAY FFaxX> bk
- BEAK
+ KeyStore
M A e A4
AOJ5cek B0
MCP
» RoboServer

o I

FRE: Analytics T—H2A~R—2X
* BT N—X URL
* EX%E: Desktop Automation #—E X
s BE OY T —ER=2
© BRE:NRT—F[EE
- BE OFY
s BEORY L T7AIL ST L
* ERTE:SMTP
* TLXKU
+ Vault

Management Console (3 Spring Boot LICHEERINTLEF, Management Console 7 FUr—> 3
CDTONT1 LB #HHAH Spring Boot 7TONT A 2EBETZLHTEET,

AT HESNERIETIE, RIREREZERAL TN A—RZRELE I, AVTIAR—IXDEH] %

BRLTLIESE L,

REN—ZXDREZECTANT 1 ICIE. FRHETAOBEZANTEENTEET, ROLSBE
BE T OBELRREZEALET: MiE s i me BEIE he BIF do

12



Tungsten RPA 2026.3 BIEEH 1 K

Bl
F7anr« B
mc.auth.brute-force-protection.enabled WMUDINE | X T RIREEZEMICLET,

T 7 #I)L ME: true

mc.auth.brute-force-protection.lockout-dur | A4 A YEAKOEHKEBZ-EZOT7HU> OV I T Y
ation ~ D HEARE,

77 # )L ME: 5m

mc.auth.brute-force-protection.max-attemp |7ZAHTY MHAOVIINBETICHFAINBZOS 1k

ts ﬂf{@ﬁo
T4 HME: 3
mc.auth.shared-secrets.<service-name> WIRLIEY—EZOY—E XREFIcfEREINAZEEY —
7 L l\o

HFAIEINBY—E X4 das, dts, kapplets, RFS,
roboserver, totalagility

RESNTUOWERWESIE. HES—JL v bHBEFRIC
EHENETS

mc.auth.superuser.create 2—=N—A—H—F7HOY MEELRVGEOEH
ERZBMICLETD,
T 7 # )L ME: true

mc.auth.superuser.name BEICER SN X —/N—1—Y—a1—H%—%,
77 # )L MME: admin

mc.auth.superuser.password BehERINX—/N\—1——FBO#FHEI/IN I T — K,
T 7 #JL ME: admin

BRIEBEDI ) =T v

ZONT1 Bl

mc.clean-task-recordings.enabled T—RAR—XADZRAVEHROBEHI ) -2V TvT2H
MICZLET,
T 7+ )L ME: true

mc.clean-task-recordings.duration-kept TY—=2T Yy TRNCR RV T —ER—XTHRIFS
N3 A,

T 7 # )L ME: 74

13



—_—

F—RN—2X

Tungsten RPA 2026.3 BIEEH 1 K

Janr+

SteA

mc.database-drivers.upload-from

T—EAR=R RZAN—D7yTO—-RZFAETNIE
V=2,

AJHE72fB: any host, localhost, none

Docker TA—H—[|Z& 3 JDBC T —XAR—X RS A
N—=O7vFO—FZFFA I 3ICId. ANY HOST ICERTE
LEd,

T 7 #J)L ME: localhost

mc.database.migration-to-flyway.enable

BERTEYR—FLTWRWN=Sa o s 7y 7Y
L—R3BBEIC. T—EAR—RDN\NY I T v T=ER
L CHREEL 7=%8. 1 [@E721F true ICEREL TS

Git

JAaNnNT+1

BL]

mc.git.auto-pull-interval

BE 7B ORERTHER. REROEBERES L UEHR
RITORERICERAINE T,

T 7 # )L ME: 5m

mc.git.allow-full-update-on-unknown-commit

RESNTVARIAIY M Ny allBETEIAEVES
(GBI Ty 2% ). HEAD S DESIRO T +—2
HEITINET,

false ICRESNTWVWBIHE. FILIFITS—TERBLE
ED

T 7 # ) ME: true

mc.git.allow-local-repo-url

O—AI 7710 SRFLONREZFERTZ 7O
7 MIEFINFE T,

T 77 )L ME: false

mc.git.ssh.known-hosts-dir

SSH @ known-hosts 77 TINEZELTs LI UAD
INRo

EDGBICEERF v IDNEMICHE>TVS

Y. ~/.ssh/known-hosts IC7 #—ILINYv I LET,

mc.git.ssh.strict-host-key-checking

BEBERAN F—FzvI%EERTLET,
false MFBA. SSHRRX + F—DEEIEIRAF v TIN
F7,

F 74 ME: true

mc.git.connection-timeout

UE—b Git Y —N—A\DERZHILYT % EFTORKRRF
%B%FEEO

T 7 #JL ME: 30s

14



NVT:FT7342 RFaX>b

Tungsten RPA 2026.3 BIEEH 1 K

JANT+1

i

mc.help.offline-base-url

735342 REFaAXVIEBE T +ILEAAD/INR,

BAI A

JANT+1

e

mc.high-availability.enabled

EUREE—REEMLET.
T 7 #) ME: false

KeyStore

JANT+1

e

mc.key-store.current.alias

IRTED Java KeyStore 7 71 LNDFERRE = BRI 57
DICFERAINZITAIUT R,

77 #)L ME:me

mc.key-store.current.location

MR T — 2Bt T3 OICERINEIAEZR
2IIRML. TOBRT—ER—IUIRETS. HED
Java KeyStore 7 7 1 ILAD/INZ, NRZT 71 2R
TLDOMBL LTEELX T, Bl file:/c:/certs/
mc.pl2o

77 #4)L ME: classpath:mc.pl2

mc.key-store.current.password

IRTED Java KeyStore 7 71 ILICT VAL TAY I %=
ERRT BT-HD/INZT— R,

77 # )L ME: changeit

mc.key-store.previous.alias

LI Java KeyStore 7 7 1 LNDFEREX BRI 31
DICERINDZIIT AT Zo

mc.key-store.previous.location

LLET®D Java KeyStore 7 7 1 JLAD /N R,
NRET 71N P ATLOMBLE LTIREL £, Al
file:/c:/certs/mc.pl2,

mc.key-store.previous.password

LAFI®D Java KeyStore 7 71 JLD/NR T — K,

742X

Janr+

BL

mc.license.server.api-key

Tungsten TotalAgility -1t > X API +—,

mc.license.server.max-design-studio-seats

Management Console HER T & % Design Studio
i’_'b%DE%jtiyo

mc.license.server.max-users

Management Console iR 3 e M TET 31—
ﬁf——GDE%jtﬁko
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ZONT+1 HEA
mc.license.server.non-production-cre- F#9 T BIEERE CRE S 11> 2D,
reserved

mc.license.server.production-cre-reserved |Management Console |Z& > TREBBFICEIDH TSN
A % CRE 1> XDH,

mc.license.server.total-agility-server-url | S/ X H—/N\—& L TH#BET 3 Tungsten
TotalAgility - > X b—JL® URL,

mc.license.static.company SATERICEEINTVWERESHA,
mc.license.static.non-production-key EERES 1R F—
mc.license.static.production-key rKESA1tEURX F—,
mc.license.type SAEVRBZAT,

BIREARE: none, static, server
mc.license.type=server CHIDHD

I¥. mc.license.server & WSEBEFHITW O
N7 hEREINFT,

mc.license.type=static THIHE

IZ. mc.license.static EWS LT o w o IHMT
WieZ7ans« hERINE T,

BEINTLARWESIE. 2—HF—AVE—T A RATISAEYR TANTA ZRBETRENTEFE
ER

OJ 58 RO

ZANT1 St
mc.log.audit.level EEOJ/DLANILEEELEFT,

T 7 4L MB: of £
mc.log.audit.console.enabled AVY—IAOBEEOITEHNZBMICLEF T,

T 7+ )L ME: false
mc.log.audit.level=off OFH. COFOANT+

IFEEINET,
MCP
ZONT+1 eA
mc.mcp.registry.debounce BEOT—EAR—A ARV OO THBEY—IL L
SR MIHBEEINDS £ TOFERRE.
T 74 ME: 5s
mc.mcp.execution.polling-interval ORy FOMFUELFIES L THAOZR—-)VTTS
=
FT7 I ME: 1s
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Janr+

i

mc.mcp.execution.priority

WIBEBREDOORY FRITOX XV BERE,
T 7 %)L ME: HIGH

mc.mcp.execution.queue-timeout

RALTIRTZETORY FRITHAFa2—ICEESC
EHTEZRABR.
T T A ME: 1m

mc.mcp.results.ttl

=Ty TORREE B EFTORROEMEAR.
T 7 #)L MME: 1h

RoboServer

Zan7« e

mc.robo-servers.clusters[N].connection- IS5 R2ADERRT T,

type AIHE7R{E: as_service, as_client FEHESE:
as_service ssl

mc.robo-servers.clusters[N].license- BN AODEE—FZBMICLE T,

distribution

mc.robo-servers.clusters[N].license-units

VIARCEDHEToNSIEY R Ay b

mc.robo-servers.clusters[N] .name IS5 A%,

mc.robo-servers.clusters[N].production DA SAERIAATH TKE THZHhES5H
ZREELF T,

mc . robo- IS OFPOBRARI MDAV TEXYIODDU X

servers.clusters[N] .proxies[K] .excluded- ko

hosts

mc.robo- ISR 7OFY H—N—DHKRX o

servers.clusters|[N] .proxies[K] .host

mc. robo- SEIDMEBRIBEDI S AR FOFS NIAT— R,

servers.clusters|[N] .proxies[K] .password

mc . robo- JSRZ 7OFY H—N—DR—k,

servers.clusters|[N] .proxies[K] .port

mc.robo-
servers.clusters|[N].proxies[K] .username

BIPUERBEDYSRE FOFY 1—F—4,

mc.robo-servers.clusters[N].threshold-
version

RE{ED RoboServer N— 3 >,

mc.robo-servers.robot-distribution-
strategy

RoboServer X4 —1 > 45 £— K,
GIE2AX R load balanced, scalable

77 # )L MB: load balanced
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Janr+

BL

mc.robo-servers.use-preset-clusters

Management Console DFEENEFICY 5 A D FE LA

WIEEId. mc.robo-servers.clusters JO/NT 4

FIEL T, BERREINLI TSI ZOERERMICL
F9,

T 7 # )L ME: false

NIZISREAVTYIR KIFTAFS AT YIRT, E55H005mFNDET,

ERTE: Analytics T —ZN—2X

Janr+

SteA

mc.settings.analytics—-database.enabled

DT —ER—XADEREZEMICLET,

mc.settings.analytics-database.host

DT —ER— B—/N\—DHKR ;%&o host:port
EWSHEXTR—r2E8HZeNTEET (F: 1og-
db-service:3307)o

mc.settings.analytics-database.keep-logs— R FRIET A . dVWTF—XiE. o) —>2 T v TG
days EICR>TERBIREINE Y,
mc.settings.analytics-database.password DIRT—RZR—ZDI/INZAT— K,
mc.settings.analytics-database.schema DT —ER—ADRF—T XX AROT D&HI
mc.settings.analytics-database.type DT —RZR—ZADT—EN—R AT,
mc.settings.analytics-database.username DT —EAR—IADTHDU> b,

SFE: R— X URL

Janr+

%A

mc.settings.base-url

Management Console X— X URL,

%7€ Desktop Automation #—E X

Janr+

SteA

mc.settings.das-ping-interval

Desktop Automation t—E XA Management
Console I ping X157 2R (X J#).

RE:OY 7—2R—2

ZJaNT+1

e

mc.settings.log-database.enabled

OJ T—42R—2DEREABEICLE T,

mc.settings.log-database.host

07 5—42R— B —N—DHKER +H host:port
EWSERTR— 2802 TEET (Bl 1og-
db-service:3307)o

18
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ZOan7« BL
mc.settings.log-database.keep-logs-days ORy hEXRTTa—-ILOEEFRETIEE. 1L
T—RIE 7)=2T Y TREICK > TEHERINE
ED
mc.settings.log-database.max-message- OKRyY D 1EIOERTTORAXYE—8, CORE
count-in-robot-run #BZDr. TORTOOJEBRIFFELELF T,
mc.settings.log-database.password O F—42R—ZAD/N AT — R,
mc.settings.log-database.schema AJ F—2R—ADAF—I FEHEROT D&,
mc.settings.log-database.type O T—3R—ADT—RZR—X ZA1 7,
mc.settings.log-database.username O T—42R—2DT7H > b

HE: NRXT—R[EE

AT+ 5L

mc.settings.password-recovery-enabled A—H—DPNRT—REMRLIBEEIFNRT—R
EENTEBERICETTERLSIC. BF AL B
HOBEZBMCLET,

F=/E: SOxY

Zany+ BE

mc.settings.proxy.enabled FOF> H—N—DOFERZEMLET. BWLEINT
WARWSEIE. BERERNMERATINE T,

mc.settings.proxy.host JOF> H—N—DHKR .

mc.settings.proxy.password REAIDRERIBED TOFT NAT— R,

mc.settings.proxy.port 7O0FY H—N—DR— ko

mc.settings.proxy.username SEIMMERISEEOTOFXY 1—H—%,

HE: ORY b 771 OXT L

Zanr« Bl

mc.settings.rfs.enabled ORy b 770 ORTFLH—N—DFEBREERICL
F9,

mc.settings.rfs.url ORy bk 7710l X557 L H—/N\—D URL,

BRESINTULRWESIE. IRTOD mc.settings FANTAZA—HF— A VX —T T A1 XATKRET D
ENTEET,
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RE: SMTP
Zanr« Bl
mc.settings.smtp.encryption SMTP B&51t.

AJRE7R{E: none, TLS, smtps
mc.settings.smtp.host SMTP H—/N\—®D7HKE R b,
mc.settings.smtp.notification-from BRIOXETDEFA—IL TRL .
mc.settings.smtp.password SEEMRERISED SMTP 4 —/N—D/NXT— K,
mc.settings.smtp.port SMTP tf—/N\—D7R— ko
mc.settings.smtp.username SREEAMERIZE D SMTP H—N—D1—H—%,

TLXRU

pARVAG P

e

mc.telemetry.enabled

TLARUZEBICILED,
T 7 #I)L ME: true

Vault

Janr+

%A

mc.

vault.built-in-store.enabled

HAAZHD Vault R F 7 ZBMICLE T,
T 7 #I) ME: true

mc.vault.cyber-ark.certificate-path CyberArk Central Credential Provider @ TLS t—/\—
SEBAEAD /N R,
mc.vault.cyber-ark.enabled Vault I®D CyberArk X k7 ZBMIZL £ T,
T 7 # )L ME: false
mc.vault.cyber-ark.iis-application-name [IS TREZE SN CyberArk Central Credentials

Provider O 7 74— 3 V%,

mc

.vault.cyber-ark.port

CyberArk Central Credentials Provider ®7RX b DR—
bES,

mc

.vault.cyber-ark.url

CyberArk Central Credentials Provider MR X ~®
URL,

B

REINTUVARWEEIE. mc.vault.cyber-ark 7O/NT« (enabled UA) Z1—H— 1> &2—T
A ATHRETBAENTEEXT,
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Jans«

B8

server.port

H—/N\—® HTTP R— ks
T 74 )L MME: 50080

server

.servlet.context-path

ITRTCOF7FI)5—23>Y TVRERA> DI — O
PTHFEIANNRAZRELFT
fB: server.servlet.context-path=/MC

server.

ssl.*

HTTPS #2H T Management Console Z7R X k32578
oFanNT1 DIIL—"F,

BEMEICDOWTIE. THTTPS £ Web R—Z D VK —
T EDRRT 4T ZBRLTIZEL,

spring.

datasource.*

FT—=RAR—=ZANDEGERET A OO TOANT DY
}L_:jo

spring.

flyway.enabled

TP — 3 > OEEEEC Flyway BITOBEIERT%E
BMCLET, BITEFHTRITITBICIE. false IIFR
ELET,

F—RAN—ZADHTE

Management Console (&, XD 4 DOAT IV ICHEINZERDOT—EIR—X T—TILZ2FRALE

ED

AFdv-— Bl

TIvbhTA—L | Ty FO-RENOKRY bR 22— )LIEHRE D Management Console 7—2 Z &
T—=7I =ZLET

as =7 EITICEAET NI 2RELET,

AT RITOMT—2Z2F®RELE S,

INETF—T L ;;‘Jj;;t:cko’CHY%C‘hTC?—Q%ﬁﬁbi@Z RoboServer h'57 7t XA TE ZHEH

T3 TA—LT—TIWNETZY b T +—L T—ZRX—RAIIEFEL £9. Management Console
ZEMITBENICTOED a2V I B LUREZITOHENHD T T, OJVEHRELVINET —EZRX—XD

RESRITRICKRITTET T, FMRICDOVTI.

FTungsten RPA DAL Ty ZBBRL T 2T,

7 7 # )L kTI&. Management Console I ERBRIED TSV b T4+ —L T—ERXR—XELTH2T—
BAR—REFHALET, COT—ER—RETALELVRAREDAZEHNELTWEY, IRTDH2
T—EAR—= T7AI)E. UATOBARICO—DILTHREINTVET,

* Windows: C:\Users\ [2—1—]\AppData\Local\Tungsten RPA\[/N\—2 3 ]\Data
* Linux: /home/[A—%—]/.Tungsten RPA/[/N\—3 Y ]/Data
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TN DT A ZEET BRI T—ER—AEHOREZEEL TIIES L,
AFBIRIETIE. Management Console ZAXFBL RILDT—EZR—ITERIT B L SICKREL £,

* T—ANR—RICEATEZEERE
¢ T—RAR—ADFEHERTE
¢ F=EAR—=Z RSA/\—
* FT—AR— TV RN

TF—RARNR—RICETIEESIA

Management Console (13, T—ZR—=IANDEEBERY bT—0 NIADBREINTVIHELDHD F
T BED/NT A —I VR EFEMEZE3ICIE. Management Console L ZD S5y M T4 —L T—4
N=ZzELU—23a>YRAD. A THNIEICHRAYY — 2 ET—2 €22 —ICBRALE T, €
NSHYIEBENICHNTCHBFRICEEB SN TWVWSHEE. Xy hT—J0FERMEAEBML. NEHRITUN
PERICKIT SN E TISBER R LT T MDORETZA8EMELHD £,

PR=—bEEINBZT—ER—ZADON=J3VIE) ) —IABTERERBZIBENHBD XS, HR—bThTW3B
T—RAR—REN—=23 D) R MZDOWTIE.  TTungsten RPA #:ffiftiks ZBBRLTLEEIL,

ROEBHIZETWVT, Management Console 7—JILERADT—EZR—XZERTEZ ez EBHLF
ER

© A, Bl EBREDIEASCH XFZMIET 3ICIF. Unicode DY R— DM ETT,

* FILLWT—EAR—IAZERT D L EIF. AXFLINFZRRLBZVWEBEEFERL TS,

BICHMRF XY MIE>T Tungsten RPA T —ER—XZERBE L UVEIEL TSIV, V7
T 7HEEL AL RBATREMD S 5 7=, Tungsten Automation ICEIVWVEHEZ B T—4&
N—REBBFLRBARXZIAILBEVESICLTLIZTEL,

F—RAR—X H—/N—|d. Unicode E AXZF /WX FZOBREZERXRDIFETUNELET, XDOFKIZ. T
R—=FrETNTVWBRT—EAR—X VXTLICEATZHREERXTLE T,

Unicode ¥ R— h E AXF /I XFDORSICET 3R EER

F—ENR—2 #AREIE

MySQL utf8mpb4 general ci BEZEFALTT—EN—IXZERLE T,

Oracle Unicode Z1& NVARCHAR2 Bl ¥ NCLOB BUAMER SN E T,

Microsoft SQL Latinl General 100 CI aASs BEZEMALTT—4N—RZEHLFT,
Server Unicode (& NVARCHAR B ¥ NTEXT BAMER SN E T,

PostgreSQL UTF-8 TV A—T4 YT EBLTT—2R—XEZEHL £ T,
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?_QN_ZOJ%IJTEQEE

Management Console 2 75w k7 #—L T—ERX— & T DI ROBAICH S
application.properties 7 71 L TR EZIEEL £ 7o

(1> b=l T« L2 kY] /WebApps/ManagementConsole

spring.datasource.url - T —2ZR—XAD JDBC #Hi URL (R T 1 N—EB D).

spring.datasource.driver-class-name - 2B I N/ JDBC R4 /N\— 75 X%,

* spring.datasource.username - 7 —AN—XDI1—H—%,

spring.datasource.password- 7T —HAR—XD/NAT— K,

T—RY—2D URL LERIBRICE > TINSDREZEFHLE I, WIRICIHL T BEBT —EN—

AREICBMOREDNVEICAEDIZEDHDET, FHALTVWBAREDT—EIN—X X4 T N—23
ICDWTIE. RFaXY hEBEBLTLEEIL,

fil: MySQL 7 —R~R—2X

spring.datasource.url=jdbc:mysqgl://database-service:3306/database-name?
autoReconnect=true&rewriteBatchedStatements=true

spring.datasource.driver-class—-name=com.mysql.cj.jdbc.Driver
spring.datasource.username=username

spring.datasource.password=password

fjl: Oracle 7 —2~N—2X
spring.datasource.url=jdbc:oracle:thin:@database-service:1521:database-name
spring.datasource.driver-class—-name=oracle.jdbc.driver.OracleDriver
spring.datasource.username=username

spring.datasource.password=password

fil: PostgreSQL F—R2~R—2X

spring.datasource.url=jdbc:postgresqgl://database-service:5432/database-name?
currentSchema=schema-name

spring.datasource.driver-class—-name=org.postgresqgl.Driver
spring.datasource.username=username

spring.datasource.password=password
ffl: SQL Server F—42~R—2

spring.datasource.url=jdbc:sqglserver://database-
service:1433;databaseName=database-name
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spring.datasource.driver-class-
name=com.microsoft.sglserver.jdbc.SQLServerDriver

spring.datasource.username=username

spring.datasource.password=password

f5l: SQL Server F—A2~R—2 ¥ Windows :3:F

BeEtxa) T2 ERBLTVWBIBE. Microsoft SQL Server JDBC RS- /A—I&. Management
Console #3179 % Windows 7 AU > b ZFER L TREEL F3. 12— —R /XX T— RIIER
INFLA. CNEBMICTSICIE. T—X YV —X URLIC integratedSecurity=true ZiEB/N
L. spring.datasource.username £7zl& spring.datasource.password ZERELABWLSICL

95

spring.datasource.url=jdbc:sglserver://database-
service:1433;databaseName=database-name; integratedSecurity=true

spring.datasource.driver-class-
name=com.microsoft.sglserver.jdbc.SQLServerDriver

F—BR=2 K51 N—

TS5v hTH—L T—ER—=X|EFT B7-5HIC. Management Console (Z|&@&]7% JDBC K51 /\—
PMUETY, BEZAZIIGL T ROKLSICKR A N—ZIBELET,
* FEAVTFF T —ER=X RFAN—DJAR T 7ML EXRDBZFRICEEL £ 9o
(AR b=l T« LY kU1 /1ib/Fdbe
© AT RN—XR:BRIFEEH IDBC_DRIVER URL & R T4 /N\— JAR DEHEA V> O— K URLICEREL F
ER

© sQL server Windows SB3F (&t + 21U 7+) DIBEIE. R 7 7 REF DLL
(sgqljdbc auth.d11ABE) % [1YA =)L T4 L 2P bUl\nativelib ICEREL XY,

Tungsten RPA RF 2 XY FTHRICEE SN TLAWESRIE. 75y b T7+—L T—EZRX—XH#HED
HIRFOBRELIERZAN—N=2a3 EFELET, HR—FINATVWBRN—23 2IZD0WTE
T—=BAR=ZARVA—DRARF XY FEBRLTLIEIL,

T—RN— TR ML

BEDRIETIE. Management Console BMER T 37 —2R—X A—H%— 7AHU > bMIlE. DL
% SELECT. INSERT. UPDATE. DELETE. & &7 CREATE TEMPORARY TABLES #[EHAEID Y TSN T
WBREHLHD £,

ECEIEFIC. Management Console (FMBRT—TILHEFEETIHESHERRL. FELARVEEIE
ERLEd. COBEWERLRIC. T—2A~R—X 21— —|II& CREATE TABLE. ALTERTABLE. & U
(Oracle M%&) CREATE SEQUENCE #ERHAEID HTENTWAHELHD £9, BEIWHILLE 1 EST
FATZIHEEIE. CNOSDERBEINTAERZEDELT. RIBDT VR LIEROAEZRTEHTE
F7,
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el ROBFAICH S SQL RV T AL TT—TILZzFEHTUHELLF T,
[1>YX =)L T« L% btYUl/documentation/sql

CDTa LT FJICIE. Management Console BO RV ) Tz U XROY TT74 LI FIUDEENT
WET, T—ER—X IVIVICEYIRRI) T h2RITLET,

*me-A7 TS5y b IT4—L T—TIINZERELVEIRT 270D T ) T,

* Quartz-Quartz A7 2a—U>T JL—LT7—UBDRI )T, FHTYELERITIZH5E
. TNE5DRV )T REERT ARELRHD £,

* logdb-O%F T—TIINZERE IVHIBRT BTHDR I Tk,
* statistics - T—TINEERB IVHIBRT 27DDR I ) Tk,

712X

Tungsten RPA 2 AT 3 (I3, BB AV RERR T I3HEBENRHD X9, 1t XIFHRIF
Management Console A THEtIAICEBIE SN F T, D ITARTDHD RPA AV R—Y MI. S1EV D
T ES Y 3 728IC Management Console IC3E#H L £ 95

Tungsten RPA DS AV RE. KN FLIFFRMUTHRIBZCENTEET, S1EVRE TR
DN—RD T T7TEREPYIE CPU ICIFRELEEA. CNICEKD. I5TRR—=X #VTFL IR, k18
b FLIYEBERBICERTUCBATESRLSICBD FT,

s SAEVREFI
C SAEVRX—DRATS
s SAtEYRADHETE

Tungsten RPA DS 1 > XDFEFMIC DOV TIE.  [Tungsten RPA DAJL T B KU Knowledge Portal
ZBRBLTIETL,

AR ETI

Tungsten RPA IZXD 2 DDZA VR EFIILZHR—ELTWVWET,
* [EBEEORw FR1T(CRE) - FRFICRITTEZ0RY FOBICEIWS1tE> R,
* 5tE1=w b (KCU)- RoboServer B* 1 B H1=DICRITTE R RFOBUE IS 1EV R,

REFO7R » F321T (CRE)

BEFORw F3R1T (CRE) T7 > Xk, Tungsten RPAORY b SAEVRICEIVWTWETY, OKRY +
A4t > XIZLK 2T, RoboServer ETHEFFICEITTEZAOMR Y FOBARESNE T, Lz I B
IC580ORY bOFAEY DB B3HEIE. RASEOORY FERRHIETITZENTEET,
RETCABRIBEICBHATA A TE 20Ky FOBICHBRIZH D £FHA. OKRY MIEHFIZIGLE T
SUTIVEBEREIFEMABRICAD £9, e XiE ARy MIE. T—R2DANCEE. T—20
. Excel 77 M1IADEZIAA. BELU RESTul H—EX APIOFUHLAYrOD—o 70— 77
2aAVERTIZERDBORTY THEENZHEELRHBD FT,
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SEIZ v b (KCv)

HE1=w b (KCU) IZ. RoboServer ' 1 BB =D ICEITTER1RERTy ) OEEAELEFT, D
BIZIIYEBNAY —N—0D0BREICIIKELEFEA. ATV TEIE. Web R—ZDFEHAAH. T —HAR—
AANDEZF AR, FlFT—RXEZDOZEH Y L\ > 1= RoboServer "E{TTZ3R/NDT7I>3>TT,

1KCU &Id 1 BHI=DDRA > bH5000KCU THEZLERLET, TNENDRA TDRT YT T

&, BHIIIIGCTEEINS KLU RTY FOBHLELRDE T, FRRATY T IIL—FIFUTDEED

T,

* /O 27w ¥ JavaScript 27w 7 QX b & LT 10,000 KCU 7K1 > hHSEHBINE T, fl:4KCU T
1#MHIED 2 R—TDFHHAHAH

* /O X7 v FF 7=l JavaScript 27w F([@A TIEAWESR): X & LT 1,000 KCU RA1 > HSEE
INET, Fl: 4 DD KCU T1#d7=bD 20 [l REST Web H—EXMUH LR Tv 7,

s HBRTFY TEEBRRAT Yy DA MELTIKCURT Y RHSEBINE T, Hl:4KCU T1 8B
40,000 BlIDMH FIFEID H TR Ty 7DEIT

s L—FORYy bk 2Ty AR PELTIEDORET1KCU RS Y FHSEESINE T,

* 10,000 KCU RA Y rEBEETS. ORY b7 TUr—> 3> A7y 7 ([B
B8], [Windows]. [Excel]l. [#— =7 JL]. [Document Transformation]. [PDF]l. 8LV [EF X —
L. [FAK] ATy 7 GE#ER). XUV [HREL 7723V ATy,

* Desktop Automation —E X IZ#EK 9 5 OK v ~IEBIEFIC 10,000 KCU K1 > b EEHELF Y,

LA KCU D) R hEBDIF3ICIE. Design Studio T [ANJLF]1> [KCU B EFRR] = #RL £ 7,
EEEDEVWNT +—IVREERTBICIE. AT LICTRHE CPUNT—DHZ e w2EEL. V—
2 B —=N—HDSDIEBERENENAEBEETELRDLSICLET, ORY bERITLEEIC. Design
Studio T\ AH—DOHETOR Y FHEAT S KCU DEFHEEREEL TS T,

ZAERF—DRAT

FERTIREBR AR F—DRA FITIFRD 2 OHHD £7,
* &FE¥—:Tungsten RPA > X T LOXRBFERZHFTL £ 75
* FEEXFE X —:Tungsten RPA > AT LDIARBFER (TAMRCRT—I VIR ZHALET,

BSM4EVR F£— A FIT& D, FEHTIREL RPA #BE X . Management Console TIERE TN
RoboServer 7 3 RZ TEITTET 20K Y FOHMHAERINE T,

ABXF—CIFABFXF—HIHIHEFIF. TN5DF—%[FL Management Console 1 > XZ > RUTA >V X
F—ILTBENTEET, FlF. F—LIENDOIATLZRETZEDHTEFT, L5505
b, TNTNABRESSVIFABRIEC L TUBEEINT. DG H 2 DDOEX S RoboServer &7
SRARAERETZIHRENHDEFT, CNOEDIFTREZICIE. SV IRD CRE £7id KCU #EDHT
BEDTEET,

F1EY ADHFE
Management Console D51 > XAZH{KET BICIF. ROWVWITNDODFEZERLFT,

* A >R k—JLIC Tungsten TotalAgility 51> X H—N—HFENTWVBHFIE. Tungsten
TotalAgility Z 1> X H—N—ZNLIREST I XA =2 EAT %,
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* Management Console ICZ 1Y X F—ZEBEEANT %,

Management Console Tld. SV ADFEZVIDBERDZENTETEY, LexidF. 1€V
B—N—THEEIRELBE. /X F—ICUYDEBEZZ . @I RRINZ FTIA—H—IXE
EEHITIBENTEFET,

MOWTNHODHETS A BEREREL T,

* Z—=N—1—H¥—-r LT BHES1t> X% LT Management Console Zi2EI L. "RRINB X v
IR ->TOT A VRIC SV RIEHREANILE S

* Z—/N\—1—H—Yr LT. Management Console 1—%'— A >X—T7 241 XD [EE] > [F1 > X]
T2 RABEREFHLEF I, HFHLFIBICOWVWTIE. [TungstenRPADAIL Ty @ TS
21 O avEBSRLTLIETL,

* mc.license.server.* H&UWme.license.static.* 7TV r— 3> FONTo =ERALTS
1R T—REZEHRELEFT, COHETIE. REBRTFAEVAREXLIFEHPNES1ER
REZRITTITEI, HFMICOWVWTIE. [ Management Console MF&ES #BBL T2,

BE# D Management Console 1 Y X2 > ZHMERID T+ > b LTEMEL TWBIHE (EhEhD1 >
RZYZADBEDT —ERN—RLA—H— R=RZHFDIFAR) E1VAZVABEBDZ1EVYR 7—
BEFERTINENHDEY, SUAMY S XZD—ETH S I XTD Management Console 1 > X &
VRIFCBALTAEYR TR ERTINELNHD X,

T—X2 DS

Management Console (FFEFAENR— X DES{t (REARCWER) ZFERAL T NRT—F >—JL v
M BLUVTIER b=V BEDET —2Z2REICRELET, ULRION—23a oo T7—2%1
VR—bFBL. FILWAAER—XO7IINIV I LZFERL T/NRT7— RABENICERESLINE
ER

SRR ¢ Z DEIFAEIC—B T 2 ME (L Java KeyStore ICIRTESNE T, Management Console (ZI&.

FERE C B ZZL T 7 4L b D KeyStore A2 FENTWVE T, T 7 #JL D KeyStore (3T X TODEE
I L TCREETH D70, B D KeyStore ZEN Tz HEHL T 9,

RDEEY I TIE. B D KeyStore ZER L TT7 Yy I L—RITBHEICOVWTEHRAL XY,
* KeyStore M1ER
* KeyStore 7 v 7o L—FR

KeyStore MERK

Management Console '3 TICKITINTWBIHEIE. AAEEZT7 Y TIL—RITIHRENHD F
9, KeyStore (& PKCS12 FER TH B HMENHD. Java SDK ICEEFNTULS Keytool 7 AU r—>a>%
FERALTERTDZIECHNTEFET,

RDAY >V RICE D, 3650 B (10 /) BIAFEAEZFOHL L PKCS12 F—X M7 EER L £95

keytool -genkey -alias mc -keyalg RSA -validity 3650 -keystore mc.pl2 -storetype pkcsl2
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CDAXR YV RIF. WRT—RE X509 MEF—ICFRESNTVBIBROANTZERLEFT, WEDTs L
2 b1)ICme.pl2 (-keystore 5IEDE) L WS HBID T 7 ILEZER L £, A3 -validity
3650 lc& D, FEFAEDERNEIEZ 10 FICKREL £

O =i (CA) I & > TRITSNATEREEFEA LA VL SIC LTI W PKCS12 7 71 JLICIE
WMRES JULMEAZEAESENTHED, MBRBONIT—RIZT7Z IV —> 3 VEEICENTRRE
nEv,

Management Console 7' L WEEBAZE Z AT 2 L S ICT BT RDIGRICH D
application.properties Z7AITROTONT1 ZEEL XY,

(1> b=l T« L2 kY] /WebApps/ManagementConsole

* mc.key-store.current.location- 7 7L AT LDAE L L TIEE SN/ KeyStore 7 71
ILADINR, Bl file:/c:/certs/mc.pl2o

* mc.key-store.current.password-KeyStore 77 A ILICT7 AL TAOY V= EIRT B 1=0ICfE
BEhd/N\NZXT7—R,

* mc.key-store.current.alias - KeyStore 7 71 JLADFERAEEZBR TSI A1) 7R

KeyStore 7w JJ L — K

Management Console Z#]& THcE1 9 % &. KeyStore DMEREFERA L TF v I LIMERINF
o COF TV IHLIZED. KeyStore "BEI I 5N ZBAL. RESNEEEZFERL T
NRAT—RDESHEARTHZ L ZHRIT DN TTEXT,

HRBE D KeyStore %+ > X k—JL 9§ ZHiIC Management Console % 9 TIZ#EE L TLWBBEIE. /¥R
7 — REHRERITT S L 5IC Management Console Z5RE T 2HRENHD £ 95

KeyStore 27w 77 L— R 9 3ICId. IRTED KeyStore 7 71 )Lz L WHFRICOIE—
L. application.properties Z 7ML TRDFO/NT« Z38E L T. LLEID KeyStore Zz BT 3
INZT—R OAYN—2%ZER L £

* mc.key-store.previous.location- 77 Y RATLDFBFRE LTEESINS. LEID
KeyStore 7 7 1 JLAD/N R, fll: file:/c:/certs/previous-mc.pl2e

* mc.key-store.current.password - BEID KeyStore 7 7 A JLIC7 VAL TAOY I Z RT3
TeDICEREINEZNZT—R,

* mc.key-store.previous.alias - LAI®D KeyStore 7 7 1 ILADIRAEZ BRI I T 7 R,

COREICED. NRT—F AUN-2IUFOFERE=EAL T BIFORSEEhiT -2
FIyvIYLZESTETET, HLLMWER UEIICEBR LD D) TT—2HBIES{EEh. HLL
Fryv I LBEREINE T,

ZH#alE. RIZ Management Console ZEH L& FICKITINE T, T—ER—AADT—RDEIC
Fo Tl COEHICEEDDDDIZENHD 9, BIEHATT LIRIC. MUFID KeyStore FHE Z (RIF
THRIENTEEY, ERTOLRIF. FoyvITLEF—ITHEBLTVWARVWVRKEE R STI5E
ICDAFBERITINE T, BEART I L. Fo v I LIFHF LV KeyStore L —HT 3K S5IC%AD F
3—0
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O0—)L C 1&[R

Management Console Tld. I—H—DERIZ. EFaUTa JIL—TOXN—=2wFZ@ELETEID
HTENIA-ILICEDVWTWVWE T, HAAKO—-ILIF REAEGAO-ILCEEA-ILLEWVS 220
AT OoNFET, EHIC. BEDEHZHBILITIMEOO—ILZERTEIEDHTEET,
ROLEYITIE. O—JL. ¥R, $&V01I—HF—BEOHFMICOVWTEHBELE,

s O—ILDERE

s EROIONT1ETOaY>

* #@AHiAH RPA BIEEE S IL—

s $HAIAH admin X—/N\—2—H—

s 7OV U MER

s A—H%—O—J)LOBEIZDWTIE. [Tungsten RPADANIL T @ TA—H—ELVJIL—T) =5
BLTL T,

O—IJLDEE

EEO—ILICIE. BEETIRVERIERBADIERDHD T, oo JoO—I)LICEF—EX O-IL
HIFNFITH. CNFAPI 7TV —2 3> TOAMEASIN. 75 TH TD Management Console A\
DAVRZI T4 7 ATAVICIFERTNEEA.

RERBERO—ILIE. RDIFBAAICH D .properties 77 1ILTEELF T,
[1>Ab=JL_ T4 L2 kY] /ManagementConsole.war/WEB-INF/classes/roles/

N50O0—-ILFROTONT ZEBLTERL. I - —HEREZHBEIB7DICEEITHEHTE

£,

JONT14% WA T 7 #)L ME
mc.roles.<role-name>.name =R 7L
mc.roles.<role-name>.permissions.<permission-name> b= A

BEFEOO-IINDOLEEZTCARZL O-INDERZITOTDICIE. ROBFFAICH S custom-
roles.properties 771 EZELE T,

(1> R =L T« L2 Y] /WebApps/ManagementConsole/

CDI77MIINEFERLT. EEOBOEMO-ILZER LD, BHICELETO-ILZRELLDTS
CENTEXT,

c MERICH L THASNBIERDT7 I a>EREETDICIE. FNE5D0T702a>xAYIYTRYODF
T URMIERHEHINTLWAVIERIZES E ARINE T
IR

mc.roles.developer.name=Developer
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mc.roles.developer.permissions.trigger-mappings=modify, view
mc.roles.developer.permissions.vault=viewOAuthClients, viewRobotAccess,viewSecrets
mc.roles.developer.permissions.schedules=modify, run,view

s COI77AIINDEREIF. T4/ b0O-IL T LI M)DERELDBERINE T,

* FHLABVWEIEZERE T 57, WAR 7 7MILRDOO—LIZEELBWVESICLTLIZE L,

MRROONTa T o>ay

CDEU T3 ViliEF. Management Console D X = 2 —RIZBIEBEI N, FEAATREBRERD) X MH'E
FNTVWET, CNSDIERE T IS 3 > DAHEIIE custom-roles.properties 7 7ML THERAL E
Y. MPBRIF Management Console ® U1 & T APLICERTINE T,

AT HEINEBIETIZ, BEZHEFRAL TN X—42H[/ELEFT, [OVTITR—20EMI &
BELTLETL,

Management Console # 7> 3> ({ER7ONT« 7ooay

HR— L message-of-day view

modify

ArTa—Ib schedules view

modify

run

AT Ya—I)LOREEEL,
[URI RUI>[EKRY ] robots view

modify

download

run

generateApiCode
[URZ bUI> 217 types view

modify

download

executeSqlOnObjectDb

[DRIS US> [RZRY ] snippets view

modify

download

[V7RT k11> [Connector] connectors view

modify

download
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Management Console 7 7> 3>

ER7O/NT 1

To ay

[URIRUI>[VY—X]

resources

view

modify

download

[UART ~UT> [Vault]

vault

viewTargetSystems

modifyTargetSystems

viewSecrets

modifySecrets

extractSecrets

Design Studio % 7zld RoboServer O3Fitd %0
Ry b ATV TORTRIC, =T Ly MEZH
HTEBLSICLES

viewOAuthClients

modifyOAuthClients

extractOAuthTokens

Design Studio & & U RoboServer O d %
ARy b X7y FOERTEIC, OAuth 77X
= EZHETESLSICLET,

viewRobotAccess

modifyRobotAccess

[VARD RUT> [EH]

constants

modify

DRI RUIS[TNARAIVEY
71

device-mappings

view

modify

[WDRSRUI> [TF—ER—ZTVE
>

database-mappings

view

modify

[UART rUI>[ORY ~ 770
> AT 4]

rfs

view

modify

retrieve

[UHRD RU]> [BFX—IL R
#H-1

email-triggers

view

modify

[VRSRUI>[RUH—-TvEY
71

trigger-mappings

view

modify

data-view

view

modify

logs

viewScheduleRuns

deleteScheduleRuns
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Management Console 7 7> 3>

ER7O/NT 1

To ay

viewScheduleMessages

deleteScheduleMessages

viewRobotRuns

deleteRobotRuns

viewRobotMessages

deleteRobotMessages

viewRobotSummary

viewRoboServerMessages

deleteRoboServerMessages

viewDasMessages

deleteDasMessages

viewTaskMessages

deleteTaskMessages

[BE] >[4 X7 Ea—]

task-view

view

stop

[&1#] > [RoboServer]

clusters

viewClustersAndRoboServers

viewClustersSettings

modify

[EE]>[FOY T M

projects

create

delete

update

7Oz FREDEE., GitEHOTRX M, O—

AL oO—>DHIRR.

pullFromGit

TN ZFHTERITIBBEICBETT,

viewBasic

7OYx o b BERHR. T AT -RADXK

o

viewExtended

TN RT—=RR, A-—H-JI—-T. H&UAO—-
Ly, 7027 b OFRIBERORT.

[(BIE] > [T\ X]

devices

view

[BE] > [1—-HY—-ELUVIIL—T]

users

view

modify
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Management Console 7 7> 3> |{#ER7ONT 7o ay
=HE settings viewGeneralSettings

modifyGeneralSettings

accessDesignStudioDesktopAutomations

accessAllDesktopAutomations

viewDesignStudioSettings

modifyDesignStudioSettings

modifyDatabaseTypes

viewDatabaseDrivers

modifyDatabaseDrivers

viewTotalAgilityConfiguration

modifyTotalAgilityConfiguration

viewCyberArkConfiguration

modifyCyberArkConfiguration

xY

[RE]I>[EFX—IL 7HDU V] email-account view
modify
[A—H— XZa2—]>[2—%— API |user-account modifyApiKeys
F—1
AZa— AT aITIFEE[ITS | general-ui accessUi
THE5NY. JO-—NILICBRETHh UINDT I RZFEILET

#HAAA RPA BIBE T IL—

RPA BIEE S L — D I1—H—ICld. 874 admin 2—/NN—1—HF—#ERE=KR<. IRTOTO> T
MIRHTBIRTOERLHD £J, RPABEEIXIEEDO Oz FTHLVLWEEBES LI —D
ERZTVWET, I—H—%BEZICTBICIF. TOI—H—%2Z DT IIL—FIBMLET,

* RPABEEJIL—FIE. AFA—H—DBEEINBMABEICKRIIN. T 74 MTIEZEIZHE STV

95

* RPA BIEEEICIE. XD Management Console [EIE] BEEND T 7 XMEIZH D £ Ao

* 2R/ -k
* —E X5

s NwoT7vT
s ZAMtEVR
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fHAIAA admin X —/N—1—H—

admin X—/N\—1—H— FAHT Y kE. IRTOTOS T MCEERICTIVERTIRIZENTE &
BOTOS T MEBENANIALET, COTHTY MMIRPABIBE T IL—TDA Y N—TIFH W]
B, EDTIL—TDAN—=IZHRBLEH A

LDAP &ty b 7w I Tld. BIEESIL—TIX LDAP /BED—PL L TEEINZE T, admin lZO0F 1
UEITV. BEE. OV FEEH. RoboServer REDO—ILICY wE>S$ 3 LDAP JIL—F%
EHETTET,

admin X—/\—1—H%—F. RAPL—HF—FKETHEIOEHFHRFI(ERINE Y, Ccoa—HF—(FOs 1
VILTEEE, BRE. o1—Y—%ERITZ N TETET,

7O U ~HER

FLOWI—H—rJIL—TEEMT IlE. Management Console > [EIf] > [2—H—E LT T IL—

TN DIEICHELE T, tXalUFa EFILIIO-INAR—RTY, I—H—%ERL7I=HEIC. FIEDHIC
RLfeLSIC. Zoa—H—% 120k 7O> o FOBEOO—ILICEEEMIT SN 1 DUEDY

IW—FIEBMT 2HENHD £7,

ELCtEFa)Tas JI—FICEBOO—-IILZEDOHTED, ALO-IIZE&HROEFa)T0 JIL—T
CEIDYTHEDTBEHTEET, AI—HF—ICEHOO-ILHEDYHTENTVWBRES. TO1—H—
3P %<eH 1 200-IILTHATNTVE IR TOREZEITTE XY, Management Console TH#

HorO> zy b EERTISREIE. JIL—T27O00 7 CNEBOO-IICEIDYE TSI T, B2
Oz QA —%RRIINEMTEIENTEET,

LDAP 1—H'— 7hHo Y b&ERTRAZEICDOVWTIE. TLDAP R #EBBLTLET L,

B: #EFRDEND ZT
COFITIE. 7O FRDFEDOO—ILICEEMIToNIIL—FICA—H—ZEBMT 35 5%
LES,
1. TDevelopersy EWSJIIL—THERL £,
a. [JMN—=T12TT. 75AEBEZBERLET,
FRLWIIL—TFZER] X700 Ry I ABRRINET,
b. Developers Lt WS &aiIZAN L. FAZASIL T, [OK] ZHERL X7,
TN—=THT—TIIICRREINEF T,
2. Devy tWSa—H—%=ERLZET,
a. [A—H¥=]142TT. 77 REBE5EZERLET,
FrLWVWA—HY—%2ER] X700 Ry I ABKRRINET,

b. 2—#—% Dev. NXT—R, Kf. BLUBFXA—IEZAHILET, JIL—T%
Developers [ZF%E L. [OK] Z:#RL £7,

Mev] A—H—HRTF—TILICRTINET,
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3. ERZFDITET,
- BEELTOJ VL. [BEB]> [7ASTI FICBEILEY
S T4 TOSIVRD ¢ OVTEFRIR XZa—T [HRE] Z:FRL. [A—-IL IYvE VY]

2ITICHEIL £7,

A= IYvEITI ZTITIERD 2 2DFAHD £ [FAP o O—=-I & [EFal
T4 =T, 7O/ b O—-LICED. ORY FOET. AT Pa—ILOEE, Fid
OJ ORRA L. Management Console TERAIRER—ED T/ a>ZE&LFT, 7O
SIVMAT. EXaVTo =IO o b O-IZEDODHETET, €OEFa V)
T4 JIL—TADITRTOI—H—IF. EI0ETSNTOP I~ O—-ILICE>TERTN
THERRZ AL £ 95

. COT7OP T MMIHERZEMT 3ICIE. TS5 RESZERLET,

Ty RICHLWTHEMENE I,

- (7O k O-J] T [EREB] Z#RLEFT,
. [E*aVUT+ JIIL—7] T [Developers] (Dev 1—H—(FZDFIL—TICBL £7) %R

L. [OK] ZZERL T,
Developers JIL—7D IR TOA Y N—H AREO—ILTHFASNLT I3V EEITT
TELDICEDFLT

- BEBOXZa—REVZFERLTOJ 7T ML, Devai—H—lLTAOJr>L

T. Management Console [CHERNED L S ICKRENTWVWSHZHEEL £,

. [AY Ea=-]1icBHL. ERID~R- > T RoboServer DO 1 > %&IRL £7,

[BIBR] R IIERICHE>TWVWET, RE>DY—ILF v FIClFE. RoboServer D X vt —
YR BERDP BV EHNRINTVET,

=) 1 |

axX AE

BESREZEALT. YATLADRTHACEEAAZRHELE T N50A T avid. NT+—
RYZA EFa)T4. BIUREOFMZNIEIYA XTI BIHEEICRIEET,

A—HY—DAVD 2 S

LDAP 33

SAML SSO #&

= e A

A—H4— NNAT—RD/N\vaft

FTLXKRY
RAM QEID HTHOEE

OJSCERDERE
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A—F—DA D2 L

Management Console [(COJ A > LfcA—H—d, A—H—R[A VI UICLK>THAIEINZE
9, Management Console @ [A—=Y =LV T I—FIR=DD [A1—HF—DAVI V] T1—ILRIC
3. RORICRT SIS, A—HF—DERFEICETI3ERPIRTEINE T,

A—H—-pFVTY Bl

unknown L # < —® Management Console T/\w o7 v %18
TTLTER S, TOBREESATULWARLWI—H—,

internal A—HY—F [A——BLUVTIL—TIR—=STFH:THE
MEnEx L.

saml IA—H#—F SAMLBAHTOZ 1 Y LIRICERSh E L
TCO

ldap#{ldapDirectoryIdentifier} 2—H—|F LDAP R TOY 1 > LIZRICER SN EL
TCo

A—H =R EE T O BAIFUATORRISERE L TLLETL,

s HAA—HY—HOJ1> LI FIC. RL&RIEFS. 1) 2D unknown THBA—H—HT TIC
FETDHE. Fifch1——PE SN2 Zeidi<. FrLuwad1 > AEICEDDVWTEFEDA D
SUNEEINE T,

* SAML %> LDAP 72 OAER ID FO/NA Az R L TULWARWESIE. Management Console D [1—
=LV ITIN—TIR=T, ERLIEEI—H—0 [REBAV S EERTE] DTFICH S unknown &W
SHAYS V% internal ICEBELET,

LDAP 533
Tungsten RPA |&. Lightweight Directory Access Protocol (LDAP) Z N\ L 78R3 R— L TWVWE T,

RO MEY I TIE. LDAP A, REIONT . SSLESHTS—DFRICOVWTEHLHBELED,
* LDAP &

s REZONTa

* LDAPS fEFBF®D SSL EHT 5 —DERAE

CA Single Sign-On M 7R— kE. Tungsten RPA 2026.1 M TIZBEILEINE T, T DHEEIZSE
DVWTIhHDI ) —XTHIRINZFETT. CASVIIL B> EFERLTVWSIESIE. 2026.1
LBEAD T v 7T L— RHEIIC LDAP £7:ld SAML BREDRBFRICBITIZ Lz HEHLE T,

LDAP #54&

LDAP SRS BIC L TERET BICIE. RDIBAAICH B 1dap.properties 77T ILEZELE T,
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[1>YA M=)l T4 L2 kY] /WebApps/ManagementConsole/
1. LDAP ZHB#MELL X,
a. mc.auth.ldap.enabledZtrue ICEREL E T,
b. mc.auth.ldap.directories ICVHR<EH 1 DD LIDAP T LI MU EHRELET,

2. EHOIDAP T LI MUEEKRELE T,

Tungsten RPA IZRILF 7+ L X~ LDAP iEZHR— ML TED. BHD LDAP T LI L JIZE
BRICHER T D ENTEET,

FNENDLDAP T L7 MU, O 7AONT1 NZ2—>ZFBELTHRELEX T,
mc.auth.ldap.directories[N].*

CCTCNETALIRMIDAYTYIRAT, 0D BIED T,

s H—DFo L7 MJDIFEIE. mc.auth.ldap.directories[0].* ZERAL XY,

* 22BHDFTo LY FUICIE mc.auth.ldap.directories[1].* ZERAL I,

c BMOTALIMIDAYT Y I ZUTDOWTUE [JHOBZEPLET,

3. Management Console 77 Z X% REL £,

LDAP 717> +%{FR L T Management Console # &89 3ICI&. 2—H—H B9 3 LDAP &
JL—7®D 1 D% mc.auth.ldap.directories[N].superuser-groups ICIBIIL £,

COTANTAICVZAREINTWVWBE T IL—TD KX /N—ICIF. Management Console TD X —/\—
1—H4—¥ERIMIEINET,
TOERZHIRT BICIF. RA—/N—2—H—FHD LDAP JI)L—TFZ1E L £,

4. JI—T0aHMZHRELF T,
Management Console T7/O ¥ MERZEID B TS L. FRATEERIIL—TD!) X ' LDAP
MPOANTNET,
TIN—=FE IRTDIIN—TZBIETB31.ODT 1 LR ZEBET 3

mc.auth.ldap.directories[N].group-role-attribute 7O/NTo ZFEAL TREINE
ED

IARTDLDAP J I —T%#RTRTBIHNEHILVESIE. mc.auth.ldap.directories[N].all-
groups-filter CHBD 74 L EZZEELTT 74N FDOEEE LEZTLET,

(cn=*) - FIL—TED cn BRICEENTUVWRBEIC. IRTOIIL—T&2=2BRELET (T
TAIL K)o

(cn=E*) -XF lE] THFEZIIN—T2&ELFT,
T4 )L RIFIEEED LDAP 7 T U EFEAL X7,

O H)—F%i1F. UZFRDTARTO LDAP H—/N—TC—BTHINELBHD £,

FICDOWTIELDAP D RFa XY b ZBBL T EEL,
5. [ZF 277 LDAP]:
Tungsten RPA [&. Management Console T® LDAPS (LDAP over SSL) ZH7R— kL TWE T,
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LDAPS Z{EH Y B ICIE. mc.auth.ldap.directories[N].server-url=ldaps://

<hostname>:<port> ZRELFT,
77 # )L kTl LDAPS R— kI3 636 T,

RESONTA

LDAP BRE 7 71 JL 1dap.properties ICIF. RDESBFANTA4HEENTVET (OHDPTLT

BIDICCZTIHITIL—FILLTWE D),
LDAP ZH %1t

ZJaNT+1

5598

mc.auth.ldap.enabled

LDAP =Bt 9 B 1CIE. true ICEREL E T,
F 74 ME: false

TeLOMIEHEO-ILDORYEYYT

pARVAG P

ﬁll

|

mc.auth.ldap.directories[N].id

Management Console RO A—H—DA VY T1—
ILRO—EBE L TERASINS LDAP 7+ L ~ U R
Fo COEREIE. LDAP T LY MU TEI—ETH S
WBENRHD £,

AR EHO LDAP 74 LU MU TR L#EBFAERT
NTW3HE. Management Console (FiE8) L £
/LIO

F7 ) MME: 0

mc.auth.ldap.directories[N]
ups

.superuser-gro

ITRTOKEEICT V2 A TES. Management Console
ADRA—N—21—H =T vE> T ENT LDAP J)L—
JD' X ;o convert-to-upper-case & true ICL

1B 81, AXZEDY I —TabMERENET,

77 # )L MMBE: SUPERUSERS

mc.auth.ldap.directories[N]
ator-groups

.rpa-administr

Management Console @ RPA BIEEICYvEV T EN
JeLDAP I —TDU R ke TNEDTIL—TFTDAXY
N—IZIE LDAP L —TH=O—ILIZRvE YT T 3R
. eRTOFAad Y MM d 3 (admin 2—H—o
BRAERRUAN D) TR TOMERDH D £9, convert-
to-upper-case % true IZ LTEBEIF. ANXFDY
IL—TaDEREINET,

77 %)L MME: RPAADMINISTRATORS

mc.auth.ldap.directories[N]
er—-case

.convert-to-upp

TIN—TR2EARXZICEBRT BICIE. true ICRELFE
ED
T 7 4L ME: true

mc.auth.ldap.directories[N]
ter

.all-groups-£fil

7010 FOEROIERBICRRINZ T IL—T %]
BmLxd,
T 7+ )L ME: (cn=%*)
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JAanr+1

ﬁll

|

mc.auth.ldap

mc.auth.ldap
t

.directories|[N]

.directories[N]

.server-url

.connect-timeou

LDAP H#—/N—® URL T. ldap:// £7=I& 1daps://
JOcJNLZFEBRLEY,
T 7 #)L MB: 1dap://localhost:389

LDAP H—N—ADFEHDRX1 LTI b BOBEIZE
BB s. DG EIIEEF n 2FERLTEELEY,
T 7 #)L MME: 30s

mc.auth.ldap

.directories[N]

.read-timeout

BHIDEGHEIL S NIERD LDAP ' —N\N—h 5 DIHE
DEALT T b WOGEIIIEEE s. DOBEISEE
BnEERLTEELET

F 7 #)L ME: 30s

REEThO >+
ZOn7« BE
mc.auth.ldap.directories[N] .user-dn LDAP (COJ 1 > L T A —H—%FREE T B 1= IfE
BTN 3#5)% (DN).
T 7 # )L ME: cn=admin, dc=example, dc=org
mc.auth.ldap.directories[N].password user-dn PHITY FD/NRT—FK,

NZAT=RIFEXTHRESNZ 1. SidBROERT
TREHEIDETONT AU bEFERLTLES
LY

RRERE
ZONT+1 A
mc.auth.ldap.directories[N].user-search- dA—H—HHEBINTWVWS LDAPY Y —RKOY 51 L
base 78,

T 7 # )L MB: ou=People, dc=example, dc=org
mc.auth.ldap.directories[N].user-search- A% RET3-HICERTZ 70 )L%,
filter 77 #I)L MB: (uid={0})
mc.auth.ldap.directories[N].user-search- d—H—H user-search-base DHITF1 LI U
subtree ICEBESNTUVWAAEEMD HBBEE true ICEREL X

ED

T 7 #I)L ME: true
mc.auth.ldap.directories[N].group-search- |[LDAPY U —RDFI—FHEBEEINATWVWA Y TTFoL
base 7k,

77 # )L ME: ou=Groups, dc=example, dc=org
mc.auth.ldap.directories[N].group-search- |4 J)l—FROI—H—%HATI3-DIERATI T
filter Ao

T 7 # )L ME: (member={0})
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ZOan7« EE]
mc.auth.ldap.directories[N].group-role-att |4 J)L— &%= &FFT 3B,
ribute T 7 #I)L ME: cn
mc.auth.ldap.directories[N].group-search- | )L—7H group-search-base DY 75T LU k1)
subtree ICEEBESNTWVWAEREMN H 255 true ICREL X
ER
T 77 )L ME: true
BiEvvEYY
Zan7« B L
mc.auth.ldap.directories[N].full-name-att |Jd1—H—0OKLZIWETI-OICERTIEM,
ribute T 7 # )L ME: displayName
mc.auth.ldap.directories[N].email-attrib A—H—DBFA—I PRLAZEIEIT2-HICEART
ute 3B M.
T 74 ME: mail
Bhrowg
PA=TAvals e
mc.auth.ldap.directories[N].referral LDAP Y —HADY T/ —RADURAL Y NEHFAT
BICIE. follow ICHRELFY,
T 74 )L ME: follow

LDAPS {EHBFD SSL =T S5 — DR

LDAPS OfEAAFICIERI TS —HRELIHEIE. RZzHEEREL TS

. mN%TM\UMP#—N—E&oThﬁéhtﬂ%%#ﬂmmm%%ﬁbfuépwK&of%ﬁ
TNTVBRERHDES, 7TV =3 hMERT S Java F—XMTZICNT Vv AEZE R 1>
R—FLZET,

* JRE if:tatJDK0)4‘/1&*/173“*‘2‘%&35%1%%@& SERAEAELWVWER SR RRARTICA VYR—FEN
TWB ezl TET

* FLWKRSRXEFR FTﬁ‘ﬁﬁﬁ*h—Cb\é CEESRLTLEEV, -Djavax.net.ssl.trustStore
HEESNTWBBEE. T7F2IL DS X T ODT_L%%ZI' /\—7’I’I\L,¥3'o

* Exchange 72;%:“0))(—)[/ H—N—ICEHRT3FEF. RIATTL—> TEFIDFATINTVWE L
ZHESRL TS

s R=y hﬂ—/\—b\‘SSL%IEL,G%{#\?&HL:EQE NTWBZ xR LEd, SSLY—/N—
FRANY=ILEFERLET,

* DAIINRAMERY—ILICSSLE LUV TS 270w I $3 ISSLAF v > BHIHhESHhEREL
To COMEEZTEMNCTEIN. 2—F vk PRLRICHAANZREL XSS
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SAML > > )L 1 > A > O%E

Management Console I&. —7TBI7% ID EED7=DIC SAML > > J )L H+A > F > (SSO) IC & B 21— —
HFiEsEx Y R— kL £ 9, Management Console i&. SAML 2.0 Z#Lo ID Z7O/N1 & (IdP) & D E#
M %= FDOIZEED Spring Boot & U OpenSAML 51 7S U ERL £,

BEFERAEDVERINTVSR AP D) X MMZDWTIE. [Tungsten RPA #ffiftik) 8B L T ET L,

O sAVL B BICIIEM RS 1Y ANBETE, Management Console DEBFIICHT S > R %
AVA=ILLTLIET L,

SAML SSO ZE%IC$ B ICik. IdP & LT Management Console SAML DFEZITWVE T,
* SE8 1dP DERTE

* SAML OFRETONT«

* SAML > >Z)L OJ 77 OB

NER IdP DERE

I[dP OEREFIEIL. FEOFONAIHIZIGLTERD £T, REFIEIZOWTIFIAP DA RFa XV b+
ZBBLTLLIETL,

Management Console DEBDHREZHRET DICIE. ROFIEZEITL £,

1. Assertion Consumer Service (ACS) DI > FRA > b & XRDAZIL T Management Console @ URL
EREL F¥9o <MC URL>/login/saml2/sso/idp

fBl: https://mc-service:8443/1login/saml2/sso/idp
SAML FREERE X C D URL ISEEENE T,
2. SAML Xyt —C DBELRDUERISE:
a. FEAZE CEmBEEML T,
b. BERIAICGIREZ AP IC7 vy FO—RLET,

SAML OF&E 7TR/NT«
RDIFBFAICH B saml.properties 771 )L T SAMLSSO Z5&EL £95

[1>A =)L T« L2 kY] /WebhApps/ManagementConsole/

Management Console T SAML SSO ZB#MICT BICIE. ROFIEZEITL F75
1. mc.auth.saml.enabled % true ICEREL 95
2. mc.auth.saml.* 7ONTo ZRELE T,

3. spring.security.saml2.relyingparty.registration.idp.* aOnNT1 ZRELE T,
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|

mc.auth.saml.enabled

SAMLSSO ZBMICL £7,
F 74 ME: false

7= a3 EN

Janr+

ﬁll

fA

mc.auth.saml.assertion-
attributes.groups.names

SAML [5ZER®D IdP 505 IL—TEID Y TEM,
T 7 # )L MMB: memberOf

mc.auth.saml.assertion-
attributes.groups.separator

TN —TRBDOREDXF
T AL ME: ;

mc.auth.saml.assertion-
attributes.users.email

SAML [EZERD I —H—DEF X —ILEMH.
T 7 A4 ME: email

mc.auth.saml.assertion-
attributes.users.firstname

SAML [EZERD 1 —H— DR EMH.
F 7 #JL ME: firstname

mc.auth.saml.assertion-
attributes.users.lastname

SAML [EZER D 1 —H —DEEM,
T 7 # )L ME: lastname

mc.auth.saml.assertion-
attributes.users.regex

BELIEEFIC—BLEVWARIZF/>A—H—%Z2T7 1)
R)>TGBHDERKEF, TIAIIMME (SFIF
X Unicode XZE%XFAITBIERKIR)

JI—-TER"

JANT+1

ﬁll

|

mc.auth.saml.group-management.user—-group-
assignment

dA—H— JIL—TFD&ID 5 THEL:
idp: ZIL—FRIAP ICL > TREISRESNE T,

mc: Management Console T IIL—FZFETEIDHT
BENTEET,

F 7 #) ME: idp

mc.auth.saml.group-management.superusers

INT O REEZFEDIIN—F (R—NN—2—H—),
T 7 #J)L ME: Admins

mc.auth.saml.group-management.rpa-
administrators

RPABIEEI—H— JIL-TLTEIDHETSNY
}l/_jo
77 # )L MME: RpaAdministrators
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|

mc.auth.saml.landing-page

false ICSRELEBES. 22— —IXBFMIC AP O 1
VICUAA LI RENET,

true ICRELBE. 2—H—ITIZRAIC SAML O
A UDRREINET,

T 7 #I)L ME: false

mc.auth.saml.single-logout

false IZFRE L1238 E (3. Management Console H*5
OJ77 2ty arhi®T L. BERXAYE—Y
PRRINET,

true ICERE L 7= & 1. Management Console h*50
JT7ORTRIAP5HO0F 7T MENET,

T 7+ )L ME: false

Spring X2 )7+ IdP 7ONT1

Jans«

B8

spring.security.saml2.relyingparty.regist
ration.idp.entity-id

IdP A ® Management Console D—E D 3!IF-
C C Tld Management Console @JL— k URL ZfERT
EF9d Bl nttps://mc-service:8443/)

spring.
ration.

security.saml2.relyingparty.regist
idp.assertingparty.metadata-uri

IdP X2 F—4 XML 7 71 ILDIFFT, DIEIE. IdP &
TBICEBREINTLWB SAML 7 XU 5= oh6B8 L
9,

spring.
ration.

security.saml2.relyingparty.regist
idp.singlelogout.response-url

SAML > >Z)L OJ 77 MGEDER URL, ZDfE%
{baseUrl}/logout/saml2/slo ICERELET

spring.security.saml2.relyingparty.regist
ration.idp.signing.credentials[0] .private-
key-location

SAML U U TR MBS 570 DMERDIZF,

spring.security.saml2.relyingparty.regist
ration.idp.signing.credentials[0].certif
icate-location

SAML U TR MNCELT 3 -0DOWMBHEICHIET D
X.509 ZEERZE DIFFh.

SAML >>Z)L O 779 OB

Management Console I& SAML > >4 )L O 77 k (SLO) ZHR—rLTEDH. I—H—IF 1 ED
T ayTIAPHSAITIRTEET, SLOBEMEINRESNTULSIHS. Management
Console 50O 70 b2 AP AOOY 7O RERNA M) A=, IdP I, A—H—HT7o 707
BRSSOty avaEFOIRTOT S r— 3> (Management Console &) IChfi>TAJ T

Uk 7Ot RZRELE T,

SAML > > &)L O 77 b ZBMICT BICIF. ROFIBZEEITLE T,
1. mc.auth.saml. single-logout Z true ICRELF Y,
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2. spring.security.saml2.relyingparty.registration.idp.singlelogout.response-

url ZFEALTCSLOE URLEZREL £,

3. OJT7U MY —ERDIVRAAL Y NA>T« 2% URL & LT Management Console SLO T~
RRAYbZ2ERTRLSICIHP ZRELF T,

=A%

SR (7 AILA—N)IZED. N— RO T7EE. VI U T7OM&E. £lldxy bT7—7
DHEFHAREEL TH. PATLDEELKITZ CCHANRIESNT T, SURAMUNRERGEIE. BHD
Management Console 1 Y XA RZ >V X%V SRR L TEHETEILIICKRELET, B2BTT—ILA—
N—%RIFTBICIE ROAVR—XV b2V ZRARMETEIHRELRHD £,

AVER=22 b SREA
Management Console F—® Management Console ¥ > XXV XH 2 DU EMHETT,
O—R NZ>H— B/ D Management Console 1 Y XAV ABTU VIR b DET BIC

& HTTP O— R NSV —DMETT,

SRR EhIT 5w b Management Console (. X7 ¥a—IJL. ORY b BLVEFOMDT—2% S
TA—LT—RER=-2R FYRTA—LT—ER=RFRELES, TJxALA—N=-F VAT &
—BERZEETIEDIC. TV R TF—L T—ERN—Z2 I ZAR{LENI:
DBMS TEIT I 2UELHD £,

RO MEY I TIE. BSRIRAMEZEMICT 370D Management Console DFREHE. HLFT7T T r—
aVHBYNCO T AREEINTWAR 2R T 2 AEICDOVWTEHRALE T,

* SUAMEBEMICT S0 D Management Console DERE

* U5 ZAZDRREDHERR

SR BEEEEMICT %78 D Management Console DFXE

SAAMEBEMICT 3 7-HICEED Management Console f Y X2 >V A& RS 2568, TN5D1 Y
AV RARIEEINII R LTS BRENHD 9. CORFBIZ. RITHFOIRTOA VXX
VABMTHREINZ T —2IBEBIEZEET 5 Hazelcast IC& > TR I E T,

fc& 21, RoboServer ETOKRY FEEITYT S & FED Management Console 1 > X4 > AN
DALY FTARY FORT—ZX Xy t—IPBENE T, J5RAFRBETIE. 2—F—HHID
Management Console f Y X2V AN SEIEAT Y RZXET2HENH D £, Hazelcast g >
FEZIRTDAYREZVRACTA—RFv XL, ORY hZRTLTVWEAIYXEZV IV I IR
ZRITR->TARY bZELELET,
Management Console DERITAMZEMICT BICIE. ROFIEZEITLF T,

1. (1R =)L T4 L2 bV]/WebApps/ManagementConsole ICBENL T,

2. application.properties 77T, ROFOANT /K EL F I :mc.high-
availability.enabled=trueo

3. hazelcast.yml 77T, GAUAM I IR RICRY T —UREERELF T,
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Hazelcast &, 25X A2 XVN—DBEALEHIHTZ-0DOFH Ry ND—IFRESONTA
ZIRELET, FHTONTAIZATOEED TT,

ZJanr— SHEA

hazelcast.network.port Hazelcast X N\N—H"RE L ERICERT SR —+
FfldR— FEHE,

hazelcast.network.join Hazelcast X N—DBX IV N—ZFZFHWIHEELTY S

AR EERT 2 HEZRELEFT. —BUBA TS 3

VIIUTFTOEED T,

¢ TIINFEXEVRM AYN—BFBTIILFFv I +={EH
LTEWIRHZITWET,

s TCP/IP: BEEEHADIP 7 KL X F/=IEHR R b
2DV A+ EFRALTAYN—ERELET, <
IWFFY A HDFATEIRVEE. £IETILF
F v X MBRETIEIRVGEICERSINE T,

hazelcast.network.interfaces Hazelcast ’INA VY R B3Ry bI—0 A1V BZ—Tx
1 REHLE T, T77J) ~TlE. Hazelcast 19
RTOO—AHANARZ—=—T A RANATRLET
M EFa)Fos £ldRy T —2 RO ED
ERH,MS., CNEREDTI VE—T 1 XIHRET S
ZEHbTEFT

hazelcast.network.ssl AVN—RBELVTISTAT7 R XY N—BOBET
SSUTLS BESbt=BMICL. EmERDT—RDEF 2
D71 z#tL 9,

SHARRTEDHICDOWLWTIE. Hazelcast DRFa XY FEBBLTLIEEIL,

. S AZRDTARTD Management Console 1 Y ARV RICRALRENEHINS LSICLE
ER

. &AM Management Console 1 Y XXV XA ZRE L. TLRICEFHTEZETHLE I, REINT
WARWBRIRZAIEYXZANLET,

- ROIDA VARV ADERITRTH B C & 2B LIIC. 72D D Management Console f > X &
YRZEHLEFT,

SAAME—RTIX. §TD Management Console 1 Y X2V ABFE LS 1> RREX £
TBLSICTRIBRELNHD XY,
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* D IARTDH—E X (RoboServer. Kapplets) i&. A— R /NS > —%4 LT Management
Console IC7 VLRI BLDICHKRETDHENHD T, BEFEHRLAEVELSICLTLIETL, R
TAYF— LY AVEEMITIE. By a>OKEMEHRT 3HBEICRIBET,

© UIAT Y MERE—RTERITENTULS RoboServer (3. SHAME—FTEYR—FEhEt
Hoo

* Docker T. hazelcast.yml Z7AINZAVTHIIRTV L. COT7AINZIETLDIC
SPRING_HAZELCAST CONFIGRIBEZEHEHREL FT,

T2 A DIREDHERS
SR M %ERE L72%IC. Management Console 7 S AZHEL K RITETNTVWB e xR LE T,

[Management Console] > [EE] > [FRAIAE/—F1IC7 72X L. UTORZHEEL T ZE W,

[V R—T x4 X]FICIF. Hazelcast B0 5 X ZBDB@EICHER L TWVWS IP. F£IdRA MR-
rORREINE T,

s [EFTEIFNICIIREI - —DERL VWD — FARREINE T,

s BHLTWBY—N—%2 vy hAD VTR, O—R NS —FE8NIC - —%2RDS1 T
ARV AICERELE T,

s FED/—FRDAVTFRAF XZa—Hm56. TNYITEBRNTALYR AVTZVIITARTZED
TEXET,

dA—tHF— NAT—RKD/\v a1t

Management Console Tld. Argon2 /X7 —RK Ny alfEFERAL TI—%— N7 — RHMRES
nNEd, COREKIEE VILER16NA M Ny2aR32/N0 ~ LFIE 1. XEY AX 2 LU
REEFK 2 LWSNTA—=EEF DT T AIL LD Argon2 XAZXLICEDVWTWVWET,

TLXK

Tungsten Automation (7 L X kU #ge = FEA L TREDIBIZZINEL. BREIMBLUHELF
ER

Tungsten RPA Tid. T L X kU #%8EIE Management Console ICOABERATINE Y, 7L X b UKBEIE
TI7AIETEMICHE>THED. WESNT=T—2I 24 B Z L I Tungsten Automation 7L X k1
H—ERICHETNE T,

FLXBMUKBREEEMICT BICIE. application.properties 7 71 )L Tmc.telemetry.enabled
% false ICEREL XY,
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RAM DEID HTOEE
1> X ~—)LEFIC. Management Console (377 #JL F T&®RA 8GB £ W5 RAM DEID HTTRESTN
F9, CNFBER. —MBHRT7—o/0—RICIE+2BTAXTTH. ZHOOKRY bZAITLTETTS
BEPREOXAE)ZFERATZIORY bHHB35EIF. COFIRZECIHENRDHDZEHRHD XTI,
Management Console D X EVEID HTA2ZEET ZICIF. ROFIEZRTLE T,

1. (1YRb=J)L 4L MU /bin/ IZBBIL. TFRAF IF4&—T
ManagementConsole.conf 771 I ZHT X T,

2. yrapper.java.maxmemory /NI X—R—ZBLITZRDITET,
TIHEELABVGEIE. BMLTLEEL,
3. LD # ZHIFRL TITOOX Y b ZRRL. EDEZHREL 75

fc & ZIE. Management Console H' 82K 16 GB ® RAM ZFERTE 3L S5ICF BICId. DK SIC
ABLFT: wrapper.java.maxmemory=16384,

OF > J DERE
OYORFBEFEL T, BED RS TN 2—T1 YIRS RTLONT A -V REHRLET,

Management Console (FOJ5EE#RIC Logdj2 7L —LT— 0% ERBLES, 7 U r—>3>n0d 77
ANWETTVT5—=23 > T—2 T LI MIRO [AY] 7AW AITREEINET, CNHDTAILAD
FEMICDOWVWTIE. [TungstenRPA 1 > X b—JL Ha Ry ZBBL TSIV,

« HAETE

s BEFEOJTCEERETE
)

BEAREE

OJERICH T IEEIF. Z<DHE. OJRBRLANILOABDOAHLBD F T, XDBRICHD
application.properties Z 7 ILICTONT1 ZEML X9,

[1>RX =)L 7«4 L% k] /WebApps/ManagementConsole

e ZIEs Quartz IS LTT Ny LNILOOJERZEMICT BICIE. ROTONT 1 ZEMLEY:
logging.level.org.quartz=debug

FHIC DWW TIE. Spring Boot DOV REICET A RFFa XY FZBRLTLLREIL,
BEEOJ CRERHE
Management Console DEEEOJICIE. APIMUH L ZEBE P AT LROI—H—RENRBHRINF

T, COOJICIE. BBERPT —AEAR—X AT VYDEENRETET7I9T4ETr. BLUFEHLIAR
Y EHEFRINE T,
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T7 A4 ETIE BEOJIZENICE>TUVET, BMICTR L. IRTOBEEOINT IV Tr—> 3>
TR T4 LI NIAOEROBEEOY 77 MIILICETAEFNE T, FMICDOLTIE. [Tungsten RPA
AVZAR=ILHA R ZBRLTLLIESL,

BEEOJ OEEDRE

ROIGFRIC#H D application.properties 771 ILEEHLET:
(1A +=JL T4 L2 kY]l \WebApps\ManagementConsoleo
M&R) LANIILTEEOJZEMICL. EEARYFZOVY —ILHAOICKRRITESRLIICTBIC
. ROBEZFEALET:
mc.log.audit.level=info

mc.log.audit.console.enabled=true

Docker ODRDIBEIX. REZHEFERALE I,

SER Log4j2 7O/NT 1 DFRE

—_
=
=)

(1Y A=)l 714 L2 kY] \WebApps\ManagementConsole\log4j2.properties

Docker DEMADIZEIF. HABBD 1ogsj2.properties 771 )LEI DT> b L. LOGGING CONFIG
RIEZHzFERALTEDBAEIEELF9, RICHIZETRLE£FY, LOGGING CONFIG=/ext/
log4j2.propertieso

ERREDFFMICDOWVWTIE. Logdi2 DRFa XY FEBBLTLEIL,
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RoboServer I, 7547 bEIFH—EXR LTARY b%3RITT 3 Tungsten RPAD T S r— 3
> T, Design Studio TEENcOR Y b ZRITL. B, SR BLUVRT2a—-I2J0
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RoboServer Z L& 3 . AR Y FDRITERBEDI ZAT7 Y EHS5DEBERZZIFAN. ORY D
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L THREDRBICKRITIBZELSICRT P a—1) 2T 3H. RESTWeb H—EXZ/ML7EHUH L. Java
F7213 NETAPI ZN LU L. %3 \L\id Kapplets S DMFUSHE LEITS CE TRETET XY,

RoboServer I Management Console £XD 3 DDFHETERI B EHTEXT,
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FRAREFINE T, COEERA TS 95470 RATDUSARZTOHAMERBLTL
TV, BEIE. RPADY S RRIBICBATNTVWRSRICCDERZT T2FBLET,

O (/517> MEE BETARE— RTEHYR—FIATUVEE Ao

* Yy bk H—EX:RoboServer |3 —E X LTHBEL £9, IEEINT=U S XX RoboServer H'
FERINT&IC. Management Console 3V 7y MMESZABLE T, COERET 7Id. TH—E
R BATDUSARZTOMAMERALTLIEETL,

* V7w bk SSLH—EX: (RPA 2026.1 TIFFFHESE) RoboServer —ER & L THEBEL £ 9, IBETII
25 ZAZ|Z RoboServer &R I N 7=#IC. Management Console (ZBgS{b SNV 7y MEEiZ B
BLET, ORI FIE. TService SSLI BATDI S RARATOHAMERL TS,

ARy k%#3EfT9 3ICIE. RoboServer % Management Console T7 Y 7+ 7t 2RELHD £,

RoboServer IZXDIZEICT V7« 7% D £7,

* Management Console DT 5 X ZICEL TWL\%,

C UIRBIBMBSA Y ANH B,

© UIRBITHH%E CRE £TIE KCUDBIDH TSN TV S,

Management Console (&, ¥ 5 XX _ETEE SNz RoboServer 'S5 DREHZEL £,

RoboServer 5&UI T XA ZDEEDFMICDOWVTIE. [Tungsten RPA DAJL T3 @ TManagement
Console] £ 3> ZBRBLTIZEL,

RoboServer ZFREH LVEETZIIE. KO MEYIEBRBL TSI,

* RoboServer DFCEN

* RoboServer DFRE
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RAM QEID B TOEE
RoboServer < vy k&>
RoboServer f—EXDEEBD cZ TV a—F4 Y

RoboServer M Bgt4
&#]IC RoboServer 28 L £ 7,

Windows M XX — k X=a1—7H"5 RoboServer 7O 5 L% ERL £ 9,

ARV R 7AY>T7 b D4 Y RO%EBE. TungstenRPALT YA =)L T4 LI bUD bin 7 LA
BEILT. DK SICANL £7: RoboServer

ROBFAICHBRET 71 ILICKEBERIRTDNT XA—EZHEETNTULSIHBE. RoboServer Hi2E)
LF¥T,

C:Users\ [A—H—]\AppData\Local\ [/N\—23 > ]\Tungsten RPA\Configuration
\roboserver.settings

BEBNFA—INRELTVBIEEIE. ERAFEDHBESUEATRER/NIX—R2EHICT
= Xyt—IDNRREEINET,
OARVE SAVICUATDONTIA—=RZAALET,

RoboServer [-client] [-s <service:params>] [-mcUrl <url>] [-ss <MC shared secret> [-
cl <Cluster Name>] [-b <url>] [-p <port number>] [-sslPort <port number>] [-V]

EMICOWTIE, TOYYR SAVDOERENTA—4] BBEBLTLLIEIL,

F7=. Windows H—E R LT FhIFI VT HESNEEETEITIASLSICKRET DN TEE
ER

RoboServer DHERL

UTDRE w2 Tld. RoboServer #RET B HEICDWTEHAL £,

RoboServer @ BE1E %
RoboServer R

ORYVE SAVDHREINTA—R
txal)r«

JMX H—/N\—DEEE

AEEK

RoboServer O BE1E R

IR TD RoboServer (& Management Console ICEHEIMNICERIND L SICTBIHENHBDFT, COD
BREZITSICIE. ROFIEZETLE T,

1. RoboServer ZRtAL £ 95
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2. RoboServer FRETF IV Ir—a>zREET,

3. [#R]1 2T T. DT« —ILRICASIL 9, [Management Console URL]. [HE>—IL v
Fl. LUV FR2]
[OK] Z:ZER L TEEZREFELEF T, XRIZ. BEEZBMICT 578 RoboServer ZHBicEI L £,

A —]

RoboServer 5%

RoboServer 5% 7 74— 3> %R L T RoboServer Z58E 9 B ICiE. Windows D XX — k X
—a—h"5 RoboServer SREZHENL £,

RET IV r—23> 027 2FALT. UTOREZITVET,

* —fi%: RoboServer ##iA 7> 3>, HE>—27 L v b%ZEE Management Console #5472 3
>. RoboServer KX RRE. SR A=y LD, BLUVFDMBOF T 3>,

C EFaUT ERBEDEF 2 T4 ’RE,

* EEPAE: TLS SEFAZE O ER.

o JMX B —/\—: JMX ' —/N\—DHE,

BREZEHLIRIC. [OK ZBRL TEBEZRELE T, RIS, EEZAMCTBHIC. ETHOD

RoboServer ZBiL&# L £ 95

RoboServer ID

ZNEMNOD RoboServer (ZI&. Management Console > [EIF] > [RoboServer] > [ —/\—] D FIZF&
TRENB—ED RoboServer ID B*$H D £

CDID ZEET BICIE. roboserver.settings R 7 71D roboserver-id B EREL £
ED

RoboServerID ICld. HBF(A~Z. a~2) BFO~9). NA TV () ZE—XA7 (). EUAFR
() DHEFERATEET, IFEIFA Management Console D UTFICUNE S K SIS, EIE 36 XFUR
RE, BEICELTAZxE8HOLET,

RARBIUVR—FERE

27579 KA Docker A>T FATNAT ZFRLTRITLTVWRHBERE. BREINARI N PRLR
PEBROT7RLRACERZHZEIE. ELVWATIFRLIFIP PRLRAER—FESZIEELE Y,

RAM EREDRE

RoboServer TEA TP RAM DRAEXZE T 3ICIE. TRAM OEIDHTOEE] #2BLTLRET
LYo

OAXV R SAVDHRE/INTA—R
RoboServer Tid. MDD KL SBBE/NTA—EDZIFANSNE T,

AT HESNERETIE. BEZHEZFERAL TN X—42%ZHRELET, IVTIR—IADERI %
BRELTLEI L,
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NTA—R

BieA

-mcUrl <arg>

(W7R)

EERA® Management Console ® URL Z A TFOFHX THEE L
F9:httpls]://<hostname>:<port number>.,

fl: -mcUrl http://localhost:50080/
ManagementConsole

0 Document Transformation X 7w & [A—JL/Ny 7]
7> a>xEFDOAO/R Y kT, RoboServer DR b ET
IFIP7RLAEFERALED

'localhost' #{FEMH L TW 33154, Document
Transformation #—E X (& Management Console |Z 3t
TEY, O=INv T ORY MIETINEEA

-ss
—--mcSharedSecret <MC shared secret>

(7R)

Management Console T RoboServer #5359 2 7= DHEF
=Ly bEEBELEY,

Management Console 4 —E XDz > a ohoHEY —
JLwbEIAE—LFY, #MICOVLTIE Tungsten RPA @
ANILVTFL O TH—ERFREE Z8RBL T ESE L,
HES—ULw hZRET SICIE. RoboServer FHET S 77—
ParveFERLEY

-cl

--cluster <arg>

RoboServer Z Management Console ADIEEI NIV T XX
ICEEMICERLE T,

(AZE) CDOBITIE. RoboServer HA&E Y 5 X% RoboServer B&%
BHELET,
* -cl Production
* -mcUrl http://localhost:50080/
ManagementConsole -ss [MC HBEY—JLw k] -cl
Production
-eh RoboServer R b D&BIXTIFIP 7 F L RZBARHICIEEL

--externalHost <88 1P 7RLRX/KX b+
&>

9,

27579 RINZ fzld Docker A>T FNT NAT ZERA L TETL
TWBIBERYE, EEORI~ 7RLZPO—AHILTEESH
TcHDEBABIBEIC. CONSA—2EFRALET,

fBl: —eh 10.10.0.123

—ep
——externalPort <h— h&ES>

RoboServer RX fDKR— FBESERRMICIEEL £,
227 RNFE7=ld Docker A>T FRAT NAT ZfER L TETL
TWBIEAHRE, RBOERI L PRLZDFO—-DILTHRESN
TmHDEBRBBZIBEIC. CONSA—EEFRALET,

-resolveHostTolIp RoboServer ¥ Management Console B®D Y 7 v M EFEICDH
BEL X7,
TI7FIETIE false ICRESNTVWET, true ICRET D
¢. RoboServer D7RX CHED IP ICERTNE T,
-jmxPass JMX 7 FVUr—< 3 > T RoboServer 8R4 376D JMX /\

AT—RZHRELE T,
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NTA—R £HBA

-v HBAORTF—RRETGVAALARY FERRLET
--verbose

(ER)

-V RoboServer ON—2 3V BESERRLTERTLET,
--version

(EE)

-h NLTERRLET,

--help

-pauseAfterStartupError

ED

BEFICTS—HRELIHEIC. RoboServer #—BHELEL £
ER

-S

--service <service-name:service-

RoboServer Zi{£E3 375D RQL £/ i IMX H—E X ZIEE
LXx9,

--port <R—+r&ES>

parameter> CDNTA—=RIEVDBCEH—ERETI2HELHD. BL
RoboServer TEHODY —E X ZBIAT 2 HICEREFR TN
BIEPBOFT, FAERELRT—ERE AV b—JLICL>
TEBZDZET,
5l : ——service socket:50000
5] : —-service jmx:50100
I OWTIE. TOXRT FIATERY—EXR] ZRERELTL
723 LY

-p -s socket:<port number> ZMFUH I 7-dHDEBER

fl: —-port 50000

-sslPort <R— F&ES>

-s ssl: [h—FBES] ZHRUHIT=HDEER
ffll: ——sslPort 50000

--licenselLimit <limit>

-nd Z D RoboServer ADORY b RFa Xy FEREZIFLF

—--NoDoc ED

(ER) SHAICDOWVWTIE. [Tungsten RPADAILT) @ TRF 2 Xk
TERI ZBRL TSIV,

-sn Tungsten RPA T Analytics Dzt z 588 d 27D H —/N—%

--serverName % RoboServer [CEREL £9, IBELBEWVBEIE. H—N—D

() IP 7 RLRICEDVWTHSMIRESNE T,

-11 RoboServer "2 ITERZ e TEBZ /X A=y FDORK

BemEEL T I

((E3=9)

-client Management Console 7 S X2 DI 5147 > b LT
RoboServer ZE{TL £ 75
SARAME—-RFTIRYR—FEINTULEEA,

FIAFEeLY—ER
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H—EX B1L]

--service socket:<port number> RoboServer #* Management Console 7 5 X &Z@AIFTOH—E X
ELTRITEINBLSIEELE T,

<portNumber>: BEfRIFRDYV 7Y b H—EXDHR— &S,
--service ssl:<port number> RoboServer Z Management Console 7 5 X Z@EIFDH—E X
ELTHEITL, EF a7 LRz ER IS ZHBELET,
<portNumber>: BEfRWRDV T v b H—EXDHR— &S,

—-service jmx:<port number>,<RMI <jmx_port Number>: BSfHNRD IMX #—EXDKR— FES,

URL> <Gmx_rmi_url>: JMX H—EREIFOA TS 3> RMI KR b
ER—bo T7AT7 I+ —ILIRETERT 3HICERLET,

fB: —-service Jjmx:example.com:51001

RoboServer £ Management Console DR 1 TEZHRET BICIE. ROWVWTNHD/NFT X —2%ZfE
ALEY,

e —client

* --service socket:<port number>

RoboServer Z##i 95 IV K 51> DAl
* Management Console 7 3 XX@ITDI AT > b LT:

-client -mcUrl http://localhost:50080/ManagementConsole -cluster <client cluster> -
ss <MC shared secret>

C CT. clientCluster & Management Console TIER SN S 7 > MERRA TDUI S X
ZDHAITTY,
* Management Console 7 5 X Z@AITDT—EX & L T:

-service socket:50000 -mcUrl http://localhost:50080/ManagementConsole -cluster
<service cluster> -ss <MC shared secret>

C CT. <serviceCluster> |&. Management Console TER I NIcF —EREHE L1 TDU S X
2DHAITTY,

tFaUFq

RoboServer DRED [EF a2 ) T+1]1 27 T. RoboServer ETHOORY FDORITICERAINZ X2V
T1HIRZIEEL £,

—HRERE

T7AINSRTFLTIER%EH] RoboServer TORY MCLKB T 7MILADEET It
AEHOTRHEITERLE T,

T7 1IN ERET BB T7MIIADEET IR
TldHL<, ORY b 770 S RATLEZERITZ
THEIHLET,
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Management Console 55 JDBC R 5 /N\—%& G2

Management Console 5 RoboServer A® JDBC K<
AN—DREFmZBMCT BHFEIERL F75

S DELAREICT BICIE. JDBC RS /N\N—ZFqIIC

RoboServer ICEEBL T 2T W 7 —ER—DFH

El ZBBEL. [TungstenRPADAIL T @ TF—%

N=X FZAN—1 ICEATRZERZERBL TSI,

aRy k

Connector OfEA%FFA]

RoboServer L@ OR Y b THRA LD Connector Z{E

HATE3L5ICTBEEIERLET,

CDFATTavid. BEBBRICOMERTSLIICL

TLREL,

Connector I&. Management Console I[CBFE N7

BERHOI-—FZRITLET, FMRICDOVTIE
FTungsten RPA DAL Ty ZBRL T 72T,

B2 T v T TOR— SER%E 2]

ARy DY —ZH5 Web R—JZERE L. T57
HTHC L ZHFAT3HGIOERLET, CNnb

D Web R—=ZS file:// DT LTHRONSB I
8. JavaScript DERTICL>TEFa U T LDV RY
PELCZAEEEDHBD £,

JavaScript 77> 3 > OE{TEFHA

Web R—Z D> 7% 2 kT JavaScript DETE O
Ry TRl 92 HEISERLE T, Web X—2 DY
TEIAMI&STEFaAVTs LEO)RINELZT8E
MRHD £,

R=ow o oo ARy b

HTTP/FTP F S 70 v DEEQOY

T—REEEOJICKEHEL. "R—wvo I>d>r O
Ry EHSDUIITRMNIETZEELENZTEHRT 55
BIERLEFY, OJEBEEZEPTE. NT+—T >
ZAMET T BAEMD H D £7,

ORVR SO 7O R%EHA] RoboServer #x2fTL TWBAIY I ADIIL 7V R %
Ol T RBEICERLET, BRERFEICOAEIMET
3L3ICLTLIEELY,

EFAAOT ATV TTDONRAT— ROHSHE [ATHE ATy TTNRT— RER BRI IENZE

IR EOJICEATBEIC. COXTY TTERIN
300 T RURDNRAT—REIRTTBIFEISHER
LY,
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F=bX=2aYTFNA2R

ARV RDEA LTI (# RoboServer U E— bk TNAA XD AT Y RH B DIHE
EREOBMERELET, COFTTavik. OKRy b
TOA—ZFILOEELE LV Web 1 DT ST
VIICDOAHBERINET,

ARV REIE. NODRREZ>Z IV B, 7
g—oavaR. T&EYEITZOr—rayv) A—FR%
EBMTREWVWo7. F—bX=23 Y TN RITRES
NZGEEEKRLET, IYY RHSE LIERERICTK
TTEHRWEE, H—ERICE>TEINEE TN, O
Ry bORITHIMEIEL £ 9

[H—RK FaARIRTFyTDFE. COHREIFXT—7
JO0—TOA—RFOEUHLISBRAINETH. A—FK
DRIVH—ZBEFETETOFEIICORALTD
CIFEBRTH S0 EHIFRICFE LETIT 2 useMD
HOET, VIRABHRT v TME X Ty TOERR
(2. ERRORAHDRELET, AYVRIEFTr—ILRT
BEINEZA LTI MYURIZTNA ATRUHIN
BZUREAHDEFITH. ORY MIOTYVRORETERK
240 ML X7,

TLS #BRDRE [T7#bEFERH 2BRT D, (WERT 71

I [ARRRT 7L LU EHRBHLRET + )L
R ZRELET,

JMX H—N—DHE

HHAAHZD IMX H—/N\N—%FEA L T, JConsole ¥ DY —ILEF L TEITHD RoboServer ZEH L F
9, JConsole ZE*NIC T BICIE. RoboServer AX Y R S Tal#iEEELE T,

ORy FADDOBEBHROME

[ADZERRI AT avicEb. ORY FOATINTA—Z—EBA VR —T 1 ARRITIHES
HWaFEHLET, NAT—RREDEFa2) 70 LOBBRIBRZIERRICTDICIE. COF T avaE
BLZEY,

IMXB—N—TFoEX

FTI7HILETIE. H—N—LEDELWR—KMITIERATERZIARTDI AT D JMX H—/N—IC
TOVATEET, RAZTEKRTBICIE. INXATD—FREBI A7 a>zFERLET,. BWELT . #
BEFIC, BELEA—Y—RENRT—RDODANERDSND LSICHED T,

N—FE— k@

OM%EEBX ZEIBEIEET % . RoboServer AEITENTHH., JTUIZIHELTWVWBRIFEIC. JMX
Y—N—IFZDOBRT/\—rE—MBRIZXELE T,
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REEMN

BELI-EMELGABREZHERT 3ICIE. BEICIGECTT 7 4L hD RoboServer D/\NS X —2 &%
LET. RDESBEREA T a v EFRIZICHNTEETD,

* RoboServer 1 VX Z > 2D

s ERICEITEINZOKRY bORK

* XEVDEIDHT

* ORy b OOEREEE

RoboServer 1 > XX > XD

RoboServer |& Java IRFEE< > > (JVM) ETRITEIN. VM BIEIZARL —FT 4 Y J S RXTLEBBER
BN—ROTT7LETEITINET, VM EARL—Ta0 >F AT LITEHANICEFHFIN. N\—FRDx
FIFEEL. ILWN=3 > T8N T A= RADALARSNE T, —BEBNT+—T X H
ARIAVERMBITZZCIEITETETN, TAMZITS N REBREZRET D7-HDOM—DAHE
RO FEI,

—HRIAI)L—ILE LT 2 DD RoboServer 1 YRRV X%RITITDE. INT+—I Y ADME LT ZAEE
MHRBDET, VM IFATVEBIBICAR— L2 ay (GO ZFEHRALE T, IFEAEXDN—RTITT
Tld. GCIZFE—D CPU A7 DI %=FERT DS, 77y A7 7O vHTIECPUD 75% B 71 K

JUIRRREICAR D £9, 2 DD RoboServer 1 Y XAV A EFERTBL. 1 DDA VARV AN GC #RITL

TWBREIC. HD1 DDAV RARZV AT CPU ZFERALKEITRCENTEXY, 7L, AR—2 OL D
2D CPU FEAZXRIE IDK DN—=2a VICkEL. TRBICE > TE GCHERHD CPU O7 2 EAT 358D
b FET,

FEEFICETINDOKRY fOE

RoboServer HEFFICEITTE 20Ky OIS, FEHAAIRER CPUBRE L., JBICHELRT—XZEE
TEZEREICISCTEAD X9, ZDfllEk Management Console DY 5 XA X RETHREL £95

BV Web T4 P DOEDTEORY b, BEDEWV Web T bR DEDTZ0O0KRY F&EDBHIE
MDDV CPUZHEL T, CPUEARIFRDESICKRIEIT B EHTEED,

cpU (O77) %= 1-WaitTime / TotalTime

7 ZIE. ORy FOERTIC20 DD, Web U+ FDREEZFO-HIC 15D ZIHEE. EKEICE
TEINTLVBRDIEEMIEITTY, CO20WLATRD . THIECPU OT7DF 25% (ICHHL £75
ORy fORTw FIINIEBICEITINZH. 180OKRY b1 EBICERTES CPU OT7IE 1 D75
TY, 77y RFO7 CPU Tld. 5¥WREIERITL T 15 WEFE TS 0OHR Y M. G5 CPUBEDH 6% =
SHEMICERLE Y,

T 7 #JL b TI&. RoboServer (20 BDORy hERRFICEITIALSICKRESNTVET, FOKRY
FH%I 6% D CPU AL IGE. 16 ~17 800Ky FTCPUFBHARIRKRICAEDET, CDK
S57R0OKRy b 33 BfH 9 5 X, RoboServer [SBERHAHHD. ENEhoORy FORETIC2E

DEENHDH DB ZIChHED 9, REICIK. ORY h CPUFEARIZ. OKRY bOOY Y I ET—2D
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POEDEITS Web H+ MMIISL T, LEEICKRITTREENH D £ (CPU IT7 D 5% ~ 95%), €D

R, EEMZER->TELLVERXEIZFATZIZCIETETEEA. BREZEIMLAHS RoboServer d
CPUBARrORY FORTEBZERLTEATTAMETS VWS OWRAKEELHIRT 30 DH—
DAHETT,

XEVEIDHET
XEYDOEAMIE. RoboServer B R—r23EBEORY FOBICHEEEXZRIFLET, XEUFERS

IFORY MK TERD, BMAHANA CHSEEXANA FOFELRICEDF T, XEUDEDO YT
BIBZHEIDOVWTIE. TRAMDEIDHTOEE] #8BLTLIETL,

WM EFARL =T 2T SRATLDSDAEIDFHNZITVWETH. XEUINMERINIES. FO
XEUDBHRENOS ICEDBUFABREICRZ ZCIEHD FHA, ELLWXEUED Y TERRT S
IZIE. BETAMRICATUEREZERL XY, CPUFERAE%X 100% IC9 57X ME2ETL. JVM
(java.exe) NEBRICEALLFHAE)DEZHER LTI INTOFHAEUINHESINLIZSIE. &
DYTE2MFBISEBPLTTAMZEDRLE T, RIEMIS. VM IFFHINIXET)ZIRTERT S
_&ldm<. TDRRT. FEAINSIXE) DEICKBOEHFNRRE NS 7%, RoboServer BIZFRE
TEIRENHD XTI,

O7Ry b DI EEEE

Management Console (. FRE I N/-EERICE DL T, FIAABE% RoboServer BICORY b E 8L
x7,

T4 FOHEBRISBEOSRRATr—1) VI TY, COBETIE. Eo0ORy FERERKFICETTIIBEIC
EEFRTROY MEHRHZ <A S RoboServer hMBAINFE I, 2 DD RoboServer ICEILEHDZEE X
Ov cHAH3HBEIF. BIDYTEAOORY FOBICEDIWVWT, XOOKR Y h%EFIFE S RoboServer H
RESNET,

FoH4 FRBRADBEIF. COHBRICKD. FIFETEEL RoboServer B TIEENHIFICOEINE T,

RIVFTFHFUR ST RBETIZ. RT—FTILREBRHNMHESNIIBAERHD £, COHKT
3. BITXOY MIEEHH S RoboServer ICOR Y RHADE I, EOhoXOy RHARDHDEL
RoboServer BMBEEEINE T, CNUICKD. FEHINTULARL RoboServer Z K D RRICZAT—IL &Y
VTEBRLSICHD. AT—FEUTaPmMELET, 772 L. RoboServer DRAFUIZEL TH ST,
T vw k42 E—R® RoboServer B WI EWZEEHED T,

DEEBR SRR RE T RHBENH D F 9, Management Console DRITHICEIREZE T 313,
BRESHHVETT,

2r—Z IR ERET BI2IE&. Management Console M application.properties 771 /L
TROFONT1 ZRELFT,

mc.robo-servers.robot-distribution-strategy=scalable
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RAM QOEIDHTHOEE
4> X b—JLEFIC. RoboServer 35774/ THA8GB & L\S5 RAM DEID Y TTHRESINE T,
NIEEE. —fEMNAET7—2o0—RICIEFtHD AT X TTH. ZEoOOKRY b EXTLTETTIHEEPK
EOXEVZFERATZ0ORY bHH3BSIE. COFIR%EECITHRELRHZeHAHD FT,
RoboServer DX EJ DED Y THZTETBICIE. XOFIEEETLE T,

1. (A1YZA =)L T4LZ k)] /bin/ ICBEL. TF X b IF+4 X —T RoboServer.conf 774
NZzHZTEI,

2. wrapper.java.maxmemory /NI X—A—%ESLTEREDITE T,
THEELBVSEIE. BIIL TS ZE L,

3. KD # ZHRLTITOOXY FEMERL. ZOEERELF T,
fc& ZIE. RoboServer T&RA 16GB M RAM ZEAT 3Icld. U TFZANLF

9, wrapper.java.maxmemory=16384

RoboServer D> vy KA Y

RoboServer #1213 ICId. XOFIEEZETLET,
1. [Management Console] > [&1%] > [RoboServer] DIEICFEEIL £,

2. RoboServer DAY T* X b XZa—h5 [RoboServer Z{E1E] Z: &R L F 9>
Y—N—%EBLETIHEDA TSI VEECHAAT7OT Ry ALRRRINE T, BERTHOD
ARy FDWMIBAEZERTZ2CHTEET, FMICOVLWTIE. [Tungsten RPA DAJL g
@ TRoboServer) BB LTI,

RoboServer Y —EXDOBEWBD S ZTIN a—FTa 2T
H—E XM T NG WVESIE. Windows TR k 04 T RoboServer X wt—S %L £

wrapper.syslog.loglevel=INFO 5| ZFHAL TH—EXNAI VI M=ILENTVWECCZHEERL
TLIEEL,

SMICDOWVWTIE. [Tungsten RPA f Y X b—JL HA R #BRBL TSIV,
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Kapplets

Tungsten RPAKapplets I&. ARy b ERITTB7HD Web 1 > E—T A A%ZRHET27 ) r—
E-PASD

Tungsten RPA [Cid. Kapplets DRITICHER. AEFERIEXNDOD Java T > X1 LRIE EHAAHD
Apache Tomcat 71 7S UHFENTVET,

77 #)L b TId. Kapplets ¥ —EXIIEARBRIEO TS Y b T4 —L T—ER—IELTH2T—%
R—2%FEALFT, 2BRETOEMTIL. Kapplets ZXBLRILDT—EZR—XTHEHL. BER
BERECEFa2VTAREEZRTLED

Kapplets ZBEH L VBRI BICIE. RO MEYIEBRL T,

* Kapplets DicEf

* Kapplets DFRE

* TEAR—ROHRE

* Management Console T®D&REE

* TROEESL

* RAM QEIDHT

* OJEZROKRE

Kapplets D2E]

ROWTNHODFET Kapplets #HEEIL £95
* Windows D XX — bk XZa—h5 Kapplets 7O 5 L% FEIRT 3,
* OV K ZA4>2h 5 Kapplets RIT7 7 1L ZR1TT %,

Kapplets Z Windows H—E XX LTRITTILSICERET 2D IV T HESNBRETRITI S &
SICRETSZELHTETET,

Kapplets DAL

RDIGAAICH B .properties 7 74 )Lz L T Kapplets Z8RE L £795

[1>A =L T4 L2 ] /WebApps/kapplets
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CDTHIWNAIZIIRD 2 DDBRET 7IILHBEENTUVET,

T71I% A
application.properties H—N—R—b T—ER—EFEF. BLUSSLBREDEERT SV —
TavOREETVEY, RETONT1 2BRLTLLIETL,
log4j2.properties SEROJOREEITVWEY, TOFJDHREI 2BBLTIIEETL,
=M= o —
sE T OINT 1

Kapplets MERTE 7 71 )L application.properties ICi&. RO FONTAHBFENTVWET (HHD
PILTREDICTITRIN=FELTVET ) BEICIGLT. COTONT 1 DREZITVE T,
© F—AR=2

* Rf7

c AN ATZAY RFaxXrhk

» KeyStore

. ==&

c YRI K

el 8 7

Kapplets (& Spring Boot LICHEBERINTWE T, Kapplets 77U —> 3> FONT1 L eHIl. #
#HAF Spring Boot 7ONT 1 ZEEITBZEHTETET,

AT HESNERIETIE, RIBEREZERL TN A—RZRELEY, OV TIR—DEMI %
BRLTLIESEL,

REN—XDREZSCTOANT« ICIE FRALROBEZANTEENTEXT, ROL S5
EBFEMEOEELRTLZEALEIT: ML s. 2 KEIEh BlF do

F—BN—=2

PA=TAYatd BLL

kapplets.database.migration-to-flyway.ena |BE8ETEHR—MLTULWGWN—a s 7y S
ble L—REBRFRIC. T—ER—RDNY I T v T=ER
LTHEREEL 7=, 1 [EI7E1 true ICRREL X TS

17

PA=TAYatd BLL

kapplets.execution.result.encryption.ena BT — R ERETIEHICINAT—R T4—=)L RO
bled SEZAREICL £ 9o
77 # )L ME: true
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Janr+

i

kapplets.

execution.

result.

encryption.key

NAT—R J4—=)LRDEStE*—s EFXal)Tr %58
£ 27=DICT 7 MENSEELET,

T 7 %)L MME: 5d0£68b7-ac91-47fe-8155-25674c
12140a

kapplets.

execution.

result.

encryption.salt

INZAT—R 74 —=I)LRDEESYVILEL, EXaUTa0%
BT BDICT I I MENSEELE T,
F7#)LME: 9c461389-fc0d-4439-af40-15b5¢3
952148

kapplets.

execution.

result.

file-date-format

TORKR—FEINT7AIVRAICEEFNZBHG T+ —
Iy b NBZ—> T7AINRAICOHEEL. T71ILD
ARICHEEZERIFTCIEHD £ A

T 7 4 ) ME: yyyy-MM-dd HH-mm-sss

kapplets
formats*

.execution.

result.

xls-export-

IUVRR—bENFExcel 771D T +#—<T v b &R
ET2HDOFONTs £y T BEPHEFEOOT —
ILEBORRIDEENET,

kapplets.

execution

.purge.cron

HURTERZ BRPEREE THIR T 370041 3
VIEEERT D, conFEROXEIBELET,
T7FIME 0 0 3 x x x (BAFE] 3 B

kapplets.

execution

.purge.timeout

RITREREL I - RMRS NI ELE S, CD
A& R f-EREkiE. R Pa—LEanfrkblo/N—2
THIBRSNLE T,

T 7 )L ME: 3654

kapplets.

execution

.watcher.check-interval

Kapplet DR1TH. FFRI SN Z B X B EICKRT
TRIMNELRBHZHESHZERERT SR
T 7 #)L ME: 30m

kapplets.

execution

.watcher.timeout

Kapplet IZ MRBU E WS —0%Z T2 FTORAE
1THERL,
77 #J)L MME: 190m

NVT:AT7542 RFaxXTh

Jans+

A

kapplets.

help.offline-base-url

7742 RFaAXY I EFU T 1 ILEADINR,
fIEBEIRD URL DEREDEDIE. file:/// THB%
ENHDFT, fFi kapplets.help.offline-base-
url= file:///c:/TungstenRPAManagementCon
soleDocumentation
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KeyStore
Zanr« SHEA
kapplets.key-store.current.location IRTED Java KeyStore 7 7 A ILAD/XR, TDT 71 )L

IC&D. BET—2%ZBESbd 27HICER LIRS
ZEL2ICHFEEL. RICEDOIBEZ T —IR—XUFREF
LEd, NRZT7MIL PRTLDMUABE LTIBEL £
9 f5): file:/c:/certs/kapplets.pl2

T 7 #)L MB: classpath:kapplets.pl2 (<INSTAL
L DIR>/WebApps/kapplets.war/WEB-INF/classe
s/kapplets.pl2)

kapplets.

key-store.current.alias

IR7ED Java KeyStore 7 7 1 LADFERZE = BRI 3 7=
DICERINZ I T R,
T 7 # )L ME: kapplets

kapplets.

key-store.current.password

IRED Java KeyStore 7 71 ILICT VAL TAOY I %
FRRRT BTHD/INRT— R,
T 7 #JL ME: changeit

kapplets.

key-store.previous.location

LIFid Java KeyStore 7 7 1 ILADIN R, INXET 74
WORTLDMBE LTIELE T, fl: file:/c:/
certs/kapplets.pl?2

kapplets.

key-store.previous.alias

LFiD Java KeyStore 7 7 1 LNDIEREZ BRI 5 -
DICFERATNBZ AT X,

kapplets.

key-store.previous.password

LI Java KeyStore 7 71 JLIC7 VAL TCAY I %
RBRS DI HDINZT— R,

Jans+

s5t98

kapplets.

language.default

Kapplets D77 #JL k@D UL EFB T,
T 7 %)L ME: en

JE AN

Janr+

ﬁll

|

kapplets.

repo.cache.check-interval

IR Kapplets ') 7R k1) & Management Console ')
RO NI AT IHELRDHZI2NESHEHERT M
=1

FfRHARE T T % L. Management Console ¥ 7—%4
R—2Z2HBEEHINZ ehHD £7,

F7#)L ME: 1m
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-U-_ E‘Z%l\i

Zanr« Bz
kapplets.service-connection.internal-mc- NTVYIIFZAR—=k %y kT —72 (Docker %2 &) H'
url % 3IRIE T Management Console IC3EHi T 3 7= DE

MDOREL URL, SRESNTULWAWEGES., COEIET 7 7+
JL D kapplets.service-connection.mc-url IC

BTHERT,

kapplets.service-connection.mc-url Management Console (Z##i9 % 728D URL,
T 7 %)L ME: http://localhost:50080

kapplets.service-connection.kapplets-url Management Console TOEREEARD HTTP J—JL/\w
2 M URL,
77 # )L MME: http://localhost:50081

kapplets.service-connection.shared-secret |Management Console TOHY—E XFEEROHEEFS —
Lo

kapplets.service-connection.shared-secret- | Management Console D% —t XEBEEICER TN
file BHBEL ULV b EECT7AIADNR, BH
MEEINTWVBIHEEIF. kapplets.service-
connection.shared-secret WMBHLEINET,

Spring Boot @ Z0O/\7T

Zanr« A
server.port H—/N\—® HTTP ;R— ko

77 #JL ME: 50081
server.servlet.context-path TARTODT7 TV =23y TVRKRAY bDIL—F O

VTEIANNZAZRELFT,

B: server. servlet.context-path=/KAPPLETS
server.ssl.* HTTPS #2E T Kapplets ZR X 37D FONT
DITN—"

BEMBICDOWTIE. THTTPS £ Web R—Z D YR —
T EDERT 42T #BRLTIREEL,

spring.datasource.* T—AR—ANOEEZRET BHOOTANT 1 DY
}l/—jo

spring.flyway.enabled T TVir—2 3 > OREEEEIC Flyway B1ITO BEIRITZ
BWLFET. BITEFETRHRITTSICIE. false IIFR
ELFT,
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Management Console TDEJEE

Oz beORy b 7—2%ZEEL. OKRY b%ZEETL T, Kapplets R TA—H—%5R5E T B IC
I&. Kapplets Z Management Console TEREEY 2MENH D £7,

Kapplets Z &9 ZHilC. KROBBEDTONTAHRESNTVWB I EERERL T T,

* kapplets.service-connection.mc-url - Management Console @ URL,

* kapplets.service-connection.kapplets-url - Kapplets #—E X® URL,

THIC. EBEC—JL Y R EREL. EN5DT—2 Ly A Management Console & K T
Kapplets i T—E L TWRRENHD £7,

Management Console Tld. £H>—2J L W Fld mc.auth.shared-secrets.kapplets FO/NT+
ZEALTHREINET T, BAICHEIN TLAWEEIE. Management Console TEEIMICER I N
£9, >—2Lv bl [BIE] > Kapplets BD [V —E XFREEZ ] D TD Management Console
57X LET,

Kapplets T. #B>—2JL vy bOTONTAZRDELSICREL T,
kapplets.service-connection.shared-secret

HES—U Ly MPRESNTVLARVEEIE. Kapplets I—H'— A Y2 —TJ xR —U Ly bEA
NTB3ESICKDZIAYyE—CHRRIINE T,

ELWHBS—I L v bHRWES. Kapplets (& Management Console IZIEFGTE 9, #EEL £
Ao

FeRAR—ZADETF

Kapplets (& Management Console Y FAILT—2ZRX—X 772 XABLUOTEALET L EZFERB L ETH.
UTFICWS DD DEERZRLET, 774 ETIE IEAXABRED SISV b T +—L T—EZR—R L
LTH2 7T—ER—ZIMWEHINE T, COT—ER—RAETRAMBELVAEDAZHHNELTWET,
TARTDOH2 T—ER=X T71)LE UTOHAICO—-ALTRESNTULET,

* Windows: C:\Users\ [2—H'—]\AppData\Local\Tungsten RPA\[/N—2 3 ]\Data
* Linux: /home/[A—%—]/.Tungsten RPA/[/N\—3 Y ]/Data

TIAINRDTAINRAEZEETBICIE. T—ER—IBEHEDOREEXZZEEL TLIETLY,
UTDOLSBHEEADHD £,

AOJ5&. 9. FBRET—2R—-BHD FEA

Kapplets A58k, . FRIFINET —ER—RUIFEAINEFLFA. NS5OV R—RY MIET
BREIFERL TSIV,
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SQL Server Bl ED/INS X—4
Kapplets %z SQL Server |C##t9 % £ EFIZ. spring.datasource.url ZONTICHA—Y ILER/INS
X—=2ZEML £,

spring.datasource.url=jdbc:sglserver://database-
service:1433;databaseName=database-name; SelectMethod=cursor

MEAER 2V Tk

Kapplets DB &IE. ROBAAIICHZ AV T B TFo LI MU EFRLED,

[1>XA b=l T4 L2 kY] /documentation/sql

* kapplets: T—RNR—X F5vw b T #— LT EICBIEBENT. Kapplets BD SQL X7 ) 7k,

* quartz: T—AR—X TS5y bk T4x—LZCICBEIN/ . Quartz DR a—J>T X007
ko

T— 2 DEES1tL

Kapplets D7 —&2BES{E XD =X L%, TManagement Console D7 — %Skl €02 3 > THEAT
fLTLV\3 Management Console LR L & SICENMEL £,

77 #J)L b Tld. Kapplets D1 > X b—JLICEEN TV S KeyStore ZfEA L £9. RSA IERTRF— <
7 EAAEDEIRBE D KeyStore DIZEZE< HEID L F TS

KeyStore ZRE 9 B Icid. Kapplets D application.properties 7 7 A I TUTOFONT 1 =15
ELET,

* kapplets.key-store.current.*- IRTED KeyStore {REZEEL £7,

* kapplets.key-store.previous.*- KeyStore D7 v I L — REFICDAERT 3 LLEID KeyStore
BREZEELEF T,

RAM DE|D HT

1Y RM—ILEFIC. Kapplets 77— 3> 7T 7 4L TRA8GB £ L\5 RAM DEID HTTEHRE
INFJ, CNUFBERE. —MHNBT—o0— RIZIE+RAT0 XTIH 2EOORY bz AT L TET
TRIHZECPAKEOXEUZFERATZ0OHRY b HB3HFEIE. COFIRZEBELITHENHZ R HD F
ER

Kapplets DXEJDEID B TZEE T BICIF. ROFIEZRTLE T,

1. (412ZA=)L Ta4L P U1 /bin/ ICEBIL. TF XM IF7+X—TKapplets.conf 771/l
rHITFT,

2. wrapper.java.maxmemory NTA—=BZ—%BUTZRDIITET,
TIHEFEELAEVEEIX. BIMLTLEEIL,
3. KFEEDO# ZHIKRLTTOIXY F2EBRL. Z0OEZHEEL T,
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= ZIE. Kapplets B'BA 16 GB D RAM ZEATE3&512F3101d. ROKSICAHL £

wrapper.java.maxmemory=16384,

» > S
OF > T DETE
05 ORBERELT. BEDO RS TS a—F1 YIRS AFLDONT 4—T Y AEEBLET,

Kapplets (A7 5ERIC Logdj2 7L —LD—0ZERLE T, 7V r—>a3> 00 7Z70ILE7 7V
T=23>TFT=2T7T«4LIMIAO O] T AINAIFRESNET. ChoDT +ILADFERICDOWVT
I&. [TungstenRPA 1 X b—JL HA Ry ZBRLTLEIL,

OJERICTTIEEIE. ZBLDIBE. XRDIBAAICH S application.properties 7 71ILADTO
NT 1 DEMCKZOTETRLANILOFEDH LD FT

[1>YA M=)l T4 L2 ] /Webhpps/kapplets

fceZIE Quartz D7 Ny J LANIILOOJEHRZBMICTBICIE. ROTOANT ZEMLET:
logging.level.org.quartz=debugo

FHIC DWW TIE. Spring Boot DOV REICET A FFa XY FZBRLTLREIL,

=ERRE
BELAOJVREZRABTBICIE. ROT 7ML zRELTIRTE L,
[1>RX =)L 7«4 L2 V] /Webhpps/kapplets/log4j2.properties

FEHICDOWVWTIE. Logd2 DRFa XY b EBBLTIIETL,
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BE5F

OFRy b 7714 AT L

Tungsten RPAORY b 774 O XF L (RFS) I&. ARy bATOCRARICT—EDFHmAED L E
AHIFERT 3. REATRELHEE 7 71IL A L—UTY,

RFS t—/N—I&. RoboServer. Design Studio ¥ > XX > X, KLUV Desktop Automation T—> 1 >
MIHBINL—DZEHLEFT,

O Ryt 7710 SZXFLIESMBYI O ROLEYE—FLTUVEEAo

ORYy bk 770 SRFALICT7y7O—RELIZAT>O-RTEZ 7 71ILORARY 1 XIE. EHET]
BEARXEVICE>THIRETNE T,

Tungsten RPA (C1E. ABRENIGD Java T > 21 LRE CHAAHD Apache Tomeat 1 T Z UHE

FNTVWBID. ORY b T7MIL S RATLERITTRIDICENSZERICA VXA =LY BHEIF
HOFEA

RFS # AFBRIEBAICERTBICIF. 777 A RL—C%ZREL. BERESRCEF2AUT 723
YOty b Ty TEITVWETD,

s ORY b 774 2T LDIE)

s ORYy bk 771 P XTLOKE

s ARV N T7AMIL S RTLY—=—N—DEYy TV
* RAM DEIDHT

* OJERDFE

ORy b 771 X7 LDEE)

ORYy bk 77101 AT LEEETSICIE. ROFIEZERTLET,
* Windows DZXAZ—hk XZa—h50KRy bk T70IL ORTL OS5 L%EERT %,
s ORXVR SAUHB6ARY N 774N S RATLDRITI7AMILERITT B

Ffoe Windows —E R LT, IRV THEENEETRITIBLSICKRET D EHTER
ED
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ORYy bk 7701 AT LDETE

ARy b 770N S RXTLIEROGFRICHZRET 71 ILEEALET,

(1> b=IL T4 L2 bV]/WebhApps/rfs

COTANRICIZID 2 DDHFRET 7AIUDHITENRTVE T,
771 Bl
application.properties HF—N—R— b T—ER—EFEF. LUV SSL&K@IE@T’?"U’T—
LavEE. THRETONT 1 2BRLTRET
log4j2.properties BEROJVHRE, OFVJ0RE] 28RLT TV
BRE TONT A
ORYy b 770 SRTLDERET 71)L application.properties ICI&. RO TFONTs HEE

NTVET (bmrbP3< T%TC&)LCCCT(J?)L FLTVWED) HBIZIGLT. COFAONT1 D
BEZITVWE D,

* HEXF/NZR
(374

s TR I7#IIA
* B —EREH

ARy b 7700 2 RFLIE Spring Boot ZR—RUICEBERINTVWEYT, ORY ~ 771 P XT LA
TFrVr—=a>oFanNTa eIl HAH Spring Boot TONT A ZBEETZHTEFET,

:/Tﬂ-ft*ntf—t‘%ﬂ; RIBEZHEFERBLTNIA—2E2RELFT, OVTIR—IXDEHMI %
BELTLET

ISP OADZS
Janr+ SHEA
rfs.allow-absolute-paths true ICERELIEBEIE. /N (C:\files BE) &

ERALRFS 7 7 M ILHENFRISh E T,

false ICSREL. rfs.data-path % /data ICEREL
125 E1 . /data 7 AN AHOEBOHHLFIIEINE
ER

T 7 %)L ME: false
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Janr+

SiEA

rfs.create-folders

RFS A7 # LA E= BHEIMICIERLTE 3L SICLET,
F 7 4 )L ME: true

T—2 TAILA

Janr+

SiEA

rfs.data-path

—BMRORY bRITT—2Z2REFEIZ T AL ZHEE

L#%7, fl:Cc:/RFSDatas

rfs.allow-absolute-paths=true DFSICDHiE
WNXEIBETET XTI, —RHNAREFIE. BESINIL
THNEADHTTITHINR LTERB L VHIBRSNE
ER

-U-_ E‘Z%l\ﬁ

Janr+

SiEA

rfs.service-connection.mc-url

Management Console M#E#E URL,
77 # )L ME http://localhost:50080

rfs.service-connection.shared-secret

Management Console TOH—E XFEEICHERETNS
:/H\:ﬁ:/_a l/ b I\o

rfs.service-connection.shared-secret-file

Management Console D4 —E XA OEF > —2
Ly bZBL T 71ILADINZ,
AADNRESTNTWVWSEHE. COFONT1IF
rfs.service-connection.shared-secret £DbH

BEINED

Spring Boot @ Z0O/\7T

a7+

iR

server.port

H—/N—® HTTP K—
T 7 )L MME: 50082

server.servlet.context-path

ITRTCOFF)5—23>Y ITVRRA>VbDIL—F O
PTHFANRAZRELFT
fB: server.servlet.context-path=/RFS

server.ssl.*

HTTPS T RFS #/R X F 37D TOANT1 DY
)L_jo

SHRICDWTIE. THTTPS D Web R— XD > R—

IV EDEHRRT4 0T HBRBRLTLLESIL,

70



Tungsten RPA 2026.3 BIEEH 1 K

ORy b 7274 RTFLH—N—Dty 7 v S
ORY b FTF—RICHTR3 T 7 ILHEBEREZEMCTIOHICRFS b —N—%HEBEL 7,

1.

TEINIT4A2—T. RDFFAIZH B application.properties 77 IINERETET: [TV
Ab=IL_ FT1L T kY] /Webhpps/rfso

rfs.service-connection.mc-url ZO/V7« IC Management Console M URL Z38%E L &
Jo

f5l: rfs.service-connection.mc-url=http://localhost:50080
HE—UL Y b ZBREBLTHRELET,

a. Management Console Zf&. X—/N\N—1—H—-—rxLTAF1>LFT,

b. [EIE] > [H—ERDEEEMA] ICBEL F 9,

C [ARYF FPANDRATFLIDIAVTFRA M XZa—=FE HED—IL v FERT]
ZERLT HE —JLybZzOE—LET, RIS HBEY—JL v b%Z rfs.service-
connection.shared-secret ZO/NT 1 ICEZEEDFIFT XS,

T7MINRADT7 IV REZEFELF T,

rfs.allow-absolute-paths 7O/NT+ % true £71d false ICREL X T

* true ICRET D L. RFSTH—EX A—H—NTNSDIFFRICT /L X TE3HE. RFS I
Windows @ C:\files * Linux @ /mnt/data B DB /NZAZFERATET 3L IICHBD FT,

* false ICERET Y. 7RI rfs.data-path 7ONT1 THEESNT =T LI MDY T
TANAICHBRINET, & XX, rfs.data-path=/data THBHEIE. /data AD/NX
DHDHFRIENZET,

rfs.data-path 7O/NT+« T —RNRORY b RITT—FZFRETZ 7 AL EZIBELE T,

f5]: rfs.data-path=C: /RFSData

rfs.allow-absolute-paths B true ICRESNTVWIBRICDAHERN /NI ZFERTZENT
TE9, —RNAHBIE. COToLIZMIOHT 74N AE LTERE LVHIBRENE T,

ORy b 770 AT LEEELET,
Management Console T RFS #—/\—|Z#&i L £ 75

a. Management Console ZFE. [BE]> [—M]> ARy b Z70IL ST L Y —N—] DIE
ICBELET,

b. [(ARY N 774N AT L H—N—%ERH] #:&RL. nttp://localhost:50082 RED
RFS 4 —/N\— URLZAHNLET,

ORY MK > TERELIBERINBZ T2 EHEEELMREFET DL SICRESNL I 7IIL 2T
LEFRATESELSICADFE L 771 S RATLDOREREBIMT SICIE.  [Tungsten RPA DAJL
71O ARy b 770 S RTL1 #BRLTIESIL,
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Fl:ORY b T70IL RTLADT HILEDI Vv EVYT

CDFITIE. Windows D7 # /L& % Management Console DAKRY b 77 AL S RTFLICRYE>Y
L. Design Studio ®OR Y MIRTFTyFZEBMLT. TOORY ~ T7AMI S RTLICT—2%2EE
RATHEICODVWTOFIEZRL F T,

COPZERITIBEIC. £EEED TAORY b~ 774NN S RTFLH—N—DEY r7v 71 OFIEL.
FTungsten RPADAIL Ty @ TORY b 770 AT L) ZHBIZ 28O LET. Cnb
OFIEICIE. ORY b 770 X7 LEEORTE CERAAEICET 2FHABERIBHINTUVETD,

COFEIX. TORY S Z7MILRTLY—N—Dty cT7v 7] OFIEHNZTT LTWVWSZ EZER
ELTRBRETNTUVWET,
1. application.properties 77T, —RNGORY FRITT—RZRET D7 AILEADN
X%EIBELEXJ, flirfs.data-path=c:/rfso
REZHERAITBICIE. ORY ks 770 AT L —N—Z2BEHLET,
2. [Management Console] > [E%%E] > [—#%] T. [AKRY b 771N SXTF L H—N—]1%ERLF
ED
3. [Management Console] > [URI kUI>[ARY F TPV ATL]I T 7701 SRTLD
REZEMLEFT,
a. [—fRiEHR] 2 7T, BEBEANTA—REZITRTEELET,
[Z70I SRTLRAIINTA—RXTRFS1 ZHEELE T [INRI/NTA—RT, ROLSICHE
E L 9 rfs1_folder,
CDIFE. rfsl folder [FRFS1 DIL— bk THIRATHDTcd. /N IE c:/rfs/

rfsl folder &AD XY, FENTERLBRVIFEIF. rfsl folder EEIMICERINE
9o

b. BEEIIN=T7I/ERX b—o V14T T, ORY bOTIER b—o > &EDFIF. RED
N=23a>oORy bOHD T 7AIL DATFTLICTIVEIATERLSICLET (OFY +
Z Management Console IC7 Y 7O— R §3HEBENRHD FT) F—I 22 IE—TF3IC
I&. Management Console > [URT FUT>[ORy Rl ICEH L. KELZOARY OOV T
FRAMXZa—%FHVWT [UY=ZXT7I79€X b= 08 Z&RL X7,
4. FEZHFEFELE,

5. Design Studio T. BIFOORy b ZRA<H FILLERLE T, ROTONT1=zHEHE DI [T 7T
HP X7y FTZEBMLE T,
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"B local (CTF A B~ T
FIAA@ ~
TUFZ

=43

local b
JdZ
="content” binary...
FEAILFOER
RFS $¥8 v
JFTILE
RFS1/newifile_bin
ClEm
OFr L2 Uk

ATV OKRY E 770N SRATLICEZTALT—REZEUNAFUEREIEELE T, D

BTlE. Tcontenty IZT7 7AILICEZTIAEFNEXFITYS, 770 AT IVIENAFUTH
BRENHD X,

local 27 7 - L&

OQrsarlevar E-FE) i€ - Fv)

“content” .binary(”utf-ﬂ”)|

§58 : Binary
gize (bytes) =7
hash = "BASGKdAkkeNRQd0Sbowxdpdrig=

771NV E: T—EEEZIAL T 7AIIADNKIAZIBELEF T, ORY ~ 771 S RXFT LDO%HI

F. AXFUNXFDERETNE T,
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local IZ22 71 )l
Io27Lwvav E-FE O@EE-F

RFS1fnewf i le.bin

R ="RFS1/newfie.bin

6. Oy ~%Z&RFL. Management Console DHEFOP 7 MIEOORY b7y FO—FLZE
ER

7. [RITO#E(R] 2FRL T X7y TZ2RITLET,

Ma>7>Y1 OF—&h newFile.bin 7 7 ILICKEIAS N, C:/rfs/rfsl folder/ ICRTE
ThEd,

—EAR RFS v aYy ARL—C%RETS

IO, ORy MIORY b 770 S AT LTI 71 ILORERPHARD 21752 T
TFd, COBMNOESHIC. ORy MIORY FOFIERTZI—BHNARFS vy a3y X bL—U%
ERL L £ 95

ez, —BNARFS By a3y X ML—=JF. ORY FHAREICE S BEFITERZIRNBDO 7 71l
EFRETIHBEICRIDIEHHDET, DA T avid. [Z71IILDHEAEWD]I R [7 71 ILE]
RE, WOHODFIETHERTEET,

TN %E=—BNARFS tya>y A ML= v EYSTTBICIE. RISYH—N—%ty 7y L
7=&IC. BREBRORY FORXRTYTEZRELX T, [Z71ILE] FO/NT+ T robot/newFile.bin
REDNZAEBELET,

KIS T7AIE C:/rfs/8c8a89ca-£d06-4580-99a7-b7£fb7288080 RE D T # LA ICIRESIN
£9,

DT ANAEEORY FORTICEBETHD. RITOTTRICHIFREINE T

RAM DE|D HT
T7AIETIE. ARy E 7700 AT LIFRK8GB £ LW5 RAM DEIDHTTHRESINE T, Ch

IRE. —RNAT—J70— IR A XTI ZROORY hzLAITLTRITIBHEXAE
DAEVZERATZORY bHHBHEIE. COHRZECTRENHZEHHD XY,
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ORYy bk 770N SRTLDXEVEIDETZEET BICIE. XROFIEZRITLET,
1. (AR =IL ToLZ bV /pin/ ICBBIL. TF X b I 7+« ¥ —TRobotFileSystem.conf
T71IzHATET,

2. wrapper.java.maxmemory /NI AXA—R—ZBFLITZREDIT T,
IHEFEELBRVSEIE. BIMLTIIZE L,

3. ZOITHAAXYE TUREINTWVWRIHEIE. KEHD # XFZHIRLE T, TOR. EZREL T
12T W

fceziE. ARy b 770 S RATLDERK16GB D RAM ZFHETEF 3L SICTBICIE. RD K
SICANAILE T wrapper. java.maxmemory=16384,

* A AL—

OF > 7 DEE
OJEROHBREZTH>TC BEDO RS TINa—FTa VIRV RATLDINT #—I VAL L £
ARy b 770 S RFLIE. OFERIC Logdj2 7L —LT—0%FERALES, 7FUr—>3> O

T I77ANWETTVr—>3> 77— 74 L I NUAO [AT] 7AINAICREINE T, NS0T+
WA DEFRICOWVWTIE. [TungstenRPA 1 > X b—)L A4 Ry ZBERLTLIZEL,

HARE
Z<LDFE. OJERICHTIEEEZITOICIE. OF LRILDOFABOAZITVET, ROGARICH S
application.properties Z 7 ILICTONT1 ZEIML X9,
(1Y RX =)L T4 L2 kY] /Webhpps/rfs

ez Quartz I L TTF Ny Y LARNILOOJEHRZEMICTSICIE. XROTONTr ZEMLFT:
logging.level.org.quartz=debug

FHMIC DWW TIE. Spring Boot DOV REICET A RFa XY FEBRBRLTREIL,

BEREE
EBEROJVHREZHARTIICIE. ROT71IlzRELTLLIETLY
(1A=L T4 L2 Y] /Webhpps/rfs/logdj2.properties

FICOWVWTIE. Logd2 DRFa XY b ZBRBRLTIIETL,
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TLS ICK B EZLLE(E

Tungsten RPA (Cld. HTTPS 2T Web R—XD AV R—%>Y r%KRZX ML, RPAOAVR—FRY FET
BEBISATY N H—N—TLSBEEHILTI-ODHENARINTVET, COBETIE. 58
EZ2FRALT. HFBEATEEINE T —XEBSLLET

RDEEYITIE TS ZEALLLZEBBEERES LUVEET B HEICDOVWTEHBALEF T,

© EEFREDOEREML CRE

* H—N—flDHRE

U477 MIDRE

SEPAE DOEFRE CEE

RPA JAVR—2 > FEDBERRET Z1-DDIAEIL. KDIBFAHDSEETT X

s TIUHRARL =TI PRATLICK>TEEIN. BRA IDRIETO DJLICENT Z/NT
1) & SEBR#RE (CA).

s NEBRATERINZ ZENZVWTSIR— CA,

ARREZEMB L UVEERT 27O XIF. BBOR) S — AV TSRS IFvICIGLTERD, TF
TERY—INECAEZFRALTETIBZ LN TEED,

O sCELTREET X M EECHEEABE CHERTIE T, ABBETOFRRMEESINEE
ho BEBRIAETRE T BEF 271 LANIDREETNEEA

BCoERIRSZERT %G8 CAIL—MEERZEORDDIC, V547V DS XA R ETIC
H—N—FERAEZ 1MV R—FLET

H—N—RIDEE
RPA OV R—%> b% HTTPS/TLS BATH —N—C LTHEIT B L SICKRET 2 7O XIE. aVKR—
XY MMIRLCTEABD FY, REFIEIFRDLSICTIL—FLETNFT,
* HTTPSBHTD Web R—=XDAVER—RY rDHERTa VY
* TLS #2H TD RoboServer DR AT+ >4
* TLS 2 T® Desktop Automation H—EXDHKRR T4 >4
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HTTPS I 2EHH TDO Web R— XD AV R— 2 bDRA T4 V5

PEM TI>— FENEAE. F7IEJKS 3 Ld PKCS12 FER TIREFS N IEHEBRZERL
T. HTTPS #2H T Management Console. Kapplets. $&UAORY ~ 770 S RXTLEFRAMLE
ER

PEM I 11— FEhI-sERREDER

BAYVR—FR>M®D application.properties 7 7L T, BYBRTONT ZFEAL T, fdASZ
WERADRLBT 71 NAERELET, BELARL—T« VT SRFLICADE T, BEILG
CTNRZRHBELTLLRE L,

f:

server.ssl.bundle=webserver
spring.ssl.bundle.pem.webserver.keystore.certificate=file:/c:/ssl/app.crt

spring.ssl.bundle.pem.webserver.keystore.private-key=file:/c:/ssl/app.key

JKS F7=13 PKCS12 iz D fEHaTERDER

BAVR—R> D application.properties 7 7ML T, BYIRIONTs2EFEALT. F—DI
AVT R F=ZALTADREHBT 7ML N BLUVEDNIT—RZBELFT, BREEARL—
TAVYT DRATLICEDET, BEBEICKLCTEZRAEL T ZTEL,

B

server.ssl.bundle=webserver
spring.ssl.bundle.jks.webserver.keystore.alias=app
spring.ssl.bundle.jks.webserver.keystore.location=file:/c:/ssl/app.pl2
spring.ssl.bundle.jks.webserver.keystore.password=secret

spring.ssl.bundle.jks.webserver.keystore.type=PKCS12

TLS #2E D RoboServer D7 R AF+ >4

REVRERIEXRIFY 31C1E. Management Console 77 5 X X ADIEFEFIC. RoboServer #5147 >
MERE—RFTRITIDLDICKRELE T

7 7 # )L L Tl&. RoboServer H HTTPS BICERE TN TULSIHE. Management Console (3&Z £ 7%BE(E
DI=DICTLS ZEAL £, CDRETIE. RoboServer (FH—/N—¥ L THEEE Y. Z2BBEHNEE
BRI SN 7o, BIND TLS REISHEDH D £ A

TLS #2HT®d Desktop Automation Y —EZXDKRR T >4

Desktop Automation #—E X% TLSBHTHRI b 3ICIE. I—H— 1 >X—7 1 XD [;iEBEE] &
T CHBAEA OB R T 7 1)L N2 EIBEL X T,
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774147 MUDKE

RPA JAVR—RV B ISA TN H—N— EFITEEETOIHBE. FFezE. 7514700
A=Y O HTTPS/TLS BBETH —/N\— OVR—X 2V MIEHRETD . T—N—IFTIS N\ RSz
D—Efe L CEERE IR L £ 9,

BEBERZWILT DD, V74T MIT—N—DitAEZBER I IMNELHD £J, BEXANZ
AL 94T TFVr—2a2 207 U= a3 b RT3 —/N— AVR—2> MIC

WCTEBDFT,

BHEAND=ZIALDOIT R ) v IR

oA 070 Sl D L 7

HY—=N— AR =22k

Management Desktop OKRy b Z7J)L |SignDoc
Console Automation — | > XF L
EX
Management Console - - JREFSXBFX B
7
RoboServer JREFZZXBFX b |Nodejs 35Xk [Nodejs k5 Xk | Nodejs hZ X b+
7 AT AT A&7

Design Studio

JREFZXRX B

7

Node.js k5 X b+
AT

Node.js k5 X +
AT

Node.js k5 X b+
A+7

Kapplets

JREFZXRX B

7

Desktop Automation H—EX [0S k5 XX+ |- OS FSRERLT |-
7 + 7 X R LFERA + H 25 LEEERE
BRE o

ORy b 7700 ORT L JREZXAFR b |- -
7

XAZZXLDOFERICDOVWTIE. UTD MY ZICEHBEINGEHINTUVET,

* JRERZRABR LT
* Node.js FZ XX 7
* OS FZRERLT

* Desktop Automation % —E XD 1 X X LFEERE

JREFZAXA X7

224 7> kH¥Java Runtime Environment D b 5 X X 7 E2FERAL TWVW35EIE. TLS EHOEEM
HHEINTBHICUATOVWITNADA T a3 > =FERLET,
* L—FEEBREZ T 7AIEDE SRR TICAVR—FLE T,
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HEITT CADI—FEEEE%R, 95147 b 77— a3 »hMERL TUL 3 Java KeyStore (21 >~
R—=bLET, T7AILETIE. SO RMTIXATOBAICHD £95

(1A=L T4 L2 kUl/jre/lib/security/cacerts
AVR—bZRTTBRICNE. (1A=L ToL I bY1/jre/bin Iild D keytool A—TF 1)
T4 ZzERALEY,
£i:

keytool -import -alias myCA -keystore ..\lib\security\cacerts -trustcacerts
-file c:\ssl\rootCA.crt

* ARBALDESRAMANT7EFERLED,

KD Java F 7> araERBLTIIAT7NT7TIVr—23 728 EL. AREAL MFAMINT
ZHEELE T,
javax.net.ssl.trustStore

javax.net.ssl.trustStorePassword

NSDFTarvid. BESNARHEZESCHFSIAMINTY 7702 ELTVWARENRHD X
ER

hooxdFoavid, (1A=L T4 LY k)1 /bin/<application>.conf (C&3 7 TV
T—=aVERET 71 ILAD wrapper. java.additional FONT+« TREL X T,

B
wrapper.java.additional.60=-Djavax.net.ssl.trustStore="c:/ssl/rootCA.jks"

wrapper.java.additional.6l=-Djavax.net.ssl.trustStorePassword=secret

O Hx4L FSACRNTEBATRE. TIAILIDRSI R NTFHABEBRISNET, T
TAI FOEREINEEBRERRIF T AICIE. TTD cacerts Z77IE2AE—L. TED 7 71I)LIC
H R LEREREML £ 5,

Node.js b2 XX 77

Node.js (FIRBIC/NY FILENTEERAEAD U X 2 AL E T, BRILEZEILTZDICIE. ROFIE
ZRITLET,

1. 954720 AVR— b EETITIEHICERINDITHI Y RERAILE TS
2. RITT CADIL—REBREZ S X T LICOE—LE T,
3. BASNI=THT Y FDOERBEZH NODE_EXTRA CA CERTS ZBMTBLSICVRATLERELE

ED

* BEHDERSNTVEWVEEIE. EHZERL. COEZIRET 7 MIILOTENRITKREL X
ED

* BENQNITICHFET 3581 BRAEDT 7ML Z2RDI3T €07 7 IILICIL— FEREDA
BEEMLEY,

4. HBRIETNIE=THYT Y M. NODE EXTRA CA CERTS IC& > TEBBINBZ 771 ILADGRAEND 72
ERENED Y TENTWRZEEREL T,
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OS FZRAKREKT

ARL=TFTA 2T PRATLD LS AR MTICKETZ 5472 M. BEESNIIL— MEBRE = fE
ALTZeuERz#IIL X9,

BHoERIAEZEA T35 TOMAEZ OS FSA PRI RTICAIYER—FLED

ARL—F4 2T SRATFLICE>TITICEBEINTWBNT U vI CADSHBEENRRITIN TV SIS
&. BMOFBEITIHEDHD FH A

Desktop Automation % —E XD A X X LIERE
Desktop Automation H—E X% HTTPS 2 TR X kTN TL'S Management Console ICHE#Ht T 31

I&. Desktop Automation —EXDI—H#'— A > Z—T A RHEHL. [CAT71IL] T« —ILRIC
HITTL CADIL— hEEREZIEL Y,
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=3

CDETIF. Tungsten RPA OV R—2 > b TEARGELEBELT 7> a VICODWTEHRAL FT, REDOE
HFIZIGC T AT FHFAOIAVR—2 > FDOER. Windows H—E X LTOREIT. £hlEHa1L >k
AVAM=IFIBEFERBLIEA VA R=ILELVEHIREITS CEDTEXT,

s AVTIR—RADEHR

s H—EXRXLTORPA OAVKR—%Y FDET

* Windows TOYAL > A2AM=I)LETT AR M=)

AT FHFR—XDERH

Tungsten Automation (Ci&. O > T H LT NFIRIBIC Tungsten RPA ZRRICEM T 3 7-®HICRIIDOT
FIFERVY—ZPABRINTVET, CNISEIUATOLSBHEDONEENET,

* RPA J2R—2> bBICERIEER I N7 Docker 1 X—2

* NI RH L Docker 1 X— DRERITIRILDY > FILD Dockerfile,

s BROAVTIORREA—TAL—232F 370D, > FILD Docker Compose HE 7 7
Lo

* Kubernetes IR1ZIC Tungsten RPA ZBH T 27D > 7LD Helm F v — ko

5OV - B—DII VU TEITIBRHE. @ISV RTIAYTFZF—T AL —2 3
VIBHBAETH, TETELBRCFUAZTR—FLET,

BHEZRETBICIEF. ROMEYIZERLTLIZEL,

* Docker ¥ X—2

© RIREH

* Docker Compose D

* Kubernetestt > )L Helm Fv— bk

Docker f X—<

BUTR® Linux R—XDOEBRNCEBEINT1 X—1E Docker Hub TARICABTINTLWE T,

I D%, St S Docker Hub ®YJ >
Management Console https://hub.docker.com/r/tungstenautomation/rpa-managementconsole
RoboServer https://hub.docker.com/r/tungstenautomation/rpa-roboserver
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AVR=22 b Docker Hub @Y > &
Kapplets https://hub.docker.com/r/tungstenautomation/rpa-kapplets

OfRw b 7Z71JL X5 1L | https://hub.docker.com/r/tungstenautomation/rpa-robotfilesystem

AR IS A, FAIICHEBERTINT Docker A1 X—PZFERALTLIET V. TNE5DA X—DIIEENRE
MAETICRBIEE LIV TRAINTED, HR—rENVVa—2a Vv ERELED

BMDOHREZIA ADBMREBERIBEIF. A——DPAA—CFERTBZIcHTEFEY, [TVXb—

W Fa4 LT bVl /docker 7 #ILAICIE. BRIICERINTIA X—J OIERICEER TN 3 Dockerfile &
HR—F VY= EFNTVET, BEIZRLTINSDT7IIILEZTEL. REBICEHDETAHXA
IAXATNIEAAX—D%BELET,

IRIREW
AT HEINEERE T, BEENZFERALTIOVR—X Vb ERELEFT, COHEICED. BRET7
MIINZZEBETICAVTTFOMEZIHNICHAETZCNTE CUD NI FSA R TEITEHRIT VA
ALFREA—TAML—23Y 759 b 73— LZN LIERBBZEBRAP Y R—FEINET,
* Management Console Z#
* RoboServer Z#

* Kapplets Z#
s ORY bk 770 AT LOEE

Management Console Z#

XI5 9 BIREZ % & L T. Management Console :RE7O/NT4 D X MMIBHINTVWBREED
TONT1ZRELEF T, THUCIE. SAML. LDAP. BLUAREZL O—-IILDOFRENEENE T,

RIBZHTERINTLARVWIONT A IF. TIAILFDORED S EDENBIFENE T, T I ME
ZzFETTEZTONTAICR L TOARBEEREZERT ZHNEDNDHD X,

TONT1 2E2REBEZHICEIRT ZICIE. ROFIEERITLET,

s Ryb Ty Zz724—2237 T ICEEHRZFT,

c Ayia -] ZHIBRLET

s TONRTABDTRTOXFEANFICERLES,

* O—JLEIERZHRARIYAXTRHEEIE. 723> EEZHBRLBVELSICLTLIEEL,
i

mc.roles.developer.permissions.vault=viewOAuthClients,viewRobotAccess,viewSecrets
>

MC ROLES DEVELOPER PERMISSIONS VAULT=viewOAuthClients,viewRobotAccess,viewSecrets

BEDORE SONTa £ &BIS. AV THEETNIZEMBAA®D Management Console FE TIZRDIRIRE
HzFERTH2ENTEXT,
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RAZH

i

JDBC_DRIVER URL

JDBC RSAN—%A I >YO—RTB7-HD URL ZE
LEd

JAVA OPTS

Java RIS Y (VM) DA T2 a > LN XA — 2 &IEE
L%9,

SLEEP DELAY

AVTFHES T BRIDEEZ W THEEL £,

(i) SR BEMOREDSEIE. DARXIYA X LTz hazelcast.yml 77 I EAVTFHICIYT > ML,
DT 7AI%EIT &L SIC SPRING_HAZELCAST CONFIG RIBEHMZHREL X7,

RoboServer Z#§

RAZH

BEE

WRAPPER MAX MEMORY

Java E—7 H o X (XHNA + (MB))o

WRAPPER JAVA ADDITIONAL <N>

EBHID Java NS A—R (<N> |F 1 H'5 6 T TORIET
9o

ROBOSERVER SEC ACCEPT JDBC DRIVERS

DOITRMD—EE L TEEIN/JDBC KT /N\—A
DT IEREHFATLE T,
T 7 #I)LME: false

ROBOSERVER SEC LOG HTTP_TRAFFIC

IARTOHTTP b T7rwvooOJEmzEBMIC L £
ED
F 7 #I)L ME: false

ROBOSERVER CONNECTION TYPE

RoboServer £ Management Console D& & 1
To UTOWFNAZIBEL £,
* ClientConnectionType

* SocketConnectionType

ROBOSERVER SOCKET SERVICE PORT

ROBOSEREVER_CONNECTION TYPE A
SocketConnectionType ICERESNTULBIGED
RoboServer ®R— h&HES,

T 7 # )L MME: 50000

ROBOSERVER ENABLE MC REGISTRATION

Z DY —/N\—% Management Console IZERL 7,
T 7 4L ME: false

ROBOSERVER MC URL

9 % Management Console @ URL,

ROBOSERVER MC SHARED SECRET

Management Console NDEEREICFERATZ2HES —
7L v ko

ROBOSERVER MC SHARED SECRET FILE

Management Console DEFHAOHES —IL v + %
BU T 7AIADNZ,

ROBOSERVER MC CLUSTER

Management Console NDEFREFICEMT 50 5 X4

%o
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RAZH i

ROBOSERVER EXTERNAL_ HOST ROBOSERVER CONNECTION TYPE H'
SocketConnectionType ICERESNTUVBIHE

IC. Management Console B QY —N—IZT7 7+t
AT BIDICERATEBNEBRR FEERIFIP 7 RL
o

RRARDT RLZAO—DILBHE EEBBIHEICTDIN
SA—A%EIEEL XY (Docker £/l T 717U+ —
}L@E%T_ﬂﬁﬂg)o

ROBOSERVER EXTERNAL PORT ROBOSERVER CONNECTION TYPE h¥
SocketConnectionType ICERESTNTWBRIHE

IZ. Management Console B DH—/N—IZT7 01 R
TBRIHICERTET HNEER— k.

KX FDR—FHAO—DIBHERBRZBEIZCDONT
X—A%IBEL EY (Docker £/elE 77170+ —)
DERT—HEN).

ROBOSERVER_RESOLVE_TO_TIP ROBOSERVER CONNECTION TYPE ¥
SocketConnectionType ICERE S

1. ROBOSERVER EXTERNAL HOST H'EE SN TULVA
WZEIC. RoboServer IZ& 3 IP 7 RL AADEKEX +
L0OEREHT L £, KubernetesT RPA ZRET 3
BEIECDNTXA—RZBMLTLIEEL,

T 7 #)L ME: false

ROBOSERVER SERVER NAME B2 ND RoboServer Z#A 3 27cH. BELU RPA D
Analytics Z AT 3 OICERT 3 %H1. IBELAL
BEIGIP 7 RLANERINE T,

ROBOSERVER JMX_ ENABLE JMX B —EXZBICLET,
77 %)L ME: true
ROBOSERVER JMX PORT NUMBER JMXH—EZXDR— +ES,
77 # )L MiE: 50100
ROBOSERVER JMX_SHOW INPUTS JMXZEBLTARY FOANZERBELET,
T 74 ME: true
ROBOSERVER JMX HEARTBEAT INTERVAL N—~E— ~DBHIER ().
T7 %)L ME: o
ROBOSERVER JMX ENABLE AUTHENTICATION JMXUZITX +OREEZBHICL X T,
T 7 # )L ME: false
ROBOSERVER JMX USERNAME IMX EREER D —H — %,
ROBOSERVER _JMX PASSWORD JMXEREERD /N T — Ko
ROBOSERVER JMX RMI ENABLE JMX D RMI ZBZICL £,

T 7 F)LME: false

ROBOSERVER JMX RMI URL JMXH—E XD RMI KRR k&R— b, fi:
0.0.0.0:510010
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RAZH

BEE

ROBOSERVER LICENSE LIMIT

RoboServer 2T Z RN TEBZ S/ X A2y
b DERAE.

LOG4J ROOTLOGGER

JL—k 0OF LRI,
T 7 #JL MME: ERROR

LOG4J LOGGER WEBKIT

WebKit ICEEET A X vtE—00O4 LRI,
7 #JL MME: INFO

LOG4J LOGGER KAPOW SERVERMESSAGELOG

ARy MIBERLAVWX Yy E—000 LA,
77 %)L ME: INFO

LOG4J LOGGER KAPOW ROBOTRUNLOG

ORy fOERTAvE—J0AOY LRI,
77 #JL ME: INFO

LOG4J LOGGER KAPOW ROBOTMESSAGELOG

ORy AR I B A vE—J00O7 LI,
7 7 #JL MME: InFO

LOG4J LOGGER KAPOW AUDITLOG

EHTTP/FTP U T X bDOY LA,
F 7 4 )L ME: OFF

LOG4J LOGGER KAPOW KCUMANAGER KCUINFO

KCU 1B OY L ARIL,
T 7 #JL ME: OFF

L0G4J LOGGER HUB

Desktop Automation 7Ot ZXDOY L)L,
7 7 AL ME: WARN

LOG4J APPENDER FILE MAXFILESIZE

A-7—>a>aony 7 71 ILORAY 1 X,
77 #4)L ME: 10mB

LOG4J APPENDER FILE

O 774D T 741 V4o

T 7 #JL MBE: /kapow/data/Logs/${logFileNa
me }

LOG4J APPENDER FILE MAXBACKUPINDEX

A—7—>3>&nsd07 771 ILORAH.
T 7 4L ME: 3

Kapplets Z#§

Kapplets DIRIEEMZRE T 5 X D= X Lild. Management Console DIHE LK T,

BEDRE SONTa & EBIS. AV THEETNTZEBRAAD Kapplets FRE TIFRDIREZ R ZERT 2

CENTEXT,

RIREH

A

JDBC_DRIVER URL

JDBC RSAN—%AT>VO—RTB7HD URL 2IEE
L%,

JAVA OPTS

Java REET > > (VM) DA T2 3 Ve INTA—FZIEE
LET

SLEEP DELAY

AVTFTHEET BRIDEBEZ W TEEL X7,
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ORy b 771 DE

ARy b 770 ST LOREBERERET 5 X=X LlE. Management Console DIHE L R
T,

BEORETSONT LEDIC. AVTHESNEBRARAOORY b 771 X7 LRETIFRDIER
RER zERTHENTEED

BAZH ik

JAVA OPTS Java RIEE< > > (JVM) DA T2 3 > EINT A=A ZI8E
LET

SLEEP_DELAY AV THHEE T BRIDOBEZ R TIEEL 7,

Docker Compose D

Tungsten RPA [Cid. Linux IRIEAIT DY > FILEREZ STHEHD Docker BT 7 1 ILHABAEINTL
£9., cNS5DT 7AILIFATDIZFRICH D 9%

[1>A =L T4 L2 kY] /docker/compose-examples

71L& SHEA

docker-compose-basic.yml Management Console. RoboServer. ¥ & PostgreSQL 7—#
N—RZEFL XY,

Management Console DIEENFICFEITANIT IHELHRVELS
IC. BT 3HEIIC. BRREICT I ABEREZANDL TS
Lo

docker-compose-ha.yml Management Console. RoboServer. PostgreSQL 7—4&#~X— X,
BELUVBED Traefik 1 X—JICED<O—R NS Y —ZEBL
9

H— tZ’&F;ﬁ#“?“ZoﬁuL_\ BREREICTIEABEREZANDLTL
728V, ARXA L hazelcast.yml Z7AILEIBEL. EDT 71
)| % :I ‘/7_'+£:7'7‘/ kLT, Management Console I> 57 ®
SPRING HAZELCAST CONFIGRIBENMEREL X,

docker-compose-kapplets.yml Management Console. RoboServer. PostgreSQL 7—2~X— X,
H LU Kapplets & ZDRETIEEE L £ 9,
docker-compose-ldap.yml LDAP SR FDTEZTWE T, T X MDRKHDEL

T. ldap _ad_content.ldif 7 7-1JLZ &L OpenlLDAP I 7
TERALEY, KAEFIRTIE. BIFED LDAP H—/N—|l#Ek L T
{TEEL,

docker-compose-rfs.yml Management Console. RoboServer. PostgreSQL 7—#&~X— X,
BLUVORY b 77 AT LZZDRETEHL X0
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Kubernetestf > JL Helm ¥+ — k

Tungsten RPA IClE. Kubernetes 7 5 XZADEREAADY > )L Helm Fv— DR HERINTULE D,
YO TILISLLTDIFFRICH D £,

[A1>YX =L T4 L7 bY]/heln

COFv—hZ2FEALT UTOAYR—V FEEBALEFT,

« Management Console

* RoboServer (R7—3>7)L)

+ Kapplets

s ORy b T770IL RT LA

* Management Console ® PostgreSQL 7 —XZ~X—2X

* Kapplets FH® PostgreSQL 7—&#~X—2X

* Management Console. Kapplets. 5&U0ORy b 770l X7 LD Ingress )YV —X

T ETIE. TOFv—kIZ&D. Management Console. RoboServer. & & U Management

Console Fi® PostgreSQL 7 —AR—XATHEHR I N3 R/IBRDOLY 7w THEMICHD £75

Frv— b ZzERIBR1IC. UTORIRFRGZ/ILLTVWB I ZREL TEEL,

* EIfE9d % Kubernetes 7 5 X &

* ISRBFIAVAb=IEnfcr I A hO—3

* (§XRTH Kubernetes Ingress > b O— S %15 L TLY %) Management Console. Kapplets. & &
ORy b 770 SATFLDIY RRA Y b DOERFEHA DNS %o

Fy—rh5 770l E2HME L THBE®D values.yaml 7 7T IILEZEHRL X T, XROTO/NTo FIL—

TeRELEF T,

* enable: BMICIBZAVR—FR2F

* license: (AT 351> X F—

* roboserverReplicas: 179 % RoboServer D1 > X2 > ¥

* sharedSecret: f —E RFRFEICHERITZHES—IL v b

* host: AVR—XY MIT I RABEBRR b CNS5DRR ME%Z DNS F7AONARICERL T,
BRI ND K SICLTLRT L,

BH—EXE LTDRPA IVER—RY FDET
Tungsten RPA DEH —/N\— IV R—F% > MME Windows T —EXE LTRITT RN TE S, B
FNICEE L. EESNLY—EX 7HUY FTEET R CHFRIESNE T

RDRE W I TlE. ServiceInstaller.exe ZEALTCIYR—R 2 b EY—EXRELTA VR —
L. BRE. BLUVHIBRT 2 HEICDOVWTEHRBELEY,
* Servicelnstallerexe ZFERA LA VA =)L -NNTA—R AT RIBEXDHEE,
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s BEIVR—2Y a2 —E XX LTHEIT-Management Console. ARY b 774 ST AL, &
& U Kapplets Z Windows 7 —EX L TA YA —ILLTREL X T,

* RoboServer #1H—E X ¥ L TZE1T - RoboServer % Windows F£7=lZ Linux H —EX LTA1 X
F=ILLTRELET,

Servicelnstallerexe IC&K D1 XA k=)L

Tungsten RPA OV R—RY b ZEHF—EXE LTETITBDICIE. F£T Servicelnstaller.exe
7O LZFELTEDOAVR—R 2V MEeA YA M—IILTZIRERHDFT, UT

I&. TRPAComponent] 7O S LADIARY Y RZA V5| BMOBMEZ RT—RHIERHI T, FEHAPTL
BAELDICEBITTRRAINTVERIN 1178 LTEITINE T, )

ServicelInstaller.exe -i RPAComponent.conf
wrapper.ntservice.account=Account
wrapper.ntservice.password.prompt=true
wrapper.ntservice.name=Service-name
wrapper.ntservice.starttype=Start-method
wrapper.syslog.loglevel=INFO
wrapper.app.parameter.l="First-Argument"
wrapper.app.parameter.2="Second-argument"

wrapper.ntservice.account

TRPAComponent] ZETI2HEBENH 21— —DT7HU >V ko RPAIGZI—H—DT1 LI MJICEK
EZFRETZH. BUYICRESN-I—H—ZBIRTZCHEETY,

TRPAComponent] Z R XA > A—H—r L TEITITIVENH 3% FIF. domain\account DFER
TT7Hho> b ZANALET,

TRPAComponent] ZBED1—H— ¥ LTEHRITIB2HENDHBHZEIE. . \account DFEHXTT AV
YhEANLFETD,

O tx2U5¢ LDEEHS. RoboServer H—E DAY« YFAD LocalSystem 7 HY Y MEfE
BALABWVWTLEEL, Localsystem BMERAINTUWBIFE. WebKit (F7#J)LE) ORy bDET
BRHCUTOIS—HRELET: MWebKitBrowser NN ZEII TET FHEA T L 2o /N AANDIEREIC
9&13& L/ i L/TCO ]

wrapper.ntservice.password.prompt

BN true DIFE. VAV ENRAT—FOANZI—H—IIKRHET, IXVV R FAVICNRT—F
AT BHBEIE. wrapper.ntservice.password=<your-password> ZfERAL X7,
wrapper.ntservice.name

AVAM=INT BT —EXDHEF, T—EXBICAR—IAZZHBZLIETETEE A
wrapper.ntservice.starttype

ROWTNHODEZFERAL X,

* AUTO START: ¥R T LOBRIHIFICH —EXZEEHNICHBL T,

* DELAY START: DLEEZZEIFTH—ERzMIBLF9,

* DEMAND START: U —EXZFETHIBL XY,
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wrapper.syslog.loglevel
TRPAComponent] H5ARY k OFAOAVY —ILEAZVAAL I R LE T,

wrapper.app.parameter.
TRPAComponent) D58, HELELITASILTLIZEL,

H—EXRA VA —)LEhd . TH—ERelTOd4 ) ERAI—Y—IE5EThEzT, —E
ZDREICKE L 7-5HZE & gpeditmsc ZBEWTHERMIMMTSE TN TWVWS Z & ZHE2 L. (Windows 10 D
#%%&) Administrative Tools > Local Security Policy > Local Policy > User Rights Assignment > Log
on as a service > Properties [C#%E L CT. 12— —ZEBML X,

H—EXE LTOEEIVR—RY FDRET

RDFIETIE. ServiceInstaller.exe ZfEFH L T. Tungsten RPA Management Console. AR
E 770l > RFT L. LU Kapplets & Windows H—E XX LTA YR b—JL. RE. BLUVHIRT
BHEICDOWTHEALE T,

MTFDORI )T EDFTIE. TRPAComponent] Z. A X b—IL9 3OV R—3> bOBEYRARE &
RETFAINTESBRRET,

AVE—-—22k RV 7 FADRH 1]

Management Console ManagementConsole ManagementConsole.conf
Oy~ TPAIL XTI RobotFileSystem ManagementConsole2026.3]
Kapplets Kapplets

Windows H—E X DB

1. AR 7AY7h Do RIEBESE. AYVR S4B AVR— Y M ERFTZHICHE
BINTA—RZEELET,
SERAREE/N T X—ZIZDUWTIE. [Tungsten RPADAIL Ty OREERE Y I EBRBL TS
\I\o

O Windows Y —EXEEFTEFAYY REALI—Y— FHAYY R TIYY RERFLE
o REZ7AINET IV r—>a> 071 IR RERTLIEI—H—0 AppData 7 # LA
ICRESNET,

2. OVR—XVEDELKEITINTVWR I EZHESEL. OXY R ST -s NTA—2%FERL
THERREERELE T,

3. DRV VT h=EALT AVR—2Y b2 —ERELTAYAM=ILLET, GHAPTLAE
BEIICEBITTRREINTVERIN 11T LTERITEINE T, )

ServiceInstaller.exe -i RPAComponent.conf
wrapper.ntservice.account=domain\account
wrapper.ntservice.password.prompt=true
wrapper.ntservice.name="RPAComponent<VersionNo>"
wrapper.ntservice.starttype=MANUAL
wrapper.syslog.loglevel=INFO
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4. BRENSA—REEEITDICIE. T—EXZEFLEL. FILUNSA—2EFERALTIYR—2> b
EFHTEITLT BEZRELTHLS. Y—EXEZBE#HLE T,
Windows H—E X DHI&
Y—EXZTUAVAM=ILTBICIE. ROOAT YV REEITLETD,

ServiceInstaller.exe -r RPAComponent.conf
wrapper.ntservice.name="RPAComponent<VersionNo>"

tH—E X LTD RoboServer MET

RoboServer & Windows £7:zld Linux H—E X L TEREL X7,
* Windows TOH—E X & L T®D RoboServer DE{T
* Linux TOHY—E X & LT RoboServer DE{T

Windows TDH—E X & L T®D RoboServer ®E1T

Windows T RoboServer "EEIMICES T3 LD ICHKET BICIE. ServiceInstaller.exe JOJ S
L% {ER L T RoboServer # Windows H—E X L CEML 9,

© windows Server FTEIfET 3124

Windows Server LT RoboServer #t—E X L TEITI 3B, 7O XIIBEDI—H— KR—L
T4 LU RUTIFRL. systemprofile T4 LY MU ZERALEY, Y—EX 7HAD Y MMIEZDFH
Fr COMERDZWVWETREMELH D £

WebKit DEEFI TS —%FH<ICIE. RO T AIIAZFHTER L F T WRBEBIZIHEL T FELTWSH
THIAEVER L E )

* C:\Windows\system32\config\systemprofile\AppData\Local\Tungsten RPA\[/\—
23]\ .dbus-keyrings\

* C:\Windows\SysWOW64\config\systemprofile\AppData\Local\Tungsten RPA\ [/\—
2 32]\.dbus-keyrings\

IN=>3>] % A YR=ILENTUWLS Tungsten RPA DN—2 3 VB SICEZHRZI 9,

Windows H—E X DiENN

RDRAIVTMIE>T TT7HILEDINTA—2%ZERAL T RoboServer ZEEE T35 —ER &1V
F—ILLET, Y—EXDHFIFBEISIGCTEETEE T, (HAP T BB LS ICEBITTRRIN
TLEINN 1T LTRITENE T, )

ServiceInstaller.exe -i RoboServer.conf
wrapper.ntservice.account="<DOMAIN>\<USERNAME>"
wrapper.ntservice.password.prompt=true
wrapper.ntservice.name="RoboServer2026.3"
wrapper.ntservice.starttype=AUTO START
wrapper.syslog.loglevel=INFO
wrapper.app.parameter.l="-p"
wrapper.app.parameter.2="<PORT-NUMBER>"
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wrapper.app.parameter.3="-mcUrl"
wrapper.app.parameter.4="<MC-URL>"
wrapper.app.parameter.5="-cl"
wrapper.app.parameter.6="<ROBOSERVER-CLUSTER>"
wrapper.app.parameter.7="-ss"
wrapper.app.parameter.8="<MC-SHARED-SECRET>"

Windows H—E X DHI&
Y—EXZT7YAVAM=ILTBICIE. ROOAT Y RFEZETLET,

ServiceInstaller.exe -r RoboServer.conf wrapper.ntservice.name=Service-name

Linux TOH—E X & LT® RoboServer DELT

RoboServer # init . dH—E X LTEITITBICIE. ROFIEZEITLE T,

1. Linux N\wo—2% A o>0—RL. T742IWL DT LY 8) /opt/Tungsten RPA/ ICHHL
£,

2. DEBNNY S —2% AV M—=ILLET,
3. RoboServer OREXZEE (FF>3aY)

4. $service RoboServer start ZE{TddH. YO UFHFESLTH—EXZBENICHKBLE
ER
T 7 #I)L L TIE. RoboServer [ SSLAR—btD ) v XAV E#->TREL X
9o roboserver.settings 77 THR—FESZEELEX T,

5. FRARMEER AT RERRT BICIE. 5184 LT /ete/init.d H'5 RoboServer ZE1TL £ 95

Windows TOYAL > F A 2AM=IILET7 A2V A =)L

A—H—H2EE1TS Z &4 < Windows AD Tungsten RPA D1 > X b — L £ 7= I3HIBRERITT B IC
I ROFIEZEITLE T,

* Windows TOHAL > A=)l

* Windows TOH AL >k 72142 A=)

Windows TOHY AL > 12X =)L

ALY AV M=F— . I——DRELLTEITINEF T, I LEXIFRTIVTRTAH
AL 7Ot R 2B T RLEN DB IHEICERTT,

ZIL AR —=FDER

TungstenRPADT AL >k 1 VA b= )LZEITTBICIE. BEEBEEBRTROIY VY FZEITLED,
msiexec /gqn /i TungstenRPA-2026.3.msi

COOAXYVRIE. FOVSLETIAIFDOERICA VA M=ILLET, BOBFREIEETBICIE. XD
OV REFERALET,

msiexec /gn /i TungstenRPA-2026.3.msi INSTALLDIR="dir"
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CCT "dir" I3M YR M—ILTBIHATY, Al :
msiexec /gn /i TungstenRPA-2026.3.msi INSTALLDIR="C:\Tungsten RPA 2026.3.0.0\"

TungstenRPAZ AR R L TAINAIZA VA M—=ILTBRHEE. 1VA =L TFIALEITRTOH
7 3 ILEEBD. Windows 1 VX b—=)LDS AT L OF—JLICEHL TV BHRELRHD £9, > XT LA
A7 —IJLEREIE. [FF Unicode 7OJ S LDEFE) O HIFDKRE] ICHD £,

A= 7OCRZEHRT DT 7AILZIEETSICIE. ROV RZFERALEFT,
msiexec /gqn /i1 TungstenRPA-2026.3.msi /1 msilog.txt

PREAL VX =S DfER

UFIE. ALY E=RTEIXEIERA VA M—F—%2FHTZH T,

msiexec /gn /i TungstenRPADesignStudio-2026.3.msi

msiexec /gn /i1 TungstenRPARoboServer-2026.3.msi

msiexec /gb /i TungstenRPADesktopAutomationService-2026.3.msi

Windows TOHAL >k 72142 X =)L

TungstenRPADH ALY b PUA YR b—I)LZETT3IC1F. BEEERTROIATY FZETLE
ED
msiexec /gn /x TungstenRPA-2026.3.msi

TOAYZAL=IL TOCRZEHRT BT 7 MILZEET BICIE. RONSX—2Z2FERLET,

msiexec /gn /x TungstenRPA-2026.3.msi /1*v uninstall.log
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[ [ ] H—F 50001 Console (<& #kENBIz8h ., /I—VIE
— — {FHRT LA OF A TDH RoboServer [Z
\ Mgmt Console Mgmt Console AT—BTHIBELNHYET
H—F s0001 I[ F—F 50002 AK—F 50018
EEy ' | !
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598

Tungsten Automation 7 74— a>pAdaA4> JL7>ovil
F. A—HY—-HAHALFT

¥ a7 OFE

Tungsten RPA (ZActive Directory / LDAP O 1 —H—/4 )L—FD[E

HEHR— b LET, ThIZLD Tungsten RPA (FEB5EH L U ERIE

REBOLDICEEA VIS A NS VFvEFRALED,

Tungsten RPAFEMDT=DIC. 7V r—> a3 VEBDRES LTV
MANZILBHBATVWET, CHICIFERBREBEI M-

NEENFT, FRESNINZIT-RIZBSLINET,
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B.Z 541 7>~ k& Tungsten RPA H—/\—|TiX(E

ATFdV— HERDT—4

R—k 80 F7cld 443

JOokall HTTP &F7zI& HTTPS

SHER 224 7> bld Tungsten RPA B —/N—IZEEL F 95

¥ a7 OFE

Tungsten RPA 7 51 7>  (Management Console & Design
Studio) #H'5 Tungsten RPA AD I R TDEFTIE HTTP / HTTPS 2
HTY, HTTPS I3, RELANILDEF 2T ZHRET IHEND
D&EJ,

C. Tungsten RPA % —/X\—H'5dD Tungsten RPA B —/\—|JiE(E

AF3dU— EXRDT—4&

R—b SRERIAE, T 7 #JL b 80. 443. 50000. 50443, 49999, 49998
okl HTTP / HTTPS. Vv RTCP /1P

SHEF Tungsten RPA #—/\—I{35]® Tungsten Automation 7 15—

23R —N— DB TEREZITVET,

¥ a7 OFME

FARTO Tungsten RPA AV R—% > bd. W RZLFBEDOH D
REBEBSBEE (TLS1.2) 2FEATBLSICRETITET,

D. Tungsten RPA H—N\—[3T—RAR—2X H—/N\—|TiE(E

AFdU— EEFOT—4

R—+b ZORINICE->TERDET

JOk3)L TCP /1P

HAR Tungsten RPA = N—HF—ZR—Q EEZEEITVE T,

¥ a7 O

Tungsten RPA #—/\—(3 SQL T —Z~R— X |ZHEH L £ 95
BE. T—ER—X Y—N— T XTFLIZRAUCBFRICEBET NS H
MIBNICREIND . EEZESLTIVEIIHD £EA.
el CO&SHBESENIBERIZEIE. SSLZNLTT—4
RN—REGZHESETEEY,

EOQRYy hETF—R AML—=

ATFdU—

REST O 7 —#

B!

ARw b BE. BLUEET 3 XX T—FIE. Management
Console ZN L TRESNE T, AKRY MIBERET—42%2T7—4
N—RIRETETED
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¥ a2l T O ARy by BE. BLUBEET S XX T—RIF. Tungsten
Automation T —ZRXR—XUREFEINE T, TNHDAEZT—ZIC
I RESNTIEVRTLTHIVRENLTTZOVERLET, T—
AR—ABFROES{EEEZFERAL T, T—4X—X LRNIILOBES
tHFETETES

T7M4IL SRATLRT—ER—ADBSEHBEWNTHEIHESHIC
BB WRT—R AE R T LBERIET ) r—2 3 VE
BOI—HY—B)HNESICERESNE T, [Vault] ICREFESNZ/NX
J—R, FEEXTZ2a—IADANE LTHRESNATLNAZIT—FR
. BEEHLERLIEIRRERFER L TSt E Y, SAEILE
RENFEBSIE. FESNTVWBNRT—REESLT 27-HICfE
BEhEzd, 774N ETIE. 12X M—=JLICIERSA 1024 E v +
BESCAESENRESNTVWETH. BEEHNEREEERT S LS
ICT Rz BEHLF 9, FMICOVLWTIE. Management
Console D7 —#BEE1bl ZBRL T LI,

95



	目次
	はじめに
	製品ドキュメント
	システム要件
	トレーニング
	Tungsten Automation 製品のヘルプの入手

	概要
	Management Console
	Management Console の開始
	Management Console の構成
	設定プロパティ
	認証
	タスク記録のクリーンアップ
	データベース
	Git
	ヘルプ: オフライン ドキュメント
	高可用性
	KeyStore
	ライセンス
	ログ記録: 監査ログ
	MCP
	RoboServer
	設定: Analytics データベース
	設定: ベース URL
	設定: Desktop Automation サービス
	設定: ログ データベース
	設定: パスワード回復
	設定: プロキシ
	設定: ロボット ファイル システム
	設定: SMTP
	テレメトリ
	Vault

	Spring Boot のプロパティ

	データベースの設定
	データベースに関する考慮事項
	データベースの接続設定
	データベース ドライバー
	データベース アクセスと初期化

	ライセンス
	ライセンス モデル
	ライセンス キーのタイプ
	ライセンスの設定

	データの暗号化
	KeyStore の作成
	KeyStore のアップグレード

	ロールと権限
	ロールの定義
	権限のプロパティとアクション
	組み込み RPA 管理者グループ
	組み込み admin スーパーユーザー
	プロジェクト権限
	例: 権限の割り当て


	高度な設定
	ユーザーのオリジンと認証
	LDAP 認証
	LDAP 統合
	設定プロパティ
	LDAPS 使用時の SSL 接続エラーの解決

	SAML シングル サインオンの統合
	外部 IdP の設定
	SAML の設定プロパティ
	SAML シングル ログアウトの有効化

	高可用性
	高可用性を有効にするための Management Console の設定
	クラスタの状態の確認

	ユーザー パスワードのハッシュ化
	テレメトリ
	RAM の割り当ての変更
	ロギングの設定
	基本設定
	監査ログと高度な設定
	監査ログの動作の設定
	高度な Log4j2 プロパティの設定




	RoboServer
	RoboServer の開始
	RoboServer の構成
	RoboServer の自動登録
	RoboServer 設定
	コマンド ラインの設定パラメータ
	セキュリティ
	JMX サーバーの設定
	本番構成
	RoboServer インスタンスの数
	同時に実行されるロボットの数
	メモリ割り当て
	ロボットの分散戦略


	RAM の割り当ての変更
	RoboServer のシャットダウン
	RoboServer サービスの開始のトラブルシューティング

	Kapplets
	Kapplets の起動
	Kapplets の構成
	設定プロパティ
	データベース
	実行
	ヘルプ: オフライン ドキュメント
	KeyStore
	言語
	リポジトリ
	サービス接続

	Spring Boot のプロパティ

	Management Console での認証
	データベースの設定
	データの暗号化
	RAM の割り当て
	ロギングの設定
	基本設定
	高度な設定


	ロボット ファイル システム
	ロボット ファイル システムの起動
	ロボット ファイル システムの設定
	設定プロパティ
	絶対パス
	作成
	データ フォルダ
	サービス接続

	Spring Boot のプロパティ

	ロボット ファイル システム サーバーのセットアップ
	例: ロボット ファイル システムへのフォルダのマッピング
	一時的な RFS セッション ストレージを設定する

	RAM の割り当て
	ロギングの設定
	基本設定
	高度な設定


	TLS による安全な通信
	証明書の信頼性と設定
	サーバー側の設定
	HTTPS 経由での Web ベースのコンポーネントのホスティング
	TLS 経由の RoboServer のホスティング
	TLS 経由での Desktop Automation サービスのホスティング

	クライアント側の設定
	JRE トラストストア
	Node.js トラストストア
	OS トラストストア
	Desktop Automation サービス用のカスタム証明書


	展開
	コンテナベースの展開
	Docker イメージ
	環境変数
	Management Console 変数
	RoboServer 変数
	Kapplets 変数
	ロボット ファイル システムの変数

	Docker Compose の例
	Kubernetesサンプル Helm チャート

	サービスとしての RPA コンポーネントの実行
	ServiceInstaller.exe によるインストール
	サービスとしての管理コンポーネントの実行
	サービスとしての RoboServer の実行
	Windows でのサービスとしての RoboServer の実行
	Linux でのサービスとしての RoboServer の実行


	Windows でのサイレント インストールとアンインストール
	Windows でのサイレント インストール
	Windows でのサイレント アンインストール


	Tungsten RPA セキュリティ モデル

