Transact 2022.1 Fails to Start After Upgrade: “Unable to Process this Request” IOException applicationContext-autotableservice.xml
AUGUST 12, 2022
|IN INSTALL AND UPGRADE
|BY ABBY MORELAND
Applies to: Transact upgraded to 2022.1 and above with the AI Table Rule Builder previously installed.
Issue
After upgrading Transact to version 2022.1 or above with the AI Table Rule Builder previously installed, Transact will fail to start properly.
When logging into Transact, you may receive the following error message: Unable to process this request.
The localhost.log file may contain this error message:
Caused by: org.springframework.beans.factory.BeanDefinitionStoreException:
IOException parsing XML document from class path resource
[META-INF/applicationContext-autotableservice.xml]; nested exception is
java.io.FileNotFoundException: class path resource
[META-INF/applicationContext-autotableservice.xml] cannot be opened because
it does not exist
Workaround
 To resolve this issue:
1. After upgrading Transact, reinstall the AI Table Rule Builder. Refer to the https://knowledge.tungstenautomation.com/ for steps.
2. Restart Transact.

KB: Missing Entry in Property File when Upgrading Transact from 2019.x on Linux
MAY 2, 2022
|IN INSTALL AND UPGRADE, LINUX, SSO
|BY ABBY MORELAND
Applies to: Transact version 2019.x
Affected operating system: Linux
Issue
This issue occurs when upgrading Transact from 2019.x to 2022.1.00 on Linux. When performing the upgrade with a preconfigured single sign-on (SSO) environment, SSO may not work due to a missing entry in a properties file.
Solution
To resolve the above issue, complete the following steps.
1. Navigate to the [Ephesoft_Directory]/Application/WEB-INF/classes/META-INF folder.
2. Open the applicationContext-security.xml file in a text editor.
3. Locate the following lines:
<bean id="epheSamlFilter" class="com.ephesoft.dcma.webapp.SamlFilter">
<constructor-arg index="0" value="FirstName"/>
<constructor-arg index="1" value=""/>
<constructor-arg index="2" value="true"/>
1. 
4. Add the line <constructor-arg index="3" value=""/> as shown below in bold:
<bean id="epheSamlFilter" class="com.ephesoft.dcma.webapp.SamlFilter">
<constructor-arg index="0" value="FirstName"/>
<constructor-arg index="1" value=""/>
<constructor-arg index="2" value="true"/>
<constructor-arg index="3" value=""/>
</bean>
5. Save and close the file.
6. Restart the Transact server.

KB: When Opening PDF Generated by Recostar on Linux, Adobe Reader Displays “Cannot find or create the font FreeSans”
APRIL 28, 2022
|IN RECOSTAR DESIGN STUDIO
|BY ABBY MORELAND
Applies to: Transact version 2020.1.06 and above
Affected operating systems: Linux
Issue
This issue occurs when opening a PDF file created by Recostar on Linux after exporting a PDF via the Multipage Export Plugin. When opening the file in Adobe Reader, the following error occurs:
Cannot find or create the font ‘FreeSans.’ Some characters may not display or print correctly.
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Figure 1. Adobe Reader error message.
Note: This issue does not occur with PDFs generated by iText or if the PDFs are opened in a web browser.
Solution
To resolve this issue, you will need to manually install Microsoft’s TrueType core fonts, then change the font in the Linux.xml file. Follow the steps below:
1. Open a terminal in the Transact server directory.
2. Install wget utility by entering the command:
yum install -y wget.
3. Complete Steps 1-5 in How to Manually Install Microsoft’s TrueType Core Fonts. Then, continue to Step 4 in this article.
4. Navigate to the [Ephesoft_Directory]/Application/native/RecostarPlugin/lib/RecoStarPDF/Linux.xml folder.
5. Open the Linux.xml file in a text editor.
6. Comment out the line: <Font FamilyName=’FreeSans’ FileName=’FreeSans.ttf’/>
7. Then add the line <Font FamilyName=’arial’ FileName=’arial.ttf’/>
Note: In the example above, replace “arial” with your preferred font.
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Figure 2. Add a line for the new font.
Note: Batch export will fail if the Linux.xml file is modified without installing the MS TrueType fonts.
8. Save and close the file.
9. Restart Transact.

Transact Licensing Error
APRIL 29, 2022
|IN INSTALL AND UPGRADE, LICENSING
|BY ABBY MORELAND
Applies to: All versions of Transact.
Issue
After licensing Ephesoft Transact, you may see the following licensing error when logging into the Transact UI:
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Figure 1. Error message: “Either some internal error has occured at Ephesoft License server side or the License server is down. Please contact administrator to fix the problem.
You may also see the following errors written in the dcma.all log:
2020.1 Windows Server 2016 2020-05-21T09:53:53,699 ERROR main com.ephesoft.license.server.LicenseServerManager - Underlying machine is not allowed to install the License server.
2020.1 Windows Server 2016 2020-05-21T09:53:53,714 ERROR main com.ephesoft.license.server.LicenseServerManager - Error during verifying the Ephesoft License server.
x: exc.ephesoft.license.invalid.license
and
2020.1 Windows Server 2016 2020-05-21T09:54:01,074 ERROR org.springframework.scheduling.quartz.SchedulerFactoryBean#3_Worker-1 com.ephesoft.license.client.LicenseClient - RemoteException occcured while creating service object. Remote LicenseService object cann't be created for current License host
2020.1 Windows Server 2016 2020-05-21T09:54:01,089 ERROR org.springframework.scheduling.quartz.SchedulerFactoryBean#3_Worker-1 com.ephesoft.license.client.LicenseClient - No Active license server is available.
2020.1 Windows Server 2016 2020-05-21T10:12:18,732 ERROR http-nio-8080-exec-7 com.ephesoft.license.client.LicenseClient - RemoteException occcured while creating service object. Remote LicenseService object cann't be created for current License host
2020.1 Windows Server 2016 2020-05-21T10:12:18,732 ERROR http-nio-8080-exec-7 com.ephesoft.license.client.LicenseClient - No Active license server is available.
2020.1 Windows Server 2016 2020-05-21T10:12:18,732 ERROR http-nio-8080-exec-7 com.ephesoft.license.aspect.LicenseAspect - Error occured while verifying license.
com.ephesoft.dcma.core.DCMAException: No Active license server is available.
2020.1 Windows Server 2016 2020-05-21T10:12:18,732 ERROR http-nio-8080-exec-7 com.ephesoft.gxt.core.server.DCMARemoteServiceServlet - License could not be verified
com.ephesoft.dcma.core.DCMAException: License could not be verified
Root Cause
This issue may be caused by an incorrect MAC address.
Solution
To resolve this issue, complete the following steps:
1. Delete the existing details.properties file found in the [Ephesoft_Directory]\Ephesoft\Dependencies\licensing folder.
2. Open a command prompt as an Administrator.
3. Navigate to the [Ephesoft_Directory]\Ephesoft\Dependencies\licensing folder and run the following command:
full.bat
This will generate a new details.properties file with the updated MAC address(es) of your server.
4. Contact https://knowledge.tungstenautomation.com/ and request a new license with this updated MAC address.

KB: Problem with loading the AI Table Rule Builder UI
APRIL 21, 2022
|IN EXTERNAL APPLICATION, INSTALL AND UPGRADE
|BY ABBY MORELAND
Applies to: 2020.1.06
Issue
When a user attempts to use the AI Table Rule Builder after freshly installing Transact or upgrading to 2020.1.06, the following message displays:
The Transact server URL does not match the configuration of the Table Builder application. Please ask your Administrator to correct the configuration and retry.
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Figure 1. The Error Message after Accessing the AI Table Rule Builder
Solution
In order to remedy this error and use the AI Table Rule Builder, the config.json property file must be adjusted to match what is in the URL1(Ctrl+4) box located in Transact under Modules > Validate Document > VALIDATE_DOCUMENT and “dcma” should be removed from the property.
The following steps detail this process:
1. Open C:\[Ephesoft_Directory]\Application\autoTable\assets in your file explorer.
2. Open the property file config.json.
Inside the file, you should see the following two lines of code:
BASE_API_URL : "[Transact URL]/dcma"
BASE_RUN_MODE : "PROD"
1. Locate the property BASE_API_URL. This line of code will include the Transact URL (shown in Transact under the VALIDATE_DOCUMENT page) followed by /dcma.
2. Remove /dcma from the URL.
The code should now reflect the change:
BASE_API_URL : "[Transact URL]"
BASE_RUN_MODE : "PROD"
The AI Table Rule Builder will now work with the 2020.1.06 version of Transact.

KB: PDF XFA Folder Import Support
APRIL 26, 2022
|IN FILE IMPORT, FOLDER IMPORT
|BY MIKE PAYNE
Applies to: Versions up to 2020.1.06.
Issue
Importing PDF files that contain XFA content may result in an error during the Folder Import module.
Root Cause
Transact does not support PDF XFA at Folder Import.
Solution
With Transact 2022.1.0, support for non-dynamic PDF XFA flattening during Folder Import was added. Contact https://knowledge.tungstenautomation.com/ for more information.
For versions prior to 2020.1.06, you can evaluate the PDF PreProcessor Plugin in our Ephesoft Labs repository, which provides the option to flatten PDF XFA formats for successful TIF conversion.

“Duplicate Entry” Error When Upgrading Transact to 2019.1 or Above
NOVEMBER 18, 2021
|IN INSTALL AND UPGRADE
|BY ABBY MORELAND
Issue
When upgrading Ephesoft Transact to version 2019.1 or above, installation may stop and give an error. Transact will roll back to the current installation version.
In the Transact installation log, you may see the following error message:
[ERROR] Exception occur while executng script in database.MySql.Data.MySqlClient.MySqlException (0x80004005): Duplicate entry for key 'Unique_ppdt'

at MySql.Data.MySqlClient.MySqlStream.ReadPacket()

at MySql.Data.MySqlClient.NativeDriver.GetResult(Int32& affectedRow, Int32& insertedId)

at MySql.Data.MySqlClient.Driver.GetResult(Int32 statementId, Int32& affectedRows, Int32& insertedId)

at MySql.Data.MySqlClient.Driver.NextResult(Int32 statementId)

at MySql.Data.MySqlClient.MySqlDataReader.NextResult()

at MySql.Data.MySqlClient.MySqlCommand.ExecuteReader(CommandBehavior behavior)

at MySql.Data.MySqlClient.MySqlCommand.ExecuteNonQuery()

at MySql.Data.MySqlClient.MySqlScript.Execute()

at MyCustumAction.DBHelper.ExecuteMariaDBSQLScriptFile(String server, String port, String userId, String password, String database, String sqlFile)

at MyCustumAction.CustomActions.ExecuteMariaDBScript(Session session)

7/22/2021 1:22:53 PM : [ERROR] Current installation will be rollback.
The error message above reports that a database table has unwanted duplicate entries.
Proposed Solution
To resolve this issue, check the table named pages_per_date in the Report database.  Review the table and clear out the duplicates. Then, restart the upgrade.
If this does not resolve the issue, please contact https://knowledge.tungstenautomation.com/.

Updating Batch Instance as Deleted
MARCH 16, 2022
|IN BATCH INSTANCE
|BY NABINBHATTACHARY
Applies to: Transact all versions
Updating the batch instances as DELETED in the Ephesoft database will cause duplicate jobs to be generated as NEW.
To expedite the deletion of batch instance jobs, users can update the batch_status column of the dbo.batch_instance table from the Ephesoft database with the condition of last_modified date.
User Instructions
Sample query:
UPDATE Ephesoft.dbo.batch_instance
set batch_status = ‘DELETED’
WHERE last_modified < ‘2021-12-31 23:59’
This will automatically update the selected batches chosen by the SQL script in the Ephesoft UI as expected. However, it will also cause the same batch instances to be recreated as NEW batch instance jobs.
To bypass this from happening, perform the following before running the UPDATE script or manually updating the batch_status column for individual batch instances to DELETED:
1. Find the original Batch Instance drop folders inside the Batch Classes and delete the folders for those jobs you want to delete.
2. Find the Batch Instance jobs from inside the /Shared Folders/ephesoft-system-folder and delete the batch instance folders for the jobs you want to delete.
Note: Doing both of these actions before updating the SQL database table will ensure that you do not see any duplicate jobs.
 
AJP Protocol Error – “Invalid Message Received”
NOVEMBER 8, 2021
|IN TOMCAT
|BY ABBY MORELAND
Applies to: Transact 2020.1.06 and above.
Issue
You may receive an error message for unauthorized or misconfigured AJP connections, such as:
ERROR org.apache.coyote.ajp.AjpMessage- Invalid message received with signature
Root Cause
The updated Tomcat server in Transact 2020.1.06 introduces tightened security around using the AJP protocol. An incorrectly configured or unauthorized system with invalid AJP messaging may be sending messages to your Tomcat server.
Solution
If you do not need AJP messaging, disable the AJP protocol in Tomcat. For instructions on this, see How to Disable the AJP Protocol in Tomcat.
 If you are using AJP messaging, you may need to reconfigure connections to the Tomcat AJP endpoint so they align with the updated Tomcat AJP specifications. Ensure your AJP Connector secret is valid with both Tomcat and the front-end web server (e.g. Apache, Nginx, IIS). This may require you to upgrade the front-end web server to a version that supports the revised AJP Connector options.
If you are using Apache bundled with Transact, we recommend transitioning to a separate front-end web server that meets your needs, or configuring Tomcat to provide direct access to Transact. 
Note: AJP connections are not typically needed for Transact by default. These connections are sometimes used when web servers or load balancers are requirements for integration. 
For more information, see Apache Tomcat 8 Configuration Reference: The AJP Connector.

When “Use All Barcode Tools” is set to OFF, Barcode Extraction Provides Inaccurate Results
NOVEMBER 8, 2021
|IN EXTRACTION
|BY ABBY MORELAND
Applies to: Transact 2020.1.04 and above.
Issue
While the Use All barcode Tools field is set to OFF, the first barcode method is shown in results instead of the selected ones from the Barcode Methods drop-down.
Solution
To temporarily see the results from your selected Barcode Method, test barcode extraction with the Use All barcode Tools field set to ON. Once you’ve reviewed the test results, you can switch back to Use All barcode Tools set to OFF.

Transact Upgrade Stops When Upgrading to 2020.1.03 or Above with MSSQL Server and Windows Authentication
NOVEMBER 8, 2021
|IN AUTHENTICATION, INSTALL AND UPGRADE
|BY ABBY MORELAND
Applies to: Transact 2020.1.03 and above.
Issue
When upgrading Transact 2020.1 to 2020.1.03 or above configured with Microsoft SQL Server and Windows Authentication, the installer requests database credentials for running a database patch. After entering credentials, the upgrade may stop at this screen.
Solution
· Begin at Step 1 if you are already performing an installation.
· Begin at Step 2 if you have not started the installation; you can make the changes before beginning the upgrade process.
Follow the steps below:
1. Within the Transact installer at the SA password required to update the DB patch screen, press the Back button until the Apply database changes screen is displayed (see Figure 2).
[image: A screenshot of a computer

Description automatically generated]
Figure 1: The SA password required to update the DB patch screen.
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Figure 2: The Apply database changes screen.
2. Open File Explorer and go to C:\[Ephesoft_Directory]\Dependencies\MsSQLSetup.
3. Create a copy of the mssql_db_config.bat file in the same directory.
4. Rename the copied file to ephesoft-local-mssql-setup.bat
5. Open ephesoft-local-mssql-setup.bat in a text editor and ensure the specified username and password is a valid SQL authenticated database user with open permissions to make changes to the database.
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Figure 3: The location of the username and password in the ephesoft-local-mssql-setup.bat file.
6. Return to the Transact installer and click Next to resume installation.
The installer will detect ephesoft-local-mssql-setup.bat and proceed without the database authentication prompt.

“Null” Error on Dashboard Reports Screen in Chrome
NOVEMBER 8, 2021
|IN REPORTING
|BY ABBY MORELAND
Applies to: Transact 2020.1.06 and above while using Chromium-based browsers.
Issue
When accessing your Transact instance in a Chromium-based browser, you may receive a “Null” error message on any Reports screen (http://{ephesoft.yourcompany}/dcma/Reports.html).
Root Cause
Recent browser security updates prevent cross-site cookies and tokens from being shared across one another.
Your browser may be referencing two different URLs that do not conform to the updated security standard: 
1. The primary DNS name for the Transact application server (this appears in your browser’s address bar).
2. The secondary DNS name used to access Reports content.
Solution
To resolve this issue, ensure you are accessing Transact through the browser using the public DNS name specified for the batch.base_http_url entry in the dcma-batch.properties file.
For example:
batch.base_http_url=http\://ephesoft.yourcompany.com\:8080/dcma/dcma-batches

In this case, the browser set to access Reports with the URL http://localhost/ would produce a “null” error. Accessing the same page with the URL http://ephesoft.yourcompany.com/ resolves the issue.
Note: For more information on setting batch.base_http_url, please see Thumbnail and Preview Images Not Showing in Review. 

Import Stops Working While Processing XLSX/XLS File
JULY 30, 2021
|IN DOCUMENT IMPORT
|BY ABBY MORELAND
Applies to: Transact 2020.1 and above.
Issue
Document import stops processing when importing an XLSX/XLS file.
Root Cause
Due to a LibreOffice limitation, this issue occurs when XLSX/XLS files contain a column count that exceeds 1,024 or a row count that exceeds 1,048,576. Please refer to Maximum Number of Rows, Columns, Cells in LibreOffice Calc for more information.
Solution
To resolve this issue, follow the steps below.
1. Open Task Manager and stop the batch process that is stuck.
2. End Ephesoft Transact in Task Manager.
3. Navigate to [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF\dcma-open-office.
4. Open the open-office.properties file.
5. Locate the following property:
openoffice.startCommandForWindows=cmd /c soffice.exe -invisible -accept=socket,host=localhost,port=8100;urp;
6. Change the property to:
openoffice.startCommandForWindows=cmd /c soffice.exe --headless -accept=socket,host=localhost,port=8100;urp;
7. Save the file.
8. Restart the Transact service and re-import the document.

Chromium Release 94+ (Chrome, Edge) Security Feature Introduces Incompatibility with Ephesoft Web Scanner Service
SEPTEMBER 28, 2021
|IN WEB SCANNER
|BY MIKE PAYNE
Applies to: Chromium version 94+ based browsers and Transact releases before 2022.1.00.
Update 8/12/2022: Permanent fix is available by a hotfix or by upgrading to 2022.1 or newer. Hotfixes for older Transact versions will begin releasing 8/12/2022 onward. Please visit https://knowledge.tungstenautomation.com/ to download available hotfixes.
Update 7/29/2022: Beginning with release 107 for Chrome (scheduled for October 2022) and all variants of chromium-based web browsers, the workaround available below will no longer be provided by Google. Google will be rolling out the Chrome will send Private Network Access preflights for subresources security feature.
We encourage all clients using Web Scanner ingestion to update to Transact 2022.1.00 as a permanent fix. It is available for download now from our Customer Support Portal.
Clients unable to upgrade can expect a new Web Scanner client to be delivered for Transact releases in accordance with our Product Support Policy. If you are a Transact Cloud customer, we will notify you as soon as new Web Scanner client components have been deployed to your Transact instance. We’ll share the required upgrade steps to patch your Web Scanner workstations. For early hotfix availability notification, please fill out this form.
Issue
The Ephesoft Web Scanner Service may be prevented from communicating with the Transact server after the latest Chromium browser security update. This will impact document ingestion. Users may see the following warning as a result of this browser update and will not be allowed to continue:
Ephesoft Transact Scanner Service is not running. Please run the service or install the Ephesoft Transact Scanner Service.
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This affects users utilizing the Transact Web Scanner for batch instance ingestion with the Chromium browser version 94 and above (Chrome or Edge) in non-secure environments (HTTP). This issue applies to all Transact releases.
Root Cause
This issue occurs due to the recent update to Chromium version 94 based-browsers such as Google Chrome and Microsoft Edge.
Workaround
To resolve this issue in the Chrome browser, perform the following steps.
1. Go to the address bar and enter Chrome://flags
2. Press Enter to load the flags menu.
3. Change the value of the Block insecure private network requests flag to Disabled.
4. Click Relaunch, then refresh and retry web scanner initiation.
To resolve this issue in the Edge browser, perform the following steps.
1. Go to the address bar and enter Edge://flags
2. Press Enter to load the flags menu.
3. Change the value of the Block insecure private network requests flag to Disabled.
4. Click Restart, then refresh and retry web scanner initiation.
Alternatively, Firefox or previous browser versions (chromium 93 or earlier) can be used to workaround the issue.
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Error “Invalid Ephesoft License” Occurs When Upgrading Core Capacity
MARCH 30, 2021
|IN ERROR MESSAGES
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1 and above
Issue
When upgrading the number of cores for servers in a multi-server environment, Transact should prevent user login if the environmental core capacity exceeds that specified in the license. Instead, batches assigned to that server go into error with the message “Invalid Ephesoft license”.
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Figure 1. Invalid Ephesoft License Error
Workaround
To prevent this issue, expand your environment to match your license count, or increase your license count to match your environment. You can submit a new license request from the Customer Support Portal.

KB: Regex Pool Not Visible
APRIL 12, 2021
|IN BATCH CLASS, REGULAR EXPRESSIONS
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2019.1 and above
Note: This issue was resolved for Transact 2020.1.02 and above. You can download the hotfix 2020.1.02.002 from the Customer Support Portal.
Issue
When searching for regex values in the Regex Pool of a batch class, some values are not visible. Additionally, some regex values may disappear after clicking the header to sort.
This issue does not occur when searching for regex values in System Configuration.
Workaround
To resolve this issue, try decreasing the size of the regex pool window. Refer to the following screenshots for reference.
Before resizing:
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Figure 1. Regex Pool Before Resizing
After resizing:
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Figure 2. Regex Pool After Resizing

Reports Logi License Expiration
MARCH 9, 2021
|IN ERROR MESSAGES, REPORTING
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact
Issue
When using any version of Transact Reporting and Advanced Reporting, the user may experience one of the following error messages on the Reports page:
License File Note

The Logi Info Server license file … for this computer expired on … Running under a grace period until … Click here to visit Logi DevNet and learn more.
Server Error in ‘/EphesoftReports’ Application. Directory not found.
Users may also receive an HTTP 500 error on the Dashboard Reports page:
System.IO.DirectoryNotFoundException: Directory not found

...

at java.lang.Thread.run(Thread.java:748)
Root Cause
This issue is caused by an expiring license for Logi Info Server, a third-party tool.
Logi Info Server is isolated to the visual elements seen on the Reports pages and WILL NOT affect Transact batch processing or configuration.
Solution
Transact On-premises customers will be required to apply a new Logi license file to continue to use Reports and to resolve the alert message. Transact Cloud users will have the license file applied automatically to their systems with no additional actions required.
The file will need to be installed on each Transact server and will not require a restart.
To apply the license file, perform the following:
1. Extract the contents of the ZIP file provided.
2. Go to [Ephesoft_Directory]\EphesoftReports\.
3. Backup and delete the existing lgx*.lic file from the EphesoftReports folder.
Note: To back up the file, rename it and move it to another directory.
4. Copy the downloaded lgx*.lic to the EphesoftReports folder. The new file should have a numeric prefix of “11” or “12” depending on your version. For example, lgx110102.lic.
5. Refresh the Reports page in your browser to resolve the alert.

Missing Results for Fuzzy Search
MARCH 30, 2021
|IN OTHER
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2019.1 and above
Issue
When running a fuzzy search using the Starts With or Ends With options, not all records with matching keywords are returned.
Workaround
If your use case allows it, try using Contains instead of Starts With or Ends With. Otherwise, contact Support for help troubleshooting this issue.

Error Processing Batches with SAP Plugin After Upgrade to 2020.1.04
MARCH 2, 2021
|IN PLUGINS
|BY BREANNA FITZGERALD
Applies to: Upgraded installations of Ephesoft Transact 2020.1.04 and above
Issue
When processing a batch with the SAP_ARCHIVELINK_PLUGIN deployed in the workflow, the batch continues running for an unusually long time before going into ERROR. The following error message is logged to the dcma-all.log:
java.lang.NoClassDefFoundError: com/sap/conn/jco/ext/DestinationDataProvider
Solution
To resolve this issue, perform the following steps.
1. Stop Ephesoft Transact.
2. Go to the SAP Java Connector page on the SAP support portal.
3. Download the Windows 64-bit x86 version of the SAP Java Connector 3.0 SDK.
4. Follow the notes listed on the SAP Java Connector page to extract the SDK contents.
5. Find the sapjco3.jar file in the extracted SDK contents. Copy the sapjco3.jar file to the lib folder, located at [Ephesoft_Directory]\Application\WEB-INF\lib.
6. Restart Ephesoft Transact.

Error During Silent Upgrade on Windows with MariaDB
MARCH 4, 2021
|IN INSTALL AND UPGRADE
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2019.2 and above
Issue
When performing a silent upgrade from version 2019.2 or above to a later version, your upgrade may fail with the following error:
Exception occurred while executing script in database.MySql.Data.MySqlClient.MySqlException (0x80004005): Access denied for user <username>
Workaround
To prevent this issue from occurring, perform the following steps for each node of a Transact environment cluster:
1. Prepare for the upgrade by following the prerequisites in the upgrade guide for your version.
2. Navigate to [Ephesoft_Directory]\Dependencies\mariadb\MariaDBSetup.
3. Rename the following files, if they are present:
	Old File Name
	New File Name

	local_mariadb_config.bat
	ephesoft-mariadb-setup.bat

	remote_mariadb_config.bat
	local-ephesoft-mariadb-setup.bat

	upgrade_mariadb_config.bat
	upgrade-ephesoft-mariadb-setup.bat


4. Perform the silent upgrade as normal.
5. Refer to the License and Launch section of your upgrade guide to verify the upgrade was successful.

Email Import Intermittently Failing
JANUARY 25, 2021
|IN EMAIL IMPORT
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1.02 to 2020.1.04
Issue
Email import intermittently fails to pick up emails at random intervals.
Root Cause
One reason this issue may occur is due to conflicts with email import-related JAR files.
Solution
This workaround should not be applied to versions prior to 2020.1.02. If you require TLS 1.2, see note at the bottom of this article.
Important: If you are running Transact 2020.1.04, confirm that the javax.mail-1.6.2.jar file exists in the [Ephesoft_Directory]\Application\WEB-INF\lib folder. If this JAR file is missing, do not proceed with this workaround. Do not remove this JAR file.
Otherwise, the following workaround may resolve this issue. Refer to the instructions specific to your operating system.
Windows
The steps in this section vary by version. Refer to the file paths and file names applicable to your version.
1. Stop Ephesoft Transact.
2. Go to the following directory, depending on your version:
2020.1.04: [Ephesoft_Directory]\SharedFolders\customPluginsJars
2020.1.02 and 2020.1.03: [Ephesoft_Directory]\Application\WEB-INF\lib*
3. Make a backup copy of and delete the following JAR files, if they exist:
· javax.mail-1.6.1.jar
· mail-1.4.jar
· nimbus-jose-jwt-9.1.1.jar**
*For upgraded versions, these JAR files may not exist in the lib folder. If so, check the customPlugisJars folder (above).
**Applies to Transact 2020.1.04
4. Start Ephesoft Transact.
Linux
1. Stop Ephesoft Transact.
2. Go to [Ephesoft_Directory]/Application/WEB-INF/lib.
3. Make a backup copy of and delete the following JAR files, if they exist:
· javax.mail-1.6.1.jar
· mail-1.4.jar
· nimbus-jose-jwt-9.1.1.jar*
*Applies to Transact 2020.1.04
4. Start Ephesoft Transact.
TLS 1.2 Protocol
If you require TLS 1.2 (Transport Layer Security), you will need to upgrade to Transact 2020.1.04 or above. These versions already contain the updated javax.mail-1.6.2.jar file that is necesssary for this security protocol to work with Transact email import.

Format Conversion Shows Incorrect Year for Certain Dates in 2020
JANUARY 29, 2021
|IN CONFIGURATION
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact
Issue
When creating Format Conversion rules to modify dates, you may experience unexpected behavior with converted years. Specifically, certain days at the end of December may be incorrectly converted to the wrong year.
For example, the sample value of “12/30/2020” may be converted to “12/30/2021”.
Root Cause
The year can have different values depending on using lowercase or uppercase in your Format Conversion rule, which affects how the rule defines a year.
· Lowercase “y” is the day-based year
· Uppercase “Y” is the week-based year
This difference may cause your rules to execute correctly except for when dealing with dates at the very end of some years. This is illustrated in the following example:
For the date “12/31/2020” (December 31, 2020), using “YYYY” will incorrectly output 2021.
[image: A screenshot of a computer

Description automatically generated]Figure 1. Uppercase Y in Format Conversion Rule
However, using “yyyy” for the same date will correctly output 2020.
[image: A screenshot of a computer

Description automatically generated]Figure 2. Lowercase y in Format Conversion Rule
This is because December 31, 2020, is also in the first week of 2021.
Solution
To prevent this issue, Ephesoft recommends always using the lowercase “y” for years in your Format Conversion rules.

org.quartz.SchedulerException Logging Error/Startup Issues During Annual Roll Over of New Year 2021+
JANUARY 5, 2021
|IN ERROR MESSAGES
|BY BREANNA FITZGERALD
Applies to:
· Upgraded installations from Ephesoft Transact 2019.2 and below
· Ephesoft Transact 2019.2 and below
Issue
Prior to Ephesoft Transact 2020.1, the cron expression year values are set to 2020 by default. Upon entering the 2021 calendar year, these installations along with any modifications that are hardcoded to a specific year in the past would be at risk of startup failure with the following error:
ERROR localhost-startStop-1 org.springframework.web.context.ContextLoader - Context initialization failed
org.springframework.beans.factory.BeanCreationException: Error creating bean with name 'org.springframework.scheduling.quartz.SchedulerFactoryBean#10' defined in class path resource [META-INF/dcma-folder-monitor/applicationContext.xml]: Invocation of init method failed; nested exception is org.quartz.SchedulerException: Based on configured schedule, the given trigger 'DEFAULT.cronTrigger_folderMonitorServiceDaemon' will never fire.
Cron expressions must be valid for the current time period. Any cron year set previous to the current year would fail to evaluate properly.
The three optional features controlled by cron expressions affected by this are:
· foldermonitor.re_add_watch.cronjob.expression
· dcma.alwayson.cronjob.expression
· log_rotation_cronjob_expression
Fresh installations of Transact 2020.1 and above have cron expression year values correctly set to 2099 by default to indicate these options as being disabled. No issues should occur for these versions moving into 2021 unless upgrades were performed from the affected versions. In these cases, the incorrect cron values may persist to the upgraded installation and should be corrected.
Solution
If you have a use case that requires the usage of any of these three features, and you are seeing this issue, check that the cron settings are set appropriately so that the feature is enabled and working across multiple years. An asterisk (*) is used to accomplish this for the year value in the cron expression.
Incorrect cron example that will fail once 2022 is reached: 0 0/1 * ? * * 2021
Correct cron example: 0 0/1 * ? * * *
Otherwise, if you don’t know if you require these features and would like to keep these in the default disabled state, follow the steps below.

The following CRON files will need to be updated to resolve the issue. These changes need to be applied to all Transact servers regardless of the operating system, including single server installations and multi-server clustered installations.
1. Go to [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF.
2. Open the application.properties file in a text editor, such as Notepad++.
3. Locate the following line:
javaappserver_log_rotation_cronjob_expression =0 */5 * ? * * 2020
4. Change the above line to the following:
javaappserver_log_rotation_cronjob_expression =0 */5 * ? * * 2099
5. Save and close the application.properties file.
6. Open the folder-monitor.properties file, located at [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF\dcma-folder-monitor.
7. Locate the following line:
foldermonitor.re_add_watch.cronjob.expression=0 0 0 * * ? 2020
8. Change the above line to the following:
foldermonitor.re_add_watch.cronjob.expression=0 0 0 * * ? 2099
9. Save and close the folder-monitor.properties file.
10. Open the dcma-workflow.properties file, located at [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF\dcma-workflows.
11. Locate the following line:
dcma.alwayson.cronjob.expression=0 0/1 * ? * * 2020
12. Change the above line to the following:
dcma.alwayson.cronjob.expression=0 0/1 * ? * * 2099
13. Save and close the dcma-workflow.properties file.
14. Restart Ephesoft Transact.

Nuance Form Template Editor License Activation Error 48: “The server couldn’t activate license”
JANUARY 11, 2021
|IN ERROR MESSAGES, EXTERNAL APPLICATION
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact
Issue
When trying to activate a license for the Nuance Form Template Editor, you may receive the following error:
Error 48: Activate License: The server couldn't activate license 'XXXXX-XXX-XXXX-XXXX-XX'.
Root Cause
License activation may fail if the licensing database is corrupted, or because of invalid licensing server IP address information. The URL used to download and activate licenses for the Nuance Form Template Editor has changed.
Solution
If you’re experiencing issues activating your license, try these fixes:
· Reset the licensing database.
· Modify your system hosts file and use the Nuance Licensing Tool.
· Perform manual activation through the new website.
Reset the Licensing Database
The licensing database in the local machine may be corrupted. You can reset the licensing database using the following steps:
1. Close the Nuance licensing tool.
2. Stop the Nuance Licensing Service.
a. Open the Windows Services console.
b. Right-click the Nuance Licensing Service.
c. Click Stop.
3. Go to C:\ProgramData\Nuance\License Manager.
4. Rename the License Manager folder to “License Manager-Old”.
5. Start the Nuance Licensing Service.
a. Open the Windows Services console.
b. Right-click the Nuance Licensing Service.
c. Click Start.
6. Try to download and activate the licenses again.
Note: If you are still experiencing issues activating your licenses, refer to one of the other solutions provided.
Modify the System Hosts File
The hosts file allows the operating system to map domain names to specific IP addresses. You can modify this file to force your system to connect to the new license server location.
To do so, perform the following steps:
1. Open the system hosts file (C:\Windows\System32\drivers\etc\hosts) in a text editor with elevated permissions.
[image: A screenshot of a computer

Description automatically generated]Figure 1. Hosts File
2. Add the following text to the end of the file:
63.110.241.55 licenses.nuance.com
3. Save the hosts file.
4. Download and activate your licenses as usual using the Nuance Licensing Tool.
Note: If you are still experiencing issues activating your licenses, refer to one of the other solutions provided.
Website License Activation
Alternatively, you can use the OmniPage website in conjunction with the Nuance Licensing Tool to download and activate licenses.
To do so, perform the following steps:
1. Go to the OmniPage Capture SDK license download page.
[image: A blue and white rectangular object with white text

Description automatically generated]Figure 2. OmniPage Capture SDK License Download
2. Enter your license keys in the area provided and click Download licenses.
3. When the keys are found, click Download licenses zipped and save the ZIP file to your computer.
4. Move your downloaded ZIP file to the target runtime computer, where the Nuance licensing tool is installed.
5. Run the Nuance licensing tool on the target computer (Start > All Programs > Nuance > Licensing > Nuance Central Licensing Tool).
6. Import the zipped license file pack with the File > Load menu command.
7. Use the File > Prepare for Manual Activation menu command to save your license pack.
Note: If the license still appears (older versions), use Functions > Remove to remove it.
8. Move your saved file back to the other computer with Internet connection.
9. Go to the OmniPage Capture SDK license activation page and follow the instructions provided.
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Description automatically generated]
Figure 3. OmniPage Capture SDK License Activation
10. Download and save the received LCXZ (or LCXP) file to a portable media and move it to the target computer.
11. Run the Nuance licensing tool on the target computer again, if it is not already started.
12. Import the LCXZ (or LCXP) license file with the File > Load menu command.
As a result, you should see your license in the Licenses window of the Nuance licensing tool. The activation date should be filled in.
Note: If you are still experiencing issues activating your licenses, refer to one of the other solutions provided.

Cannot Upload or Rename Files in Folder Management
DECEMBER 21, 2020
|IN FILE IMPORT, SECURITY
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1.02 and above
Issue
When attempting to upload new files, or edit or delete existing files from Folder Management, the following error will appear: “Upload of # file(s)/folder(s) failed.”
Additionally, the following error may be logged in the dcma-all log:
ERROR http-nio-8080-exec-7 com.ephesoft.gxt.foldermanager.server.UploadDownloadFilesServlet - 406File upload is not allowed in this folder, due to security measures.
This issue does not occur when attempting the same from File Explorer.
Root Cause
Starting in 2020.1.02, Ephesoft has introduced new security measures for uploading files using Folder Management. By default, this action is disabled.
Solution
To enable file upload and editing from Folder Management, perform the following steps:
1. Open the dcma-core.properties file in an editing program. This file is located at [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF\dcma-core.
[image: A screenshot of a computer

Description automatically generated]
Figure 1. Open dcma-core.properties File
2. Set the following properties to “false”:
security.enabled.file.upload.download
security.enabled.scripts.folders
[image: A close up of text

Description automatically generated]
Figure 2. Security Flags
Note: The security.enabled.file.upload.download property determines whether the security layer for file transfer is enabled or disabled. By default, this is set to “true”. When set to false, the security checks are disabled.
The security.enabled scripts.folders property determines whether the security checks for the application-script and the Scripts folders are enabled or disabled. By default, this is set to “true”. When set to false, security checks are disabled for these folders.
3. Save and close the dcma-core.properties file.
4. Restart Ephesoft Transact.

Problem Accessing UI After Upgrading from 2020.1 to 2020.1.02
DECEMBER 22, 2020
|IN INSTALL AND UPGRADE
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1 and above
Issue
After upgrading from 2020.1 to 2020.1.02, if Ephesoft is configured to use HTTPS/SSL, you may experience problems accessing the Transact UI. Additionally, no relevant errors are present in the log files.
Root Cause
This issue may occur when using double backslashes (\\) in your cert path in the server.xml.
Solution
To resolve this issue, perform the following steps:
1. Open the server.xml file in an editing program, such as Notepad++. This is located at [Ephesoft_Directory]\JavaAppServer\conf.
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Description automatically generated]Figure 1. Open server.xml
3. Open the backup server.xml file taken before upgrading to 2020.1.02. By default, this is located at [Ephesoft_Directory]\Back-up-full20.20.1.0\JavaAppServer\conf.
4. Find the location of your certs file in the current server.xml, and compare it to your backup file.
For example, in the current server.xml, you may see a path like:
keystoreFile="C:\Ephesoft\certs\yourkey.jks
However, in your backup server.xml, you should see the correct working path:
keystoreFile="C:\\Ephesoft\\certs\\yourkey.jks
5. Update your current server.xml to reflect the correct path from the backup server.xml.
6. Restart Ephesoft Transact.
Command-line Options for Ephesoft Tools
NOVEMBER 30, 2020
|IN EXTRACTION, OCR
|BY PEDROCHIM
This page lists the command-line options for all applications included in Ephesoft Transact.
Jump to:
· RecoStar Commands
· HOCR
· TIFF to PDF Conversion
· PDF to TIFF Conversion
· Extraction
· Ghostscript Commands
· PDF to TIFF Conversion
· PDF Optimization
· ImageMagick Commands
· TIFF to TIFF Conversion
· TIFF to PNG Conversion
· Colored TIFF to PDF Conversion
· Non-colored TIFF to PDF Conversion
· PDF to TIFF Conversion
· Tesseract HOCR Command
· ZXing Command to Extract Barcode Value
· LibreOffice Convert-to Command

[bookmark: _RecoStar_Commands]RecoStar Commands
[bookmark: _HOCR]HOCR
RecostarPlugin.exe “<rsbatch_file_path>” “<FPR.rsp_file_path>” bd <OCR_core_from_license> “<recostar_license_file_path>” _HOCR.xml <ocrConfidenceSwitch> <deskewSwitch> <encryptionKey> RECOSTAR_HOCR
Example (with no encryption key):
RecostarPlugin.exe “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI25\FileList.rsbatch” “F:\Ephesoft31\SharedFolders\BC5\fixed-form-extraction\Fpr.rsp” bd 4 “F:\\Ephesoft31\\Application/native/RecostarPlugin/bin\RSO2-NET.707″ _HOCR.xml ON OFF OFF RECOSTAR_HOCR
Example (with encryption key):
RecostarPlugin.exe “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI26\FileList.rsbatch” “F:\Ephesoft31\SharedFolders\BC5\fixed-form-extraction\Fpr.rsp” bd 8 “F:\\Ephesoft31\\Application/native/RecostarPlugin/bin\RSO2-NET.707” _HOCR.xml ON OFF f97beb0a4808f0cd0ce1a8fa7d9b686e RECOSTAR_HOCR
[bookmark: _TIFF_to_PDF]TIFF to PDF Conversion
RecostarPlugin.exe “<TifToPDF_rsbatch_file_path>” “<FPR_pdf.rsp_file_path>” pdf <OCR_core_from_license> “<recostar_license_file_path>” “<output_pdf_file_path>” <ocrConfidenceSwitch> <deskewSwitch> <encryptionKey> RECOSTAR_HOCR
Example:
RecostarPlugin.exe “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI24\TifToPdf.rsbatchDOC2” “F:\Ephesoft31\SharedFolders\BC5\fixed-form-extraction\FPR_Pdf.rsp” pdf 4 “F:\\Ephesoft31\\Application/native/RecostarPlugin/bin\RSO2-NET.707” “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI24\tempfile_BI24_documentDOC2.pdf” OFF OFF OFF RECOSTAR_HOCR
[bookmark: _PDF_to_TIFF]PDF to TIFF Conversion
SaveImage.exe “<pdf_file_path>” <compressionRatio> <append_padding_in_file_name(T/F)> <path_of_output_folder> <Resolution (optional)>
Example:
SaveImage.exe "F:\Ephesoft\SharedFolders\sample-batches\multiPagePdf\multipage-pdf.pdf" 50 true "F:\Ephesoft\SharedFolders\sample-batches\multiPagePdf" -Rdpi=300
SaveImage.exe "F:\Ephesoft\SharedFolders\sample-batches\multiPagePdf\multipage-pdf.pdf" 50 true "F:\Ephesoft\SharedFolders\sample-batches\multiPagePdf"
[bookmark: _Extraction]Extraction
RecostarPlugin.exe “<rsbatch_file_path>” “<extraction_rsp_file_path>” xml <OCR_core_from_license> “<recostar_license_file_path>” ++++ <ocrConfidenceSwitch> <deskewSwitch> <encryptionKey> RECOSTAR_HOCR
Example:
RecostarPlugin.exe “F:\Ephes HYPERLINK "https://ephesoft.com oft31\SharedFolders\ephesoft-system-folder\BI2A\aaaa.rsp.rsbatch” “F:\Ephesoft31\SharedFolders\BC4\fixed-form-extraction\aaaa.rsp” xml 4 “F:\\Ephesoft31\\Application/native/RecostarPlugin/bin\RSO2-NET.707” ++++ OFF OFF OFF RECOSTAR_HOCR

[bookmark: _Ghostscript_Commands]Ghostscript Commands
[bookmark: _PDF_to_TIFF_1]PDF to TIFF Conversion
gswin64c.exe -dNOPAUSE -r300 -sDEVICE=tiffscaled24 -sCompression=lzw -dBATCH -sOutputFile=”<output_tiff_filename>-%04d.tif” “<input_pdf_file_path>”
Example:
gswin64c.exe -dNOPAUSE -r300 -sDEVICE=tiffscaled24 -sCompression=lzw -dBATCH -sOutputFile=”F:\Ephesoft31\SharedFolders\mailroom-import-copy1\multipage-pdf-pdf-1407824575554\multipage-pdf-%04d.tif” “F:\Ephesoft31\SharedFolders\mailroom-import-copy1\multipage-pdf-pdf-1407824575554\multipage-pdf.pdf”
[bookmark: _PDF_Optimization]PDF Optimization
gswin64c.exe -q -dNODISPLAY -P- -dSAFER -dDELAYSAFER — pdfopt.ps “<input_pdf_file_path>” “<output_pdf_file_path>”
Example:
gswin64c.exe -q -dNODISPLAY -P- -dSAFER -dDELAYSAFER — pdfopt.ps “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI25\tempfile_BI25_documentDOC1.pdf” “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI25\BI25_documentDOC1.pdf”

[bookmark: _ImageMagick_Commands]ImageMagick Commands
Convert.exe <conversion_param> “<input_file_path>” “<output_file_path>”
[bookmark: _TIFF_to_TIFF]TIFF to TIFF Conversion
Example:
Convert.exe -limit area 100mb “F:\Ephesoft31\SharedFolders\mailroom-import-copy2\us-invoice\US-Invoice.tif” -compress LZW “F:\Ephesoft31\SharedFolders\mailroom-import-copy2\us-invoice\US-Invoice-%04d.tif”
[bookmark: _TIFF_to_PNG]TIFF to PNG Conversion
Example:
Convert.exe “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI23\BI23_0.tif” -colorspace gray -alpha off “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI23\BI23_PG0.png”
Example:
Convert.exe “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI23\BI23_0.tif” -colorspace rgb -thumbnail 200×150 “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI23\BI23_PG0_displayThumb.png”
[bookmark: _Colored_TIFF_to]Colored TIFF to PDF Conversion
Example:
Convert.exe test.tif -quality 100.0 -compress LZW out.pdf
[bookmark: _Non-colored_TIFF_to]Non-colored TIFF to PDF Conversion
Example:
Convert.exe test.tif -quality 100.0 -monochrome -compress LZW out.pdf
[bookmark: _PDF_to_TIFF_2]PDF to TIFF Conversion
Example:
Convert.exe -limit area 100mb “F:\Ephesoft31\SharedFolders\BC4\test-classification\multipage-pdf.pdf” -compress LZW “F:\Ephesoft31\SharedFolders\BC4\test-classification\multipage-pdf-%04d.tif”
Note: To use ImageMagick to convert from PDF to TIFF, you will need to copy the gs32bit files to the gs directory path. Alternatively, this path can be overridden in <Ephesoft_Directory>\Dependencies\ImageMagick\delegates.xml by replacing the following parameter with the complete gs.exe path:
@PSDelegate@

[bookmark: _Tesseract_HOCR_Command]Tesseract HOCR Command
TesseractConsole.exe “<input_TIFF_file_path>” “<output_html_file_path_without_.html_extension>” “-l eng” +”<hocr.txt_file_path>”
Example:
TesseractConsole.exe ”F:\\Ephesoft31\\Application/native/Tesseract-OCR\TesseractConsole.exe” “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI29\BI29_5.tif” “F:\Ephesoft31\SharedFolders\ephesoft-system-folder\BI29\BI29_PG5” “-l eng” +”F:\\Ephesoft31\\Application/native/Tesseract-OCR\hocr.txt”

[bookmark: _ZXing_Command_to]ZXing Command to Extract Barcode Value
Note: ZXing is only applicable to PNG files, and will not work with TIFF files.
java -cp zxing-1.6.0.jar;.; com.google.zxing.client.j2se.CommandLineRunner <png_file_path>
Example:
java -cp zxing-1.6.0.jar;.; com.google.zxing.client.j2se.CommandLineRunner a.png
[image: hasdf]
Figure 1. Command Line Example

[bookmark: _LibreOffice_Convert-to_Command]LibreOffice Convert-to Command
Example:
C:\Ephesoft\Dependencies\libreoffice\App\libreoffice\program\soffice.exe -invisible -accept=socket,host=localhost,port=8100;urp; –convert-to pdf C:\Users\Administrator\Downloads\test.txt

KB00019437: Spanish Characters Not Displaying Correctly
DECEMBER 15, 2020
|IN OCR
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2019.2 and below
Resolved in: Ephesoft Transact 2020.1
Issue
When importing documents as new batches in Transact, certain Spanish characters may not display correctly. In particular, accents above letters may be converted to an incorrect character.
Root Cause
This issue occurs due to missing UTF-8 file encoding.
Solution
To resolve this issue, perform the following steps.
1. Go to [Ephesoft_Directory]\JavaAppServer\bin.
2. Right-click EphesoftTransact.exe and select Run as Administrator.
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Figure 1. Run EphesoftTransact.exe as Administrator
3. Select the Java tab.
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Figure 2. Java Properties
4. In the Java Options field, add the following line at the end:
-Dfile.encoding=UTF-8
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Figure 3. Java Options
5. Click Apply and then OK.
6. Restart Ephesoft Transact.

CMIS Export Failing on Imported Batch Class
NOVEMBER 19, 2020
|IN EXPORT
|BY BREANNA FITZGERALD
Issue
Processing a batch on an imported batch class that has CMIS export configured results in failures at CMIS export.
Root Cause
CMIS mapping files are missing from the cmis-plugin-mapping folder after importing a batch class. This occurs whether or not the exported batch class had CMIS export configured.
Workaround
To resolve this issue, you will need to manually copy the CMIS mapping files from the original batch class to the imported batch class. Perform the following steps:
1. Open the original batch class ZIP file. This is the ZIP file that is created when you export a batch class.
2. Copy the contents of the cmis-plugin-mapping folder, located at [Ephesoft_Directory]\SharedFolders\<your batch class>. This includes the following files:
· Aspects-mapping.properties
· DLF-Attribute-mapping.properties
3. Paste the mapping files in the cmis-plugin-mapping folder of the imported batch class.
4. Restart Ephesoft Transact.

Issue Accessing Application Logs
NOVEMBER 19, 2020
|IN LOGGING
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1.03 and above
Issue
If you use custom scripts or other automated processes to retrieve logs through the web server service, you may experience issues due to security enhancements introduced in 2020.1.03.
Root Cause
In 2020.1.03 and above, you must now log in before accessing log files within the Application folder. This includes files such as the dcma-all.log and log4j.xml.
Ephesoft restricted access to these logs as a security enhancement, however, if required by your business process, you can revert this change.
How to Revert the Changes
1. Open the web.xml file, located at [Ephesoft_Directory]\Application\WEB-INF.
2. Locate the following 12 lines:
<security-constraint>
  <web-resource-collection>
    <web-resource-name>Restrict Logging</web-resource-name>
    <url-pattern>/logs/*</url-pattern>
    <url-pattern>/log4j.xml</url-pattern>
    <http-method>GET</http-method>
    <http-method>POST</http-method>
  </web-resource-collection>
  <auth-constraint>
    <role-name>*</role-name>
  </auth-constraint>
</security-constraint>
3. Remove the above lines.
4. Save and close the web.xml file.
5. Restart Ephesoft Transact.

Error Logged when Picking up Batches After Upgrade to 2020.1.03
NOVEMBER 19, 2020
|IN BATCH INSTANCE, ERROR MESSAGES
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1.03 and above
Issue
After upgrading from 2020.1.02 to 2020.1.03, the following error may be logged each time you pick up a batch, or when a batch finishes processing:
/dcma/ws/activity/pickup/notification access cannot be granted. com.ephesoft.dcma.authorization.exception.AuthorizationException: None of the rules granted access for the incoming request
Root Cause
This issue occurs due to a missing entry in the web.xml file.
Solution
To resolve this issue, manually add the missing entry in the web.xml file.
1. Open the web.xml file, located at [Ephesoft_Directory]\Application\WEB-INF.
2. Locate the following lines:
<context-param>
<param-name>InternalWebServices</param-name>
<param-value>batchInstanceIdentifier/,propertiesChangedEvent/,batchIdentifier/,verifyEphesoftLicense/,verifyAdvanceReportingSwitch/,notifyServerForService/,logs/,path/,paths/,remoteBatchInstanceIdentifier/,propertiesChangedEvent/,previousRemoteBatchInstanceIdentifier/,targetBatchInstanceIdentifier/,checkUserExistence/,signUp/,changePassword/,modifyPassword/</param-value>
</context-param>
3. Add “,activity/” before the closing </param-value> tag.
<param-value>batchInstanceIdentifier/,propertiesChangedEvent/,batchIdentifier/,verifyEphesoftLicense/,verifyAdvanceReportingSwitch/,notifyServerForService/,logs/,path/,paths/,remoteBatchInstanceIdentifier/,propertiesChangedEvent/,previousRemoteBatchInstanceIdentifier/,targetBatchInstanceIdentifier/,checkUserExistence/,signUp/,changePassword/,modifyPassword/,activity/</param-value>
4. Save and close the file.
5. Restart Ephesoft Transact.

ImageMagick Performance Issues During Folder Import
NOVEMBER 19, 2020
|IN FOLDER IMPORT
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1.02 and below
Resolved in: Ephesoft Transact 2020.1.03

Issue
Batches may take a long time to pass through the Folder Import module when IMPORT_MULTIPAGE_FILES is set to group4 processing while using ImageMagick 7.0.10.x.
This issue only applies to Ephesoft Transact 2020.1.02 and below, and was resolved with 2020.1.03.
Root Cause
A setting in the IMPORT_MULTIPAGE_FILES plugin is case sensitive.
Solution
1. From the Batch Class Management screen, select your batch class and click Open.
2. Go to Modules > Folder Import > IMPORT_MULTIPAGE_FILES.
3. Change the IM Convert Input Image Parameters from “-limit area 100mb” to “-limit area 100MB”.
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Figure 1. IMPORT_MULTIPAGE_FILES Plugin Properties
4. Click Apply.

KB00010300: EText Limitations
OCTOBER 28, 2020
|IN BEST PRACTICES, OCR
|BY BREANNA FITZGERALD
Issue
Some PDFs cannot be extracted using EText mode. When EText is enabled in the batch class, Ephesoft Transact uses Recostar’s EText .rsp file to OCR any documents for extraction. EText mode will fail if the headers and labels inside the PDF are not editable or cannot be copied to notepad.
Solution
Note: These changes are made at the batch class level. You will need to repeat the following steps for each batch class with which you want to use EText mode.
1. Go to [Ephesoft_Directory]\SharedFolders\[your_batch_class]\fixed-form-extraction.
2. Open the FPR_EText.rsp file.
3. Find the XML tag that ends with </ImageSequence2Operator>.
4. Add the following after the XML tag:
<LayoutOperator FindTextBlocks=”true” Name=”LayoutOperator”/>
5. Change the ProcessingMode option from ExtractfromEText to VoteOCRAndEText.
[image: ]
Figure 1. Processing Mode
6. Save and close the file.

Poor OCR Results in HOCR.xml
NOVEMBER 3, 2020
|IN OCR
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1 to 2020.1.03
Planned Resolution: 2020.1.04
Issue
OCR results may be incorrect or missing data for non-EText operations.
Root Cause
This issue may occur because of an incorrect entry in the associated RSP file for the batch class. The default occurrence of this issue is in the FPR.rsp file, but this file name may vary depending on your configuration.
You may find FindTextBlocks=”true” in the associated RSP file, which may be the cause of the loss of quality. Try configuring FindTextBlocks=”false” to understand if that is the root cause of the issue. 
Solution
Test if manually setting FindTextBlocks=“false” in the associated RSP file for the batch class resolves the issue.
1. Open the FPR.rsp file, located at [Ephesoft_Directory]\SharedFolders\<your batch class>\fixed-form-extraction.
2. Locate the following XML tag:
<LayoutOperator FindTextBlocks=”true” Name=”LayoutOperator”/>
3. Set “FindTextBlocks” as “false”.
<LayoutOperator FindTextBlocks=”false” Name=”LayoutOperator”/>
4. Save and close the file.

Issue with Ephesoft Transact Scanner Service and Chrome 85.0.4183.121
OCTOBER 2, 2020
|IN REVIEW AND VALIDATE, WEB SCANNER
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact on Google Chrome 85.0.4183.121
Issue
When accessing Ephesoft Transact on Google Chrome version 85.0.4183.121, you may receive the following error message when trying to use the Web Scanner module:
“Ephesoft Transact Scanner Service is not running. Please run the service or install the Ephesoft Transact Scanner Service.”
[image: A screenshot of a computer error
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Figure 1. Web Scanner Error Message
This error message may appear even if the scanner service is currently running.
Additionally, you may have issues with broken display images on the Review and Validate screens.
Solution
To resolve these issues, perform the following steps.
1. Open the WebScanner.html file, located at [Ephesoft_Directory]\Application.
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Figure 1. WebScanner.html File
2. Add the following line after the <head> tag:
<meta name="referrer" content="no-referrer-when-downgrade" />
[image: A computer screen shot of a computer code
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Figure 2. Edit WebScanner.html File
3. Save and close the file.
4. Repeat steps 2–3 with the ReviewValidate.html file, located at [Ephesoft_Directory]\Application.
5. Refresh the browser. If the issue persists, clear the browser’s cache.

Error Uploading Images Remotely
OCTOBER 12, 2020
|IN FILE IMPORT
|BY BREANNA FITZGERALD
To resolve this issue, you will need administrator permissions.
Issue
When uploading supported images (PDF or TIFF) to KV Extraction or KV Page Process remotely (from the web interface), you may receive the following error, “Error while uploading image. Please try again.” This issue only occurs when accessing Ephesoft Transact remotely and does not occur on the localhost.
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Figure 1. Error Message
While the documents are uploaded correctly and can be found in the test-advanced-extraction folder for the batch class (located in Folder Management > SharedFolders > [batch_class] > test-advanced-extraction), they do not load in the browser.
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Figure 2. test-advanced-extraction Folder
Root Cause
This issue occurs due to an unreachable URL in the dcma-batch.properties file.
Solution
To resolve this issue, you will need to edit the URL mentioned in the dcma-batch.properties file.
1. Log in to the localhost as the administrator.
Note: If you do not have Ephesoft Transact installed on your localhost, you will need to run the RDP (Remote Desktop Protocol) client.
2. Navigate to \Ephesoft\Application\WEB-INF\classes\META-INF\dcma-batch\.
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Figure 3. Navigate to dcma-batch Folder
3. Right-click on the dcma-batch.properties file.
4. Select Edit with Notepad++.
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Figure 4. Edit with Notepad++
5. Find the following line:
batch.base_http_url=http\://{resolvable_URL}\:8080/dcma-batches
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Figure 5. Add to dcma-batch.properties File
6. Replace {resolvable_URL} with a URL, IP address, or computer name and port reachable from a remote host.
7. Select File > Save.
8. Restart the Ephesoft Transact service.

Additional Configuration for Chrome 80 Using SSO
JULY 23, 2020
|IN EXTERNAL APPLICATION, SSO
|BY BREANNA FITZGERALD
Issue
Note: This issue has been resolved for Transact 2020.1.06 and above.
When using Google Chrome version 80 or later, you may be unable to sign out of Ephesoft Transact if you are signed in using single sign-on (SSO). Additionally, you may face issues if Transact is embedded in an external application using an iframe element.
This issue can occur in a cross-domain configuration scenario and can affect all versions of Transact.
Background
Starting with Chrome 80, Chrome has made the following changes regarding cookies:
· All cookies that do not have the SameSite attribute specified are treated by default as if they have SameSite set to Lax.
· Chrome will only deliver cookies with SameSite set to None if they are also marked as Secure.
What is the SameSite Attribute?
The SameSite attribute is configured when a cookie is set and is used to describe the contexts in which the cookie is available for reading.
There are three possible values for this attribute:
	Value
	Description

	Strict
	When SameSite=“Strict”, the cookie is only available in requests where the request host shares the public suffix of the request origin.
Cross-site cookies are not allowed. For example, if a page on domain.com requested a resource from www.domain.com, the SameSite=”Strict” cookie would send the resource. But if the page on domain.com requested a resource from example.com, any SameSite=”Strict” cookies written on example.com would not be included in the request.
This applies to navigation as well.

	Lax
	When SameSite=”Lax”, the cookie behaves similar to Strict cookies but does allow for top-level navigation to include the cookie in the HTTP headers.
For example, if you navigate from domain.com to example.com, the SameSite=”Lax” cookies written on example.com would be included in the request.
Note: This is the default value for cookies without an explicitly set SameSite attribute.

	None
	When SameSite=”None”, cookies can be accessed in first-party and third-party contexts without restrictions. This attribute should be used if you have a cookie that must be distributed to multiple domains in HTTP headers.
Important: When the SameSite attribute is set to None, the cookie must also have the Secure flag. Chrome will not accept the Secure flag unless the connection is HTTPS, otherwise, the cookie will be blocked.


Cause
The issues described above may be caused by one or more of the following scenarios:
SSO Provider
Your SSO provider may not have adjusted their solution to accommodate Chrome 80 changes. If you suspect this may be the case, refer to the Solution section below.
CORS Policy
The iframe embedded in Transact may have been blocked by Chrome due to updates to their Cross-Origin Resource Sharing (CORS) policy enforcement. This may occur due to one or more of the following:
· The public suffix of the host page is different from that of the iframe embedded in Transact.
· The host page and iframe content are using HTTP, or are mixed content (one is HTTPS while the other is HTTP).
· The HTTPS certificates are invalid or have expired.
If this applies to you, resolve the underlying issue. For a temporary workaround, refer to Run Chrome Without CORS.
Programmatic Handling of iFrame
Recent changes to Chrome may have impacted the programmatic handling of iframes, which may cause Chrome to block the iframe contents. This may occur due to one or more of the following:
· The iframe src attribute is set using Javascript.
· The dimension specifications of the iframe in CSS is set as a percentage.
Note: In some cases, changing the dimension specifications from a percentage to fixed has resolved this issue.
If this applies to you, you may need to investigate the iframe source code. Ensure your version of Chrome is up to date, as some issues with how Chrome loads iframes have been resolved in recent versions.
Resolved in 2020.1.06 and Above
This issue was resolved in Transact 2020.1.06 if configured for SSO authentication.
[bookmark: _Workarounds_for_2020.1.05]Workarounds for 2020.1.05 and Below
Most major SSO providers have adjusted their solutions to reflect this change. If you encounter any issues with iframe or SSO authentication, contact your SSO provider or configure your external web application and ensure that:
· Authentication and authorization-related cookies have SameSite=”None” and the Secure flag is set. Refer to the workaround for cookies listed below.
· SSO communication is using HTTPS.
Note: Ephesoft Transact currently uses the following four cookies:
1. sessionExpiry
2. serverTime
3. authType
4. JSESSIONID
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Figure 1. Transact Cookies
[bookmark: _Workaround_1:_Cookies]Workaround 1: Cookies
If the solution mentioned above cannot be applied, we recommend not embedding Transact as an external web application in an iframe. Instead, consider using a pop-out option to launch Transact. If you are unable to do so, you can manually configure the cookies on your instance of Chrome as another workaround.
Note: This should be done for each user’s instance of Chrome that is facing iframe or SSO issues with Ephesoft Transact.
1. Open the Chrome browser.
2. Enter the following in the browser’s location bar: chrome://flags/#same-site-by-default-cookies
[image: ]
Figure 2. Navigate to Flags
This will jump to the SameSite by default cookies entry.
3. From the drop-down to the right side of this setting, select Disabled.
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Figure 3. Disable Selected Cookies
4. You will be prompted to relaunch the browser. Click Relaunch.
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Figure 4. Relaunch Chrome
5. After the browser relaunches, enter the following in the browser’s location bar: chrome://flags/#cookies-without-same-site-must-be-secure
[image: ]
Figure 5. Navigate to Flags
This will jump to the Cookies without SameSite must be secure entry.
6. From the drop-down to the right side of this setting, select Disabled.
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Figure 6. Disable Selected Cookies
7. You will be prompted to relaunch the browser. Click Relaunch.
[image: ]
Figure 7. Relaunch Chrome
[bookmark: _Workaround_2:_Run]Workaround 2: Run Chrome Without CORS
The CORS policy applies when a page attempts to access resources from domains different from that of the current page. As such, a potential workaround can be to run Chrome without CORS.
1. Press Win + R to open the Run window.
2. In the Run window, type “cmd” and click OK.
This will open the command prompt.
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Figure 8. Launch Command Prompt
3. Enter the following command to launch Chrome with the –disable-web-security flag:
“[Chrome_Installation_Path]\chrome.exe” --disable-web-security
Note: Replace [Chrome_Installation_Path] with the actual location where Chrome is installed. For example:
“C:\Program Files(x86)\Chrome\Application\chrome.exe” --disable-web-security
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Figure 9. Disable CORS
Important: To avoid any potential impacts on a regular profile, we recommend first using a temporary folder. To do so, append the above command with the –user-data-dir flag:
“[Chrome_Installation_Path]\chrome.exe” --disable-web-security --user-data-dir=~/chromeTemp
Conclusion
This completes an overview of potential workarounds to the interoperability issues caused by Chrome 80’s new security features, described above.


KB0014970: ImageMagick Files Quickly Fill temp Folder
AUGUST 27, 2020
|IN FOLDER IMPORT
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 4.0.5.2 and above
Issue
ImageMagick files fill up the temp folder when processing large TIF files.
Root Cause
By default, if any module is unable to complete its processing within 2 hours (120 minutes), the module restarts. If any files are still in processing mode, the batch may move into error when it restarts.
Solution
There are two possible ways to resolve this issue:
· Enable optimized TIF conversion
· Increase the module timeout
[bookmark: _Enable_Optimized_TIF]Enable Optimized TIF Conversion
To resolve this issue, you can use the LibTiff library to process TIF files. This process is significantly faster than ImageMagick. We recommend using this switch when your TIF files size exceeds 15 MB, and have higher resolution and bit depth.
1. From the Batch Class Management screen, select your batch class and click Open.
2. Go to Modules > Folder Import > IMPORT_MULTIPAGE_FILES.
3. Set the Optimized Tiff Conversion Switch to ON.
[image: ephe-14970]Figure 1. Enable Optimized TIF Conversion Switch
[bookmark: _Increase_the_Module]Increase the Module Timeout
To increase the module timeout:
1. Open the dcma-workflows.properties file, located at [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF.
2. Locate the activity.restart.time property.
3. Set the restart time to a higher number that better suits your workflow needs.
Note: This property is set in minutes.

Batch Class with Global Document Type Failing Import
JULY 14, 2020
|IN BATCH CLASS, DOCUMENT TYPE
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1 and above
Issue
If you are importing a batch class that creates or updates global document types in the global batch class, the import process will fail if there is a local document type in the Global Batch Class (BC0).
The following error message will display:
“The import process has been aborted because the existing global batch class contains a local document type with the same name as an imported global document type. To fix this problem, change the local document type in the global batch class to a global document type, or use the Import as Local Batch Class option.”
Important: This error message is incorrect. Perform the following steps to resolve the error.
[image: ]Figure 1. Error Message
Solution
Importing will succeed if all local document types are changed to global for BC0.
1. In BC0, set any existing local or draft document types to Global.
2. Import your batch class.
Note: If you do not want to keep your local or draft document types as Global, perform steps 3 and 4.
3. Create copies of the document types you set to Global in step 1.
4. Delete the original document types you set to Global in step 1.

Batch Class Fields Missing After Import
JULY 14, 2020
|IN BATCH CLASS
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2020.1 and above
Issue
When exporting a batch class that has Batch Class Fields, importing that batch class does not import the Batch Class Fields.
Solution
If you are adding the batch class to the same environment, copying the batch class will retain the Batch Class Fields. Otherwise, manually add the Batch Class Fields after import.

KB00010248: Incorrect URL After Logging Out
FEBRUARY 27, 2020
|IN CONFIGURATION, SYSTEM
|BY BREANNA FITZGERALD
Applies to: Ephesoft Transact 2019.1 and above
Issue
When logging out of Ephesoft Transact 2019.1, the page incorrectly directs to the Ephesoft Transact home page instead of the login screen.
Solution
To resolve this issue, you will need to manually change the URL you want to be directed to upon logging out.
1. Navigate to [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF and open the applicationContext-security.xml file.
2. Locate the following line:
<property name=”defaultTargetUrl” value=”/home.html” />
3. Set the value to the page you want to be directed to upon logging out:
 “defaultTargetUrl” value=”/home.html” 
For example:
“defaultTargetUrl” value=”http://localhost:8080/dcma/BatchClassManagement.html”
Combined Realm for AD/LDAP Limitations to Service
JUNE 19, 2020
|IN ACTIVE DIRECTORY, LDAP
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact
Issue
In some cases, the group and users search in LDAP can’t find users and groups unless there are specific context paths entered in the configuration. This required listing all organizational units (OU) that contain the authorized users and groups.
Combined realms are used particularly when you have multiple OUs that need to be looked at to authenticate your users. Because the Global Catalog port (Port 3268) in Active Directory is only used for following referrals to the common name (CN) description of a user account, the normal LDAP port (Port 389) could cause issues later on.
Root Cause
Limitations to the service which is not able to follow referrals down to the lowest sub-organizational unit.
Solution
To resolve this issue, you will need to set up combined realms in Apache Tomcat.
1. Open the server.xml file located at [Transact Install Directory]\JavaAppServer\conf\server.xml.
2. Add the following to the server.xml file around the current realm configuration for LDAP, in order for the role base to match any group membership:
<Realm class Name="org.apache.catalina.realm.CombinedRealm"></Realm>
3. Then add another realm configuration after the already existing realm setting. In the second realm setting, add the secondary OU location you would like Apache Tomcat to identify and authenticate both your users and groups.
Example:
<Realm class Name="org.apache.catalina.realm.CombinedRealm">
<Realm className="org.apache.catalina.realm.JNDIRealm"
connectionURL="ldap://<AD ServerName/IP>:389"
connectionName="cn=User,OU=Service Accounts,DC=Test,DC=Ephesoft,DC=com"
connectionPassword="P@ssw0rd" userPattern="cn={0},OU=DomainUsersLocation1,DC=Test,DC=Ephesoft,DC=com
roleBase="OU=SecurityGroupsLocation1,DC=Test,DC=Ephesoft,DC=com"
roleSubtree="true"
roleName="cn"
roleSearch="uniqueMember={0}"
/>

<Realm className="org.apache.catalina.realm.JNDIRealm"
connectionURL="ldap://<AD ServerName/IP>:389"
connectionName="cn=User,OU=Service Accounts,DC=Test,DC=Ephesoft,DC=com"
connectionPassword="P@ssw0rd"
userPattern="cn={0},OU=DomainUsersLocation2,DC=Test,DC=Ephesoft,DC=com
roleBase="OU=SecurityGroupsLocation2,DC=Test,DC=Ephesoft,DC=com"
roleSubtree="true"
roleName="cn"
roleSearch="uniqueMember={0}"
/>
</Realm>
This configuration only needs to be used if you are not able to use the Global Catalog Port in Active Directory. You will need to follow the instructions for setting up AD at the OU level. Refer to  https://knowledge.tungstenautomation.com/ for more information.

KB00010723: Date Regex Expression Validation Error
FEBRUARY 21, 2020
|IN SCRIPTING
|BY BREANNA FITZGERALD
Issue:
The error “Date could not satisfy the validation pattern” (Figure 1) may occur when a date regex expression has been defined in Validation Rules (Figure 2) but is already functioning in Regex Builder (Figure 3). This issue applies only to 2019.2.
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Figure 1: Validation Pattern Error
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Figure 2: Date Regex Expression in Validation Rules
[image: A screenshot of a computer

Description automatically generated]
Figure 3: Regex Builder Screen
Solution:
To resolve this issue, implement the following script to set the field value to lower case.
if (currentFieldName.equals("Document Date")){

dlfValueDoc.setText(currentFieldValue.toLowerCase());
This will verify the date format of manual user entry without using the Date regex expression in Validation Rules.
Important: You will need to click Validate twice.

Batch Class Import Error
FEBRUARY 21, 2020
|IN BATCH CLASS
|BY LYDIAXIE
Applies to: Ephesoft Transact 2019.1 and above
Issue
In Ephesoft Transact 2019.1 or above, a large batch class fails to import in the Batch Class Management screen when your Ephesoft Transact environment is set up as the following:
· HAProxy server (Open source software that provides a high availability load balancer and proxy server for TCP and HTTP-based applications that spreads requests across multiple servers).
· Use Haproxy feature to redirect to Ephesoft Transact’s Apache 2.x port 443.
· Ephesoft Transact application server is integrating with the WSO2 server for Single Sign On Authentication.
· The WSO2 server is redirect to the Ephesoft Transact Apache2.x port 443 after Authentication activity.
This error occurs when the limitation of Apache’s body timeout for RequestReadTimeout is too short.
The following error displays in the DCMA-ALL INFO log:
2019.1 Windows Server 2012 R2 2020-01-27T20:52:10,206 ERROR ajp-nio-8009-exec-4 com.ephesoft.gxt.admin.server.ImportBatchClassUploadServlet - Unable to read the form contents.org.apache.commons.fileupload.FileUploadBase$IOFileUploadException: Processing of multipart/form-data request failed. null

org.apache.commons.fileupload.FileUploadBase$IOFileUploadException: Processing of multipart/form-data request failed. null

     at org.apache.commons.fileupload.FileUploadBase.parseRequest(FileUploadBase.java:351) ~[commons-fileupload-1.3.3.jar:1.3.3]

     at org.apache.commons.fileupload.servlet.ServletFileUpload.parseRequest(ServletFileUpload.java:115) ~[commons-fileupload-1.3.3.jar:1.3.3]

     at com.ephesoft.gxt.admin.server.ImportBatchClassUploadServlet.attachFile(ImportBatchClassUploadServlet.java:86) [gxt-admin_EEN-20725_Generic_2019.1.jar:?]
Solution
1. Navigate to the following folder: [Ephesoft_Directory]\Ephesoft\Apache24\conf
2. Open the conf file in a code editor like Notepad++.
Note: Back up the original file before any changes.
3. Locate the following RequestReadTimeout variable for the body header:
RequestReadTimeout header=20-40,MinRate=500 body=20-40,MinRate=500
4. Edit the RequestReadTimeout variable to the following:
RequestReadTimeout header=20-40,MinRate=500 body=20,MinRate=500
5. Restart Apache.

KB00007654: Configure the Thai Language for Tesseract in Ephesoft Transact 2019.2
NOVEMBER 18, 2019
|IN OCR LANGUAGES
|BY LYDIAXIE
Issue:
Users want to configure the Thai language for Tesseract in Ephesoft Transact 2019.2.
Solution:
1. Download the Thai Tesseract data.
2. Right-click the file and unblock the security option.
3. Unzip the file.
4. Navigate to the tessdata
5. Copy the traineddata file into the following folder: [Ephesoft installed path]:\Ephesoft\Application\native\Tesseract-OCR\tessdata
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6. Open the batch class.
7. Navigate to the page process workflow.
8. Remove the Recostar HOCR and replace with Tesseract HOCR.
9. Turn on Tesseract HOCR.
10. From the Tesseract HOCR’s OCR language option, manually add the Thai language.
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11. Click Apply and Deploy.
12. Click the View OCR to test with the sample images. View the results in the Validation module.

Transact 2019.1 Cleanup Issue for FINISHED Batches
FEBRUARY 12, 2020
|IN BATCH INSTANCE
|BY BREANNA FITZGERALD
Environment:
Ephesoft Transact 2019.1 on Windows with MSSQL database.
Issue:
There is an issue in Ephesoft Transact 2019.1 where the FINISHED batches in the Batch Instance Management screen do not get cleaned up using the CLEANUP job. The following error appears in the dcma-report-all.log
com.ephesoft.dcma.report.service.EtlServiceImpl – ess-sync_hist_manual_steps_in_workflow – An error occurred, processing will be stopped:

Couldn't execute SQL : MERGE hist_manual_steps_in_workflow AS TARGET

The MERGE statement attempted to UPDATE or DELETE the same row more than once. This happens when a target row matches more than one source row. A MERGE statement cannot UPDATE/DELETE the same row of the target table multiple times. Refine the ON clause to ensure a target row matches at most one source row, or use the GROUP BY clause to group the source rows.
Solution:
A Hotfix has been deployed to resolve this issue. Download the hotfix from the https://knowledge.tungstenautomation.com/ page and follow the steps below to deploy:
1. Stop the Ephesoft Transact Service.
2. Download and extract the hotfix to a temporary location.
3. Navigate to the <ephesoft_home>\Application\WEB-INF\classes\META-INF\dcma-reporting\Migration
    Note: Replace <ephesoft_home> with the location where the Ephesoft Transact service is located.
4. Backup the existing .ktr file and delete the original.
5. Copy the backup .ktr file to the <ephesoft_home>\Application\WEB-INF\classes\META-INF\dcma-reporting\Migration
6. Navigate to the <ephesoft_home>\Application\WEB-INF\classes\META-INF\dcma-reporting\Dashboard
7. Backup the existing .ktr file and delete the original.
8. Copy the extracted .ktr file to <ephesoft_home>\Application\WEB-INF\classes\META-INF\dcma-reporting\Dashboard
9. Start the Ephesoft Transact service.
10. Verify that the batches in the FINISHED state no longer appear on the Batch Instance Management screen. If they are, then you have successfully applied the hotfix.

Batch Instance Stuck at Export Cleanup Stage
NOVEMBER 12, 2019
|IN BATCH INSTANCE
|BY LYDIAXIE
Issue:
In Ephesoft Transact 2019.2, when customizing an export script to export all the metadata into a .csv file, the batch instance is stuck at the export’s cleanup stage. The following error displays: com.ephesoft.dcma.core.exception.ScriptNotFoundException: Failed to load DynaCode class [Ephesoft installed path]:\Ephesoft\SharedFolders\BC70\scripts\ScriptExport.java
This error occurs when the user is using a legacy version of POI jar file.
Solution:
1. Download the following latest POI file.
2. Unzip the zip file.
3. Copy the poi-4.1.1.jar and commons-math3-3.6.1.jar files into the lib folder.
4. If you do not have any customized built-in packages defined in the export script, skip this step and proceed to step 5.
1. Open the export script with Eclipse, a third-party application.
2. Temporarily comment out any customized built-in package to eliminate customized script issues.
5. Navigate to <Ephesoft installed path>:\Ephesoft\JavaAppServer\temp directory.
6. Empty this folder.
Note: Skip this step if a pop-up window displays with a message that the file is being used by Ephesoft Transact.
7. Restart Ephesoft Transact services.
8. Restart the problematic batch instance from the Batch Instance Management screen.

Learn Databases Error in Ephesoft Transact 2019.2
NOVEMBER 13, 2019
|IN EXTRACTION, INDEX FIELD
|BY LYDIAXIE
Applies to: Ephesoft Transact 2019.2
Resolved in: Ephesoft Transact 2020.1
Issue
In Ephesoft Transact 2019.2, when mapping a certain index field to a database field in FuzzyDB Extraction Configuration, the following error message displays: Unable to Learn databases. An issue in learning occurs when the primary key column mapped in the document fuzzy is used in mapping fields and is marked as searchable.
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Figure 1. Learn Databases Error 
Workaround
To prevent this issue, perform the following:
1. Stop Ephesoft Transact.
2. Download this hotfix.
3. Extract this hotfix to a temporary location
4. Navigate to the following directory: [EPHESOFT_HOME]\Application\WEB-INF\lib\HOT-FIXES
5. Ensure there is no JAR named dcma-fuzzydb. If there is, take a backup and remove it from this directory.
6. Copy the extracted JAR dcma-fuzzydb_EEN-22768_30_July_2019.jar to the following directory: [EPHESOFT_HOME]\Application\WEB-INF\lib\HOT-FIXES
7. Start Ephesoft Transact.
8. Test and verify if you can successfully perform the LearnDB task.
Solution
To resolve this issue, upgrade to Ephesoft Transact 2020.1 or above.

Unable to Change Batch Instance Priority
OCTOBER 28, 2019
|IN BATCH INSTANCE
|BY LYDIAXIE
Applies to: Ephesoft Transact 2019.1
Resolved in: Ephesoft Transact 2019.1 Hotfix
Issue
In Ephesoft Transact 2019.1, users are unable to change the batch instance priority on the Batch Instance Management page. When the field is edited, it turns red, and the following error message displays: “Value should not be empty. Priority should be between 1 and 100.”
Solution
1. Log in to the https://knowledge.tungstenautomation.com/.
Note: A customer portal account will be required to access this page. Contact https://www.tungstenautomation.com/contact-us/technical-support for credentials.
2. Locate and download the following hotfix: Hotfix – Batch Priority Column Issue in BIM
3. Stop the Ephesoft Transact server.
4. Download and extract HOTFIX_EEN-24325_2019.1.zip to a temporary location on your system.
5. Navigate to the following directory: [EPHESOFT_HOME]\Application\WEB-INF\lib\HOT-FIXES
6. Copy the extracted *.jar to the following directory: [EPHESOFT_HOME]\Application\WEB-INF\lib\HOT-FIXES
7. Navigate to [EPHESOFT_HOME]\Application\
8. Create a backup of the existing batchInstance directory at a different location.
9. Delete the batchInstance folder under the following [EPHESOFT_HOME]\Application\.
10. Copy the extracted batchInstance directory to [EPHESOFT_HOME]\Application\
11. Start the Ephesoft Transact server.
Note: The solution is created over Ephesoft Transact 2019.1 generic hotfix. These changes are applied to all servers in the cluster.

KB00007089: Pre-request Information is Required in the Postman Application for the Ephesoft UploadBatch Web API
NOVEMBER 7, 2019
|IN EXTERNAL APPLICATION, WEB SERVICE APIS
|BY
Issue:
Pre-request information is required in the Postman application for the Ephesoft UploadBatch web API.
Solution:
1. Open the Postman application.
2. In the POST field, enter a URL in the following format: http://<serverName/IP address>:<port>/dcma/rest/uploadBatch/<batchClassIdentifier>/<batchInstanceName>
Figure 1 below uses the following URL as an example: http://192.168.0.144:8080/dcma/rest/uploadBatch/BC10/Test1
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Figure 1: POST Field Entry
3. Select Basic Auth from the TYPE drop-down list.
4. Enter the following credentials:
· 
· Username: ephesoft
· Password: demo
[image: A screenshot of a computer
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Figure 2: Authorization Options
5. Leave the fields in the Headers tab blank.
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Figure 3: Headers Tab
6. In the Body tab, create the following two keys:
a. Key 1 – File option: Ensure that you mapped where the TIF file is located:
3. 
3. 
[image: ]
Figure 4: Key 1
b. Key 2 – Test option: Ensure that you enter the correct DropFolder path according to your batch class Drop Folder path that has been defined in the Batch Class Management.
[image: ]
Figure 5: Key 2
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Figure 6: Keys 1 and 2
7. Leave the fields in the Pre-request Script tab blank.
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Figure 7: Pre-request Script Tab
8. Leave field in the Tests tab blank.
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Figure 8: Tests Tab
9. Click Send.
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Figure 9: Click Send
10. Verify that the Batch Instance is created successfully.
[image: ]
Figure 10: Batch Instance

KB00006858: Batch Stuck in New or Running Status in Batch Instance Management Screen
OCTOBER 18, 2019
|IN BATCH INSTANCE
|BY LYDIAXIE
Issue:
In Ephesoft Transact, the batch instance status in the Batch Instance Management screen does not progress from New to Running. The batch instance status may also be stuck in Running where the folder import stage remains at 0%.
Solution:
To resolve this, perform the following steps to ensure the workflow of the batch class is deployed properly:
1. Stop the Ephesoft Transact service.
2. Browse to {Ephesoft Installation Directory}\WEB-INF\classes\META-INF\dcma-workflows\dcma-workflows.properties
3. Set the workflow.deploy parameter to true as shown in the following image:
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4. Start the Ephesoft Transact service.
Note: This flag will change back to false on its own, and the service should start up.
5. Log in to Ephesoft Transact.
6. Verify if the batches are being processed.

KB00007045: Batch Error with RECOSTAR_HOCR Plugin
OCTOBER 28, 2019
|IN EXTERNAL APPLICATION, OCR
|BY LYDIAXIE
Issue:
In Ephesoft Transact 4.5.X.X, 2019.1, and 2019.2, a batch error occurs while running the RECOSTAR_HOCR plugin. The error message says, “Uncaught Exception in readOCR method. Exception occurred while process PDF page for EText.”
This occurs when the batch class RECOSTAR_HOCR plugin parameter has Use EText Recostar Project File  set to Automatically. However, the same batch processes successfully when Use EText Recostar Project File is set to Never OR Use EText Recostar Project File is set to Always. The issue is caused by the third-party IText API.
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Solution:
Ephesoft Support recommends upgrading the version of IText from 5.4.1 to 5.5.12.
1. Log in to the https://knowledge.tungstenautomation.com/
Note: A customer portal account will be required to access this page.
2. Locate and download the following hotfix: ITEXT 5.5.12 Library Upgrade.
3. Stop the Ephesoft Transact server.
4. Download and extract HOTFIX_EEN-24034_2019.1_ItextUpgrade_18Oct_2019.zip to a temporary location on your system.
5. Navigate to the following directory: [EPHESOFT_HOME]\Application\WEB-INF\lib\
6. Create a backup and delete the following:
· 
· itextpdf-5.4.1.jar
· itext-pdfa-5.4.1.jar
· itext-xtra-5.4.1.jar.
7. Copy the extracted files listed below to the following directory: [EPHESOFT_HOME]\Application\WEB-INF\lib\
· 
· itextpdf-5.5.12.jar
· itext-pdfa-5.5.12.jar
· itext-xtra-5.5.12.jar
· commons-imaging-1.0-SNAPSHOT.jar
8. Start the Ephesoft Transact server.

Error 404 After Starting Ephesoft Transact 2019.2
OCTOBER 4, 2019
|IN INSTALL AND UPGRADE
|BY LYDIAXIE
Applies to: Ephesoft Transact 2019.2
Issue
The following message displays after starting Ephesoft Transact 2019.2. This issue is caused by multiple attempts of running database upgrade patches on Ephesoft Transact 2019.2.
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The following is the error in logs:
2019.2 Windows Server 2012 R2 2019-10-02T23:48:36,934 ERROR main 
org.springframework.web.context.ContextLoader - Context initialization failed 
org.springframework.jdbc.IncorrectResultSetColumnCountException: Incorrect column count: 
expected 1, actual 2
Solution
1. Log in to the Ephesoft Transact database.
2. Run the following query:
Select * from cluster_property;
The output of this query will display duplicate rows in this table as shown in the image below.
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3. If there are duplicate entries in the cluster_property table, run the following query in the image below to remove the duplicated entries:
Note: Delete the new entries from the table. Keep the old entries.
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4. Ensure the final output of the table cluster_property is similar to the image below.
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5. Restart the Ephesoft Transact service. The login page displays.
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Blank Screen Displays after SSO Login
OCTOBER 9, 2019
|IN SSO
|BY LYDIAXIE
Applies to: Ephesoft Transact 2019.2
Issue
In Ephesoft Transact 2019.2, a blank screen displays after logging in using SSO and selecting any administrator or operator option.
Solution
1. Remove the security constraint .xml tags by commenting them out as shown in the following image.
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2. When upgrading to Ephesoft Transact 2019.2 from previous versions, ensure the SSO configuration files are backed up if the environment is configured to use SSO. Once the upgrade is complete, verify the following SSO Configuration files are available:
· 
· Ephesoft\JavaAppServer\conf\server.xml
· Ephesoft\Application\applicationContext.xml
· Ephesoft\Application\WEB-INF\web.xml
· Ephesoft\Application\WEB-INF\classes\META-INF\application.properties
· Ephesoft\Application\WEB-INF\classes\META-INF\applicationContext-security.xml
· Ephesoft\Application\WEB-INF\classes\META-INF\dcma-batch\dcma-batch.properties
· Ephesoft\Application\WEB-INF\classes\META-INF\dcma-workflows\dcma-workflows.properties
3. Compare these files to the previous version.
4. Verify the SSO related information with the files in the upgraded version.
Important: Do not copy files from previous versions to the new version. This may cause failures to start the Ephesoft Transact service.

KB00027534: How to Create a Script to Remove Blank Pages
SEPTEMBER 6, 2019
|IN SCRIPTING
|BY LYDIAXIE
This article describes how to remove blank white pages from document files in all Ephesoft Transact versions. Blank pages can be removed from documents contained in batch instances when processing documents in the Ephesoft Transact workflow.
· This capability is not enabled by default with Ephesoft Transact, but is available with a basic script that reads the HOCR.xml file associated with blank pages. This file is located at the following path:
<SharedFolders>\ephesoft-system-folder\<batchInstance>\<batchInstance>_PG<x>_HOCR.xml
· To create a custom script for this purpose, the script must parse the HOCR.xml file and find the HocContent tags.
· If these HocContent tags in the HOCR.xml file are empty, this means there is no text extracted from the page. Therefore, any such page is a blank page and can be removed.

JConsole Connection Error in Ephesoft Transact 2019.2
OCTOBER 2, 2019
|IN EXTERNAL APPLICATION
|BY LYDIAXIE
Applies to: Ephesoft Transact 2019.2
Issue
JConsole will not connect to port 8900 in Ephesoft Transact 2019.2. The following error message displays:
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Figure 1. New Connection
Root Cause
With Ephesoft Transact 2019.2, JMX connections are disabled due to reported security risk and vulnerability. Refer to the steps for Ephesoft Transact 2019.2 and above in Configuring the Dynamic Logging Functionality.

KB00023068: ImageMagick impacts performance due to heavy file size
OCTOBER 8, 2018
|IN BEST PRACTICES, OCR
|BY
Component:
Performance, ImageMagick, Tiff to PNG conversion, CREATE_OCR_INPUT Plugin, CREATE_DISPLAY_IMAGE Plugin
 
Issue Description:
There can be scenario’s where our customer’s observe that PPM of their batch class is degrading and Batch Instances are taking most of the time in CREATE_OCR_INPUT plugin and CREATE_DISPLAY_IMAGES plugin. Sometimes the completion of TIFF to PNG conversion carried by ImageMagick in these plugins can take very long.
This wiki article helps to explain the reason behind why ImageMagick sometimes takes too long in the above mentioned plugins.
 
Analysis:
1. CREATE_OCR_INPUT Plugin and CREATE_DISPLAY_PLUGINS are the one which are involved in TIFF to PNG conversion either for producing a PNG file that needs to be provided as an INPUT to OCR engine as well as to Create Display Images to be displayed at Review and Validate stage.
2. Image conversion process is carried out by a third party tool called ImageMagick which helps in generating the PNG files.
3. ImageMagick processing rate depends upon the size of the image. It not only depends upon the size of image on disk but also considers size in memory. It is the expected behavior of ImageMagick to take time if the size of the file in memory is heavy.
4. As you can see in the below screenshot the size of the images in memory is quite large because of which ImageMagick takes time processing these images.
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5. Therefore the performance of the batch class will vary for these two plugins as per the size of the file.
 
Suggestion to improve performance:
1. If Recostar Color Switch under RECOSTAR_HOCR plugin is OFF, CREATE_OCR_INPUT plugin will not be needed to generate PNG files. Instead of PNG tiff files will be used for OCRing. With this CREATE_OCR_INPUT plugin can be removed from the workflow. This will save the time taken by CREATE_OCR_INPUT plugin which is almost same as time taken by CREATE_DISPLAY_IMAGE plugin.
2. Please note that in order to get this working you will need to remove the dependency of CREATE_OCR_INPUT plugin  from RECOSTAR_HOCR and RECOSTAR_EXTRACTION PLUGIN from SystemConfiguration -> Modules -> Plugin UI page.
3. Regarding particular plugins CREATE_DISPLAY_IMAGE and CREATE_OCR_INPUT,they are working in an expected manner i.e. time taken by these plugins is the time taken by ImageMagick for conversion (Which is taking time because of images are quite heavy as mentioned earlier).

Open Office Issue org.artofsolving.jodconverter.office.OfficeException: could not load document in Ephesoft Transact 4.1.2.1
OCTOBER 8, 2018
|IN DOCUMENT IMPORT, EXTERNAL APPLICATION, OTHER
|BY EPHESOFTADMIN
Affected Version: 4.1.2.1
Component:
Email Import
Issue Description:
An issue is observed in Ephesoft Transact 4.1.2.1 with Email Import where PNG images when embedded or inserted using outlook-client fails to get converted to PDF file with below exception thrown in Ephesoft log files:
4.1.2.1.2018-08-30 11:50:07,650 [ERROR] [pool-5-thread-1] [com.ephesoft.dcma.mail.service.EmailConvertorImpl] – Unable to convert Email into PDF file.
org.artofsolving.jodconverter.office.OfficeException: could not load document: C:\Ephesoft\SharedFolders\download-emails\8508528827530180\downloaded-email-attachments\image003.png
The issue is very specific to certain email’s and when the emails are forwarded using outlook-client to lotus notes from where Ephesoft transact is configured to pickup the email’s.
Solution:
1. Download the LibreOffice folder from here.
2. Stop Ephesoft Service and kill any soffice.exe and soffice.sbin processes running in Task Manger -> Details Tab. Make sure no process of soffice is running 
3. Navigate to Ephesoft -> Dependencies folder and take a backup of libreoffice folder to some other location and delete the folder from this location.
4. Extract libreoffice folder from the download link above and paste this in Ephesoft->Dependencies folder.
5. Navigate to Ephesoft\Application\WEB-INF\classes\META-INF\dcma-open-office folder and open open-office.properties file.
6. Change the value of openoffice.homePath from C:\\Ephesoft\\Dependencies\\libreoffice\\App\\libreoffice to C:\\Ephesoft\\Dependencies\\libreoffice
7. Restart the ephesoft service and now try to process the email’s and let me know if these gets processed properly or not.

KB00023359: Resolving report job failure when overwhelmed with data quantity
AUGUST 16, 2018
|IN REPORTING
|BY
KB Article #: KB0023359
Topic/Category: Report
Applies to: v4.1.2.1 without Advanced Reporting
Issue: Report jobs fail when a large quantity data is processed at one time.
Solution:
Please use the following hot-fix for Ephesoft Transact v4.1.2.1. To deploy the ktr files, please perform these steps:
1. Shut down the server.
2. Run the following SQL query in the report database and commit the changes. This query deletes unnecessary data from the report database.
· delete from batch_instance where last_modified < (select last_execution_at from last_execution where job='BATCH_INSTANCE_LAST_UPDATE');
· delete from finished_batch_instance;
· delete from finished_batch_xml_data;
· delete from modified_batch_instance;
· delete from throughput_common_data where end_time < (select last_execution_at from last_execution where job='BATCH_INSTANCE_LAST_UPDATE');
· delete from throughput_common_module_data where end_time < (select last_execution_at from last_execution where job='BATCH_INSTANCE_LAST_UPDATE');
· 
3. Once you have successfully execute this query, place the attached files in below location:
· {Ephesoft Installation Directory}\Application\WEB-INF\classes\META-INF\dcma-reporting\Dashboard
4. Restart the server.
Suggestion:
Ephesoft can adjust the cron expressions for cleanup to run during non-working hours, or during a time when the load on the server is known not to be high.
This could be a dashboard job run in an interval of 4 hours.

KB00023789: How to change or modify session timeout settings in SSO with ADFS.
OCTOBER 8, 2018
|IN CONFIGURATION, SSO
|BY
Component:
SSO
 
Article Description:
There may be an issue observed when Ephesoft is configured over SSO with ADFS where the logged in users may be seeing frequent session timeout issues on keeping the application idle for some time and are redirected to distorted page when they try to login again.
This article provides information on how the session timeout setting be configured at Ephesoft as well as ADFS side to ensure the session timeout only happens when the token expiration date is reached.
 
Root Cause: The distorted page occurs when there are some failures with IDP authentication. Since users are facing the issue after leaving the system inactive for certain time, it could be because of IDP token getting expired at application end. 
 
[bookmark: _Steps_to_Configure]Steps to Configure Session Timeout setting when Ephesoft configured over SSO:
1. Comment the session-timeout defined in web.xml
2. In applicationContext-security.xml, add a property maxAuthenticationAge to bean class WebSSOProfileConsumerImpl as shown below. The maxAuthentication age(in seconds) determines the maximum session time set for the IDP.
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3. Default value at Ephesoft side is 7200 seconds which can be overridden and matched with session timeout setting at ADFS side.
4. To configure the session timeout settings at ADFS side please follow the link here.

CTRL + Q Shortcut Not Working in 4.5.0.1
JUNE 13, 2018
|IN REVIEW AND VALIDATE
|BY TIM MCMULLIN
Applies to: Ephesoft Transact 4.5.0.1
Resolved in: Ephesoft Transact 2019.1
Issue
The shortcut Ctrl + Q blocks out the other fields in the validation screen and hinders the ability to edit them after using the shortcut for the first time. This occurs despite the value for the field being set to false in the application.properties file, located in [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF.

Figure 1. Application.properties File
Even after clearing the cache, the issue still persists.
Workaround
Two different workarounds are available:
1. Use CTRL + E with the ctrl_q_enable switch to false
2. Manually validate the fields using the mouse and UI options.
Solution
Upgrade to Ephesoft Transact 2019.1 or above, or download the following hotfix: HotFix_EPHE-22524_4501_25Jun2018.
Steps to deploy:
1. Stop Ephesoft Transact.
2. Extract the hotfix to a temporary location.
3. Go to [Ephesoft_Directory]\Application\WEB-INF\lib\HOT-FIXES\.
4. Copy the extracted dcma-gxt-review-validate-0.0.15-SNAPSHOT.jar and README.txt to the HOT-FIXES folder.
5. Restart Ephesoft Transact.

KB00022920: How do I retrieve the extraction result from Ephesoft?
JUNE 25, 2018
|IN EXTRACTION
|BY CHRISMACWILLIAMS
Topic/Category:  Report/Custom Report
Applies to: All
Product Queries:
Is there a method to retrieve the real-time extraction result from Ephesoft application?
Solution: 
it is achievable with 2 options as follows:
Option 1
· To use extraction script to copy the extraction value from <ID>_Extraction_<Batch Class ID>_batch_bak.xml zip
· Copy all the value and temporary store into the custom DB.
Note: There is performance of Transact application will be slower due to additional step need to execute before move to next workflow. Example, Validation.
Option 2
· Create a separate project to read the XML file for finished batches (final-drop-folder) before insert into database. With this option it will not impact the application performance.

javax.naming.AuthenticationException: [LDAP: error code 49 – 80090308: LdapErr: DSID-0C09042F, comment: AcceptSecurityContext error, data 532, v2580 ]
JUNE 12, 2018
|IN LDAP
|BY EPHESOFTADMIN
Applies to:
All Ephesoft versions configured with LDAP / AD
Issue:
If you are not able to log into your Ephesoft system and are using LDAP authentication and getting below error all of a sudden
[LDAP: error code 49 – 80090308: LdapErr: DSID-0C09042F, comment: AcceptSecurityContext error, data 532, v2580 ]
javax.naming.AuthenticationException: [LDAP: error code 49 – 80090308: LdapErr: DSID-0C09042F, comment: AcceptSecurityContext error, data 532, v2580 ]
Root Cause:
Password expiration / user locked for user which you are trying to login with or which is mentioned in server.xml and user-connectivity.properties file
Solution: 
Kindly reach out to your AD / LDAP Administrator and get your password reset or user unlocked. If the password for the user mentioned in the properties file is reset then change the password in the properties files as well.

javax.naming.InvalidNameException: [LDAP: error code 34 – invalid DN]
JUNE 12, 2018
|IN LDAP
|BY EPHESOFTADMIN
Affected Version: 4501
Component: OpenLDAP 2.4
Issue Description:
After upgrading Ephesoft 4500 to 4501 and then trying to connect to LDAP that ephesoft provides we see an error “Error 34 : Invalid DN”
 
Exception:
javax.naming.InvalidNameException: [LDAP: error code 34 – invalid DN]
at com.sun.jndi.ldap.LdapCtx.processReturnCode(LdapCtx.java:3095)
at com.sun.jndi.ldap.LdapCtx.processReturnCode(LdapCtx.java:2886)
at com.sun.jndi.ldap.LdapCtx.connect(LdapCtx.java:2800)
at com.sun.jndi.ldap.LdapCtx.<init>(LdapCtx.java:319)
at com.sun.jndi.ldap.LdapCtxFactory.getUsingURL(LdapCtxFactory.java:192)
at com.sun.jndi.ldap.LdapCtxFactory.getUsingURLs(LdapCtxFactory.java:210)
at com.sun.jndi.ldap.LdapCtxFactory.getLdapCtxInstance(LdapCtxFactory.java:153)
at com.sun.jndi.ldap.LdapCtxFactory.getInitialContext(LdapCtxFactory.java:83)
Workaround:
Replace the OpenLDAP 2.4 folder from 4500 backup and replace the same with 4501 OpenLDAP 2.4 folder in Ephesoft -> Dependencies and restart the OpenLDAP service

Ephesoft Application Fails to Load Login Page
MAY 29, 2018
|IN CONFIGURATION
|BY ROBMARSHALL
Issue
You may encounter an issue with the Ephesoft home page not loading after starting Transact. The page may continually attempt to load without an error or may throw a generic session timeout error.
Root Cause
A potential root cause is a dependency has not loaded as expected. One common culprit is LibreOffice dependency.
Workaround
1. Open Task Manager.
2. Go to Details.
[image: A screenshot of a computer

Description automatically generated]
Figure 1. Task Manager
3. Search for soffice.bin and soffice.exe.
4. If you do not see these running during Ephesoft startup, you can start this manually by going to [Ephesoft_Directory]\Dependencies\libreoffice\App\libreoffice\program and double-clicking the soffice.exe application. This will manually start the required LibreOffice application.

java.lang.OutOfMemoryError: Compressed class space
JUNE 12, 2018
|IN BEST PRACTICES, SCRIPTING
|BY EPHESOFTADMIN
Issue Description:
In case you have some custom scripts in place and that is making some web service calls then you may observe an issue where in the logs you may see Exception  java.lang.OutOfMemoryError: Compressed class space and the outcome of that can be Ephesoft UI performance getting impacted i.e. extreme slowness on the User Interface where it takes a very long time to perform any operation or even you are viewed with the blank WEB UI screen.
 
Root Cause:
The issue may be due to this custom script in place which is making web service calls due to which if you are observing  java.lang.OutOfMemoryError: Compressed class space exception in the logs. 
Same is a known issue in Java8
Reference https://stackoverflow.com/questions/33255578/old-jaxb-and-jdk8-metaspace-outofmemory-issue.  
Solution: 
To resolve the issue please add a tomcat parameter -Dcom.sun.xml.bind.v2.bytecode.ClassTailor.noOptimize=true which handles this OutOfMemeoryError.
a. Go to Ephesoft -> JavaAppServer -> bin folder
b. Open EphesoftTransactService go to Java Tab and in JavaOptionSection add -Dcom.sun.xml.bind.v2.bytecode.ClassTailor.noOptimize=true (at the end)
c. Also if the issue occurs again we need to make sure that we have heap dump available with us to analyse the issue so add below as well in Java Options and make sure you are giving correct path where Heap Dump needs to be created
-XX:+HeapDumpOnOutOfMemoryError
-XX:HeapDumpPath=c:\\path\to\HDFile
d.Restart the Ephesoft Service 
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In case the above doesn’t work then kindly go ahead and open the ticket at https://knowledge.tungstenautomation.com/ and provide us with the INFO level logs and Heap Dump.

Invalid Access Error Using Advanced Web Scanner
APRIL 30, 2018
|IN WEB SCANNER
|BY ROBMARSHALL
Applies to: Ephesoft Transact 4.5.0.0 to 2019.2
Resolved in: Ephesoft Transact 2019.2
Issue
The following error occurs when attempting to use the Ephesoft Advanced Web Scanner, varying by version:
Transact 4.5.x.x
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Figure 1. Error Message 4.5.0.0
Transact 2019.1
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Figure 2. Error Message 2019.1
Transact 2019.2
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Figure 3. Error Message 2019.2
Workaround
If you see this error, please check the Ephesoft Scanner Service version currently installed in the list of Programs and Features from the Control Panel. Ephesoft Scanner Service and Ephesoft Transact versions should be the same. If there is any mismatch, perform the following steps:
1. Uninstall the scanner service.
2. Go back to the Ephesoft home page and select the Scan New Documents option again. You will be prompted to download and install the updated Scanner Service, and this should resolve the error.
If you are still receiving this error, verify that the date on the actual computer where the Ephesoft Scanner Service is installed is correct. Additionally, it is recommended to clear the browser cookies after updating Ephesoft Transact.
Solution
Upgrade to Ephesoft Transact 2019.2 or above.

KB00022442: How to adjust the log level for custom scripts?
MAY 24, 2018
|IN LOGGING, SCRIPTING
|BY
Issue Description / Question:
This wiki article answers two questions as below:
· How to adjust the log level for custom scripts?
· Which LoggerFactory I have to use EphesoftLoggerFactory or ScriptLoggerFactory in Custom Script?
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Component: Logging / Scripting
Solution / Answers:
ScriptLoggerFactory is responsible for controlling script logging. It has a method which returns an instance of EphesoftLogger as well. Both application & Script logs are controlled in log4j.xml (Located at Ephesoft -> Application) file using logger name=”com.ephesoft”. If you change this to INFO then both application & script level INFO logs will be displayed. 
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KB00021973: com.itextpdf.text.exceptions.InvalidPdfException: PDF header signature not found.
APRIL 27, 2018
|IN DOCUMENT IMPORT, FILE IMPORT
|BY
Issue:
If you are seeing PDF File which cannot be processed and failing with below exception then it indicates that the PDF file is corrupt.
4.5.0.0 Windows 10 2018-04-16T17:14:11,247 ERROR pool-4-thread-3 com.ephesoft.dcma.util.PDFUtil – Error in reading the file:<PATH> \0000_PV-Rech-1867010.pdf
com.itextpdf.text.exceptions.InvalidPdfException: PDF header signature not found.

 
Analysis:
Before the conversion process starts the PDF file has to be validated. The validation of PDF happens using Itext which does operations like page count and syntax check.
This PDF file is failing in this validation only and hence the PDF to TIFF conversion not starting.  This exception is due to missing header information in PDF file and seems that the PDF file is corrupt.
In this case customer need to verify the PDF file and check their PDF creation process.

KB0021104 – Nuance Licensing Tool version 20.0 – Invalid license or engine License file not found
APRIL 27, 2018
|IN EXTERNAL APPLICATION
|BY CHRISMACWILLIAMS
KB Article # 21104
Topic/Category:  Nuance Licensing tool 20.0
Applies to: v20.0
Issue:
Failed to launch the FTE and getting “Invalid license or Engine License file not found” error.
Root Cause:
Nuance License for version 20.2 is incompatible with Nuance Licensing tool for version 20.0.
Solution:
1. Download the latest FTE 20.2 version.
2. Transfer the file to the machine where the Nuance license was activated successfully.
3. Login into the machine with local admin or account is equivalent to local admin to uninstall the FTE 20.0 version from Control Panel/add or remove program.
4. Unzip the FTE for 20.2 file (Note: ensure there is no security block appear for the zip file or folder.)
5. Click the setup.exe with proper account for the installation. (Remark: The existing license file has been activated still saved on your local machine. Reactivation of Nuance license is not necessary.)
6. Launch the Nuance License Tool to ensure license is readable with error free.
7. You should able to launch the Nuance Form Template Editor without any issue.

Batch Instances Staying Locked when Web Scanner is OFF
APRIL 26, 2018
|IN BATCH INSTANCE
|BY EPHESOFTADMIN
Applies to: Ephesoft Transact 4.5.0.0
Resolved in: Ephesoft Transact 4.5.0.1
Issue
If you have upgraded from an earlier version to Ephesoft Transact 4.5.0.0 and your Web Service License is turned off, you may see an issue with batch instances in which closing the browser tab does not unlock the batch instances.
Workaround
Manually unlock the stuck batch instances by clicking Unlock.
Solution
To resolve this issue, upgrade to Ephesoft Transact 4.5.0.1 or above.

KB00021928 : Regex Error : A quantifier inside a lookbehind makes it non-fixed width
APRIL 27, 2018
|IN REGULAR EXPRESSIONS
|BY
Applies to:
Regex
Issue:
There can be scenarios where the regex you test in any online site (example: https:..regex101.com) may give error and the same gets processed without any issue in Ephesoft internal regex builder or vice versa.
For Example below regex in online sites gives pattern error and claims the quantifier ? (A quantifier inside a lookbehind makes it non-fixed width)
(?i)(?<!last\s?)inv(oice)?\s?(number|nr|no\.?)|doc(?!ument\s?date|umentation)|document(?!\s?date|ation)
 
Root Cause & Solution:
Different online regex platforms use different regex engines which may or may not process the regex depending upon its syntax check. A regex should always be selected by testing it on any java based online platform and then by testing the regex expression in Ephesoft as well to make sure that regex is valid.
In above case The pattern gives you an error because of the regex engine itself. Some of the regex engines use strict language expression. The regex expression mentioned above  works without any issues in a javascript based regex engine.
Reference article:
https://stackoverflow.com/questions/9030305/regular-expression-lookbehind-doesnt-work-with-quantifiers-or/11681936

KB0021413: Learning failed for few sample files
MARCH 13, 2018
|IN CLASSIFICATION
|BY
Issue:
Customer is getting an error whenever he is trying to Learn file(s) in Ephesoft Transact.
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The error persisted even after he removed all learn files from lucene-search-classification-sample folder.
Root Cause:
This error is due to having unsupported file types (e.g. zip) inside the image-classification-sample folder. This folder can be found under Ephesoft SharedFolders\BC{}\. In our case, someone has created a zip file which contains all the sample images and left it in this folder and this action has caused the learning to fail.
Solution: 
Remove the unsupported files inside the image-classification-sample will allow the learning to be functioning again.

Exception Occurred While Custom Job Acquisition
MARCH 29, 2018
|IN LOGGING
|BY
Applies to: All versions of Ephesoft Transact
Issue
The following exception is repeatedly logged:
2018-03-23 15:06:35,379 [ERROR] [Thread-30] [com.ephesoft.dcma.workflows.service.engine.impl.EphesoftAcquireJobsCmdImpl] - Exception occurred while custom job acquisition
com.ephesoft.dcma.core.exception.DCMAApplicationException: The job <<Identified>> has already been processed
Root Cause
This issue is caused by a job stuck and entry present in act_ru_job table.
Solution
1. Go to act_ru_job table in the Ephesoft database.
2. Look for entry  <<Identifier>> from the logs in the table
3. Remove this row from the table.

Maximum MariaDB Connections
FEBRUARY 12, 2018
|IN BEST PRACTICES
|BY
Issue
The following error may occur when trying to establish a connection to MariaDB in the multi-server environment:
org.springframework.transaction.CannotCreateTransactionException: Could not open Hibernate Session for transaction; nested exception is org.hibernate.exception.GenericJDBCException: Cannot open connection : Too many Connections open
Background
As an example, let’s take the multi-server environment that includes three servers. In this case, the number of connections that can be established with the default server.xml configuration will be as follows:
· Minimum DB connections that will always be kept open in connection pool: 45 = 3 (servers) * 15 (5 for Ephesoft application, 5 for Reports, 5 for Report_Archive)
· Maximum DB connections Ephesoft Transact is allowed to open: 900 = 3 (servers) * 300 (100 for Ephesoft application, 100 for Reports, 100 for Report_Archive)
By default, MariaDB supports up to 150 connections at a time. That means this error can occur if Ephesoft Transact tries to open more connections than the limit set by the database.
Solution
There are two approaches to handle this problem: 
1. Increase the number of connections on the database server. You will need to calculate your environment’s connection requirement and increase the connection number on the database server accordingly.
2. Restrict Ephesoft Transact from opening more connections than the database server capacity. This can be done by adjusting the connection setting in the server.xml file, located at [Ephesoft_Directory]\JavaAppServer\conf. In the server.xml, the maximumPoolSize attribute of the Resource tag can be configured as needed to restrict Ephesoft Transact from opening a higher number of connections.
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Figure 1. server.xml File
When calculating connection requirements and adjusting connections in the server.xml and database server, consider the following:
1. The required number of connections increases as the number of batch instances being processed in parallel on a server increases. On average, Ephesoft Transact uses two connections per batch being processed on a server. So, if the maximum process capacity of a server is set to 12, a minimum of 24 connections to the Transact database is required for batch processing.
2. Reporting requires a large number of database connections to process a large amount of reporting data in a shorter period of time. If the number of batches processed between two reporting clean-up cycles is very large, reporting will require a large number of connections to process and clean the processed records. To reduce reporting connection requirements, set the reporting cron jobs to execute more frequently.
3. Connection consumption on the reporting server can shoot up to maximumPoolSize when clean-up and advanced reports jobs are executed.
4. Reduce the minimumIdle attribute value for the reports_archive database to “1”, as this database is rarely used.
5. On a non-reporting server, maximumPoolSize can be set to lower values, as the connection requirement will never reach the default maximum value.
6. You can configure connections in the server.xml so that the max connection capacity of the database server is never exceeded (by ensuring the sum of maximumPoolSize doesn’t exceed the connection limit on the database server).
Note: This type of defensive setting can decrease application performance.

KB0020805: Exception in breaking the input file. Byte array is not a valid JPEG-file
FEBRUARY 26, 2018
|IN FOLDER IMPORT, OCR
|BY
Applies to: Ephesoft Transact prior to 4.5.0.0
Issue
Batch Instances failing in folder import module with error message “Exception in breaking the input file. Byte array is not a valid JPEG-file” error in the logs
Solution
This issue was resolved in Ephesoft Transact 4.5.0.0.
We have checked the provided files and after analyzing the same we can see that the file has a compression of JPEG. There is a known issue with ITEXT while converting JPEG and JPEG-2000 compression type. 
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Figure 1. Details Page
The workaround is to use a TIF file with a size less than 15MB or to change the compression of these images from where they are getting originated. 
Additional Information
The conversion flow is as below:
· If the file size of TIFF is greater than 15MB first it is converted to PDF file using ITEXT and then further pdf is processed using GhostScript/Recostar and resulting TIFF file is processed using ImageMagick whereas,
· If the file size of TIFF less than 15MB it is processed directly using ImageMagick.
· ITEXT is unable to process TIFF files with a compression type of JPEG/JPEG-2000.

HTTP Status 400 – Invalid direct reference to form login page
JANUARY 3, 2018
|IN AUTHENTICATION
|BY
Applies to: Ephesoft Transact 4.5 and below
Issue
HTTP Status 400 – Invalid direct reference to form login page. You may observe an issue on the browser after starting/restarting Transact Tomcat service stating “Invalid direct reference page seen, appears to happen”.
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Root Cause
This happens since tomcat keeps track of the last requested resource and in this case, there is no defined URI/landing page due to which 400 exception is thrown.
Solution
1. Open <Ephesoft>\Application\WEB-INF\web.xml
2. Add following highlighted entry in web.xml
      <error–page>
         <error-code>503</error-code>
         <location>/home.html</location>
     </error–page>
    <error–page>
        <error-code>400</error-code>
        <location>/home.html</location>
   </error–page>
3. Restart Ephesoft service.
4. This way if 400 error appears then the user will be taken to the home page and the next login attempt should be successful as the URL will contain the proper requested resource.

KB00013198 – Icons not displaying over HTTPS due to font awesome issue
JANUARY 6, 2018
|IN REVIEW AND VALIDATE
|BY
Applies to: 4.0.x
Issue:
When enabling Ephesoft Transact to run over HTTPS, you may encounter a rendering issue with our icons in the Review and Validation pages for the display image and document functions.
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Root Cause:
Due security constraints the font-awesome references are not loading properly in Internet Explorer. This is mostly seen when the https protocol is used either at the tomcat or web server level (i.e. IIS or Apache).
 
Solution:
This issue has been fixed in v4.1.2.0 of Transact.
Please try the following 2 items below and let me know if you are still seeing issues or have any follow-up questions. I plan on escalating this to engineering as needed today for their guidance, however, if we have a chance to try this out and it works let me know and I will see about adding this to the Wiki. I am not sure based on the old notes if both need to be followed, so perhaps we can try step 1 first and then move to step2 as needed.
 
Workaround #1.       Please install fonts present at location {Ephesoft-Install-Dir}\Application\font-awesome\fonts (FontAwesome.otf and fontawesome-webfont.ttf ) on the system on which issue is being faced.
Steps to install :
a.       Copy the folder({Ephesoft-Install-Dir}\Application\font-awesome\fonts) on the system(If Ephesoft is not installed locally).
b.      Double click on FontAwesome.otf (the OpenType font file)
c.       Click on Install button.
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d.      Similarly install fontawesome-webfont.ttf font (the TrueType font file)
Workaround #2.  We found a fix for missing icon images not loading in IE over HTTPS URL.
Steps :
a.       Add below line in file {Ephesoft-Install-Dir}/Application/font-awesome/css/font-awesome.css at the top.
 
	<FilesMatch “.(ttf|otf|woff)$”> Header set Access-Control-Allow-Origin “*” </FilesMatch>


 
Here is a screenshot of the line added in Linux and what the css file looks like with the line added in Windows:
[image: ]
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After following the above mentioned steps, restart the Ephesoft Transact service and the refresh the browser page.  We can also try re-clearing out the cache for cookies, temp files, etc.
 
Workaround #3
 
Add the following line in all the pages which show icons. Example: home.html, batchclassmanagement.html, batchinstancemanagement.html, login.html, reports.html , etc. Make sure that all the files which show icons have the line added.
<link rel=”stylesheet” href=”https://maxcdn.bootstrapcdn.com/font-awesome/4.2.0/css/font-awesome.min.css”>
 
Place this line before the script tag starts.
Then refresh the browser and icons appear back.

KB0019641: How to Enable Web Service Calls with SSO in 2019.2 or Below
DECEMBER 25, 2017
|IN SSO, WEB SERVICE APIS
|BY
Applies to:
Ephesoft Transact 2019.2 or below
Issue:
How to make Web Service calls when Ephesoft is configured with SSO
Solution: 
In 2019.2 and below, call to rest APIs works with basic authentication only and below steps needs to be followed for the same:
1. Uncomment the security-constraint only for url-pattern /rest/* in web.xml.
2. Uncomment the realm for LDAP/AD in server.xml as required.
3. Skip the rest url from applicationContext-security.xml by adding <security:http pattern=”/rest/**” security=”none” />. This will remove the security from rest services and the request will not be sent to IDP for authentication and authorization.

KB0020305: Connection configured in Connection Manager with MSSQL Windows Authentication Gives Error
DECEMBER 25, 2017
|IN AUTHENTICATION
|BY
KB Article #
20305
 
Topic/Category:
Connection Manager UI
 
Applies to:
Transact 4.x versions
 
Issue:
Creating a new MSSQL Windows Authentication based connection in Connection Manager fails to connects with the database when another instance of the same is configured in server.xml.
 
Root Cause:
The issue  happens when application tries to load ntlmaith.dll file which is already loaded by jtds driver during tomcat startup.
4.1.2.0 Windows Server 2012 R2 2017-12-11 14:31:17,807 ERROR http-apr-8080-exec-2 com.ephesoft.gxt.systemconfig.server.SystemConfigServiceImpl – Unable to make connectionI/O Error: SSO Failed: Native SSPI library not loaded. Check the java.library.path system property.
 
Solution: 
This issue is resolved by removing the jtds jar file from Application -> Lib Folder and then restarting the ephesoft service.

KB0019485: Session Times Out When Importing Large Batch Classes or Document Types
DECEMBER 25, 2017
|IN DOCUMENT TYPE
|BY
Issue
Importing large document types or batch classes fail in between import due to the session timing out.
Solution
Increase the default session timeout in the web.xml and session.js script. Refer to How to Configure Session Timeout for help. 

Advanced Web Scanner: ERROR: Batch Contains All Non-Supported Files
DECEMBER 25, 2017
|IN WEB SCANNER
|BY EPHESOFTADMIN
Issue
Files scanned by the Advanced Web Scanner do not get transferred to Ephesoft Transact.
Error Stack Trace:
Caused by: com.ephesoft.dcma.core.exception.DCMAApplicationException: Batch Contains all Non-supported File. 
So, Throwing BI3F9 into ERROR.
at com.ephesoft.dcma.imp.FolderImporter.deleteInvalidOfficeFiles(FolderImporter.java:2209)
at com.ephesoft.dcma.imp.service.ImportServiceImpl.importMultiPage(ImportServiceImpl.java:64)
Root Cause
Certificates are not installed on the Web Scanner Client machine. As a result, the client machine is unable to communicate with the Ephesoft Server and files do not transfer. Since files do not get transferred, an empty batch instance folder gets created, which throws the “Batch contains all Non Supported files error” message.
Solution
Install valid certs on the Web Scanner client machine. Refer to Configuring the https://knowledge.tungstenautomation.com/ for steps.

KB0171512 Long running batches and duplicate RecostarPlugin processes
DECEMBER 19, 2017
|IN ERROR MESSAGES
|BY LYDIAXIE
KB Articles
 
KB Article # 171512
Topic/Category: Activiti, 4x
Issue: Duplicate processes result in error similar to:
2017-05-22 12:03:06,014 [ERROR] [pool-1-thread-7] [com.ephesoft.dcma.recostar.service.RecostarServiceImpl] – Uncaught Exception in readOCR method Batch Instance with identifier BI2B3DE is either deleted or restarted midway of processing
com.ephesoft.dcma.core.exception.BatchInstanceDeletionOrRestartException: Batch Instance with identifier BI2B3DE is either deleted or restarted midway of processing
2017-05-22 12:03:06,014 [ERROR] [pool-1-thread-7] [org.activiti.engine.impl.cmd.JobRetryCmd] – activitiy or FailedJobRetryTimerCycleValue is null in job 6d8fb14d-3f01-11e7-a02c-0025b5500a9e’. only decrementing retries.
2017-05-22 12:03:06,077 [ERROR] [pool-1-thread-7] [org.springframework.transaction.support.TransactionSynchronizationUtils] – TransactionSynchronization.afterCompletion threw exception
org.activiti.engine.ActivitiOptimisticLockingException: JobEntity [id=6d8fb14d-3f01-11e7-a02c-0025b5500a9e] was updated by another transaction concurrently
 
Solution:
 
Increase  activity.restart.time in application.properties.
 
KB0018649 : Encryption over LDAPS : ERROR: salt parameter must not be empty
DECEMBER 19, 2017
|IN ERROR MESSAGES, LDAP
|BY
Issue Identified In : 4120
Issue Fixed In: 4.5
Environment : Linux, Windows
Problem:
· Randomly getting the “salt parameter must not be empty” error after using Ephesoft for some time.
· Unable to Login to Ephesoft after seeing “salt parameter must not be empty” when Ephesoft is configured over LDAPS with Encryption ON.
Root Cause: We have observed that due to some reason JNDIRealm is trying to recreate Active directory context with Customer’s AD.  While recreating context object it is again trying to decrypt the already decrypted password; while doing so Ephesoft decryptor is returning the empty string and here the password is getting reset. Later on in subsequent decrypt password call, decryptor is throwing “salt parameter must not be empty”.
Solution: We have devised a solution  for above problem in which we are ensuring password doesn’t get decrypted again. This is only valid for 4120 , 4121 and 4130 versions. Please find the link of the the jar file as below. We will need to replace the ephesoft-realm.jar with the attached jar file.
Hot-Fix Link: https://knowledge.tungstenautomation.com/ 
Installation Steps:
1. Download the attachment to temporary location.
2. Extract the zip file.
3. Inside zip there is a jar file named ephesoft-realm_EPHE-18649_HOT-FIX_v4120.jar.
4. Remove existing ephesoft-realm.jar file from JavaAppServer\lib folder.
5. Copy extracted jar file to JavaAppServer\lib folder.
6. Start Ephesoft service.

KB0019558: Unable to Start Ephesoft Transact as a Windows Service
NOVEMBER 1, 2017
|IN INSTALL AND UPGRADE
|BY ROBMARSHALL
Topic/Category: Windows Services, Ephesoft Service
Ephesoft Version: 4x
Issue: Windows Service Not Starting Even After Reinstalling Service Manually with Batch File
 
There may be times where you cannot get the Ephesoft service to start in Windows, even after following the steps to uninstall and reinstall the Ephesoft service using the uninstall-services.bat and the install-ephesoft-services.bat files found in \Ephesoft\JavaAppServer folder (See KB Article # 9390).
If you go into the \Ephesoft\JavaAppServer\logs folder and see this message inside the ‘commons-daemon‘ log file:
[error] Failed creating java
Then you are likely seeing an issue with a missing or incorrect path to the required .Java Virtual Machine dll
To resolve, navigate to the \Ephesoft\JavaAppServer\bin folder and right click the EphesoftEnterprise.exe or EphesoftTransact.exe (name will change depending on the version of Ephesoft installed) and select ‘run as administrator.’
Go to the Java tab once open and confirm that the path to the Java Virtual Machine is not selected to ‘use default’ and has a value pointing to the jvm.dll like the screenshot below:
If you do not see an entry, you can click on the ellipsis and manually update the path to your \Ephesoft\Dependencies\jdk\jre\bin\server\jvm.dll (for Ephesoft version 4.5 onward) or \Ephesoft\Dependencies\jdk1.8.0_102\jre\bin\server\jvm.dll (for earlier versions of Ephesoft 4.1)
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KB0019347 – SQL Express has 10 gigabytes limit which can cause issues with Ephesoft.
OCTOBER 16, 2017
|IN EXTERNAL APPLICATION
|BY
Applies to: All versions of Ephesoft Transact
Issue
SQL Server Express edition only has a 10 GB limit and is causing issues with Ephesoft.
Solution
The following recommendations can be considered.
1. Customer need to make sure that the clean up is executing successfully so that it can keep the most used table sizes in check. Please see Manually Cleaning the Activiti Tables on how to clean up the Activiti tables and reporting service.
2. Customer can point the reporting-archive database to a different database server or can execute a script to take a timely backup of the report_archive database and clear the report_archive database.
3. Customer can increase the frequency of reporting purge operation by modifying the cron dcma.report.purging.cronExpression in dcma-reporting.properties which is by default set to execute after every 3 months. If you don’t need reporting data on UI older than 1 week, then they can set the purging cron to execute every weekend. This feature is only supported on Ephesoft v4.0.6.1 and above.

KB0019203 – Folder import error when file has a long name
OCTOBER 13, 2017
|IN ERROR MESSAGES, FOLDER IMPORT
|BY RIYANKADEO
Applies to: Ephesoft Transact 4.x and above
Issue
Folder import fails for a PDF with an error like the following one:
Converted Tiff files count not equal to the the TIFF pages count. actualTiffFilesCount :: 0, expectedTifFilesCount :: 15 for batch instance ::BI9
2017-10-12 10:56:39,418 [ERROR] [pool-1-thread-3] [com.ephesoft.dcma.imp.FolderImporter] – Converted Tiff files count not equal to the the TIFF pages count. actualTiffFilesCount :: 0, expectedTifFilesCount :: 15 for batch instance ::BI9
2017-10-12 10:56:39,422 [ERROR] [pool-1-thread-3] [com.ephesoft.dcma.imp.service.ImportServiceImpl] – Converted Tiff files count not equal to the the TIFF pages count.
com.ephesoft.dcma.core.exception.DCMAApplicationException: Converted Tiff files count not equal to the the TIFF pages count.
Root Cause
Windows has a limit on path length equal to 260 characters. When a file name is very long, the path during file import is even longer since various directories are created with the name of the original file. This happens when Ephesoft calls Ghostscript to convert the PDF file to multiple single page TIFFs.
Files with a name of around 50 characters are likely to experience this error, especially on versions previous to 4.1x
This error is extremely unlikely to happen on Linux as the maximum allowed path is 4094 characters.
Solution
Change the name of the file to something shorter.
Net permissible file path length = 227 characters .
File path + file name should be 227 characters max.
If the total length exceeds 227, then you will see issues.
Below is the formula.
int permissibleLength = PERMISSIBLE_LIMIT_PATH_LENGTH_WINDOWS - PDF_PROCESSING_FOLDER.length() - 10;
PERMISSIBLE_LIMIT_PATH_LENGTH_WINDOWS = 259
PDF_PROCESSING_FOLDER.length() = 22
So net permissible file path length = 259 – 22 – 10 = 227
The calculation above is provided for Windows, Linux OS has different calculations.

java.sql.SQLException: ORA-01017: invalid username/password; logon denied SQL Error: ORA-65096: invalid common user or role name
JULY 17, 2017
|IN ERROR MESSAGES, EXTERNAL APPLICATION
|BY LYDIAXIE
Applies to: All versions of Ephesoft Transact 
Issue
Transact won’t start, and the following error appears in the catalina.out logs:
“Caused by: java.sql.SQLException: ORA-01017: invalid username/password; login denied
Root Cause 
On further investigation, it was found that the database user was not created due to the error log:
“ORA-65096: invalid common user or role name”
Detailed Error report:
“SQL Error: ORA-65096: invalid common user or role name
65096.00000 –  “invalid common user or role name”
*Cause: An attempt was made to create a common user or role with a name
        that was not valid for common users or roles.  In addition to
        the usual rules for user and role names, common user and role
        names must start with C## or c## and consist only of ASCII
        characters.
*Action: Specify a valid common user or role name.”
As the configured database version is Oracle Database 12c Enterprise Edition Release 12.2.0.1.0 64bit Production (Linux), a new parameter is added as COMMON_USER prefix. Refer to the following Oracle article for more information.
By default, this parameter value is set as C##. And the configured user is EPHESOFT_4130UAT1. Due to the missing prefix of C##, the database did not allow users to be created.
Solution
As a workaround, update the database parameter COMMON_USER prefix.
If the COMMON_USER prefix is set to an empty string, Oracle will not enforce any restrictions on the names of common or local users, roles, and profiles.
You can find detailed steps to change the COMMON_USER prefix in the following DBASolved article.

KB0017574 – Duplicate Batch Instance numbers with MariaDB
JULY 14, 2017
|IN BATCH INSTANCE, EXTERNAL APPLICATION
|BY PEDROCHIM
Applies to: Ephesoft Transact 4.1.2.0
Issue
You will see batch instance IDs for batch instances already processed. It can also start off back at BI1 if all batch instances have been cleaned from the batch_instance table by the reporting functionality in Ephesoft Transact.
Root Cause
This can be due to a known issue with the version of MariaDB packaged with Ephesoft Transact 4.1.2.0. The version of MariaDB affected is 10.0.0.9. Specifically, this issue occurs when Batch instances have been cleaned from the database by Transact, then MariaDB is restarted. Once MariaDB is started back up, it will check the batch_instance table in the database and it will start numbering at the next number. So if your last BI has gone to finished status and was cleaned from the batch_instance table, if you restart MariaDB, it will start the numbering again at BI1.
Solution
You will need to install a newer version of MariaDB on a new server.
Steps to resolve the issue:
1. Download the latest STABLE version of MariaDB from the following site. (MSI file is the preferred method of installation. The current version at the time of this wiki is 10.2.7) https://downloads.mariadb.org/
2. Install MariaDB. Refer to the following article based on your operating system:
1. Install and Migrate to MariaDB for Windows
2. Install and Migrate to MariaDB for Linux
3. Once the install finishes, you will have a new icon for HeidiSQL on your desktop and some new applications listed in your start menu.
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4. On your Ephesoft server, use the information from the server.xml in order to connect to your old MariaDB instance. Ephesoft Transact service should be stopped before you continue. [image: Screenshot from 2017-07-14 11-23-26]
5. Once you log in, you will see all of the databases that Ephesoft Transact uses(ephesoft, report, report_archive)
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6. Right-click on the ephesoft database and click Export database as SQL
[image: Screenshot from 2017-07-14 11-24-15]
7. A new window will open listing your databases. Check the boxes for Create under Database(s) and Table(s). Select INSERT in the Data field, Select Single .sql file under Output, and navigate to a folder and provide a filename for the .sql file. Click Export when finished.
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8. Follow the same instructions for the report and report_archive databases each with their own unique names. You will have three .sql files when finished.
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9. Copy these files to the new MariaDB server.
10. Also copy the file ephesoft-mysql-config.sql from the C:\Ephesoft\Dependencies\MySqlSetup folder to the new server.
[image: A screenshot of a computer

Description automatically generated]
11. On the new server open HeidiSQL and connect to the localhost with the root password that you chose when you installed MariaDB.
[image: Screenshot from 2017-07-14 15-42-05]
12. Go to File and select Load SQL File… or press CTRL+O
[image: A screenshot of a computer program

Description automatically generated]
13. Select the ephesoft database .sql file you saved on the previous server and click open
[image: Screenshot from 2017-07-14 11-29-49]
14. Your database creation script will appear. Click the drop-down next to the run query button and select Run or press F9. If you get errors, it is ok, as long as the database was created.
[image: Screenshot from 2017-07-14 11-30-56]
15. Follow the same instructions to deploy the other two databases (report and report_archive)
16. Now open the ephesoft-mysql-config.sql file, but do not run it. Delete everything from the script except for the GRANT USAGE and CREATE USER  lines which are at the bottom and I have a screenshot of all of the lines here. If you pulled this file from your Ephesoft Transact server, these should be filled in from the installation on that server. If not the samples I used here are user ephesoft and password P@ssw0rd) Then click Run or F9
[image: Screenshot from 2017-07-14 11-32-59]
17. Once that finishes, the databases should be ready to go. Now you need to go back to the Ephesoft Transact server and alter the server.xml to point to the new server’s IP in the Resource definitions.
[image: Screenshot from 2017-07-14 11-34-31]
18. You may now start Ephesoft Transact and the server will now number the Batch Instances correctly even after you restart MariaDB with an empty batch_instance table.
Notes: These instructions have been tested with the 4.1.2.0 instance of Ephesoft and will preserve your historical reporting data.

KB0016499 Format Conversion Using EMPTY Option Works During Test, not at Runtime
MAY 2, 2017
|IN EXTRACTION, OTHER
|BY EPHESOFTADMIN
Applies to: Ephesoft Transact 4.0 and below
Issue
When attempting to use the Format Conversion plugin to remove any Alphabetic characters and replace them with EMPTY. This feature doesn’t work.
Root Cause
This is a bug and is fixed in Transact 2020.1.
Solution
Use ScriptExtraction.java script for this functionality. cleanUpFields() is the method in the script to replace characters with EMPTY string.
1. Go to <ephesoft installation>\SharedFolders\<batch class ID>\scripts
2. Take back up of ScriptExtraction.java file.
3. Edit the file and add the highlighted line in the execute method.
public Object execute(Document documentFile, String methodName, String docIdentifier) {
                     Exception exception = null;
                      try {
                                     LOGGER.info("*************  Inside ScriptExtraction scripts.");
                                      LOGGER.info("*************  Start execution of the ScriptExtraction scripts.");
                                      cleanUpFields(documentFile);
                                     if (null == documentFile) {
                                                      LOGGER.error("Input document is null.");
                                     }
                                    boolean isWrite = false;

                      // Write the document object to the xml file. Currently following IF block is commented for performance improvement.
                      /*if (isWrite) {                                                                    
                                      writeToXML(documentFile);
                                      LOGGER.info("*************  Successfully write the xml file for the ScriptExtraction scripts.");
                                      LOGGER.info("*************  End execution of the ScriptExtraction scripts.");
                      }*/
                      } catch (Exception e) {
                                      LOGGER.error("*************  Error occurred in scripts." + e.getMessage());
                                      exception = e;
                      }
                     return null;
     }
This is a new method that needs to be added in script. Replace ‘-‘ with the character you want to replace.
private void cleanUpFields(Document document) { 
                Element root = document.getRootElement();
                List docList = root.getChild("Documents").getChildren("Document");
                for (Element doc : docList) {
                                List dlf = doc.getChild("DocumentLevelFields").getChildren("DocumentLevelField");
                                for (int i = 0; i < dlf.size(); i++) {
                                                Element field = dlf.get(i);
                                                if (field != null) {
                                                                Element valueE = field.getChild("Value");                                                                              
                                                                if (valueE != null) {
                                                                                String valueT = valueE.getText();                                                                                               
                                                                                if (!valueT.isEmpty()) {                                                                                                   
                                                                                                valueT = valueT.replaceAll("-", "");
                                                                                                valueE.setText(valueT);                                                                                                    
                                                                                }
                                                                }
                                                }
                                }
                }
}
 
4. Save the file and restart batch.
 
Error Message thrown when Encrypting passwords
APRIL 24, 2017
|IN ERROR MESSAGES, SECURITY
|BY
Applies to: Ephesoft Transact 4.1.2.0 and above on Windows
Issue
When encrypting passwords, you may see the following error message in the logs during Transact startup:
4.1.2.0 Windows Server 2012 R2 2017-03-29 11:38:21,723 ERROR set_variables - User Defined Java Class com.ephesoft.dcma.encryption.core.EncryptorDecryptor - Decryption : Algorithm parameter is invalid
java.security.InvalidAlgorithmParameterException: Salt must be 8 bytes long
at com.sun.crypto.provider.PBES1Core.init(PBES1Core.java:234)
at com.sun.crypto.provider.PBEWithMD5AndDESCipher.engineInit(PBEWithMD5AndDESCipher.java:221)
at javax.crypto.Cipher.implInit(Cipher.java:806)
at javax.crypto.Cipher.chooseProvider(Cipher.java:864)
at javax.crypto.Cipher.init(Cipher.java:1396)
at javax.crypto.Cipher.init(Cipher.java:1327)
at com.ephesoft.dcma.encryption.core.EncryptorDecryptor.startCrypting(EncryptorDecryptor.java:64)
at com.ephesoft.dcma.encryption.core.EncryptorDecryptor.decryptString(EncryptorDecryptor.java:161)
at com.ephesoft.dcma.encryption.core.PasswordDecryptor.getDecyrptedString(PasswordDecryptor.java:110)
at com.ephesoft.dcma.encryption.core.PasswordDecryptor.decrypt(PasswordDecryptor.java:81)
at Processor.processRow(Processor.java:17)
at org.pentaho.di.trans.steps.userdefinedjavaclass.UserDefinedJavaClass.processRow(UserDefinedJavaClass.java:1018)
at org.pentaho.di.trans.step.RunThread.run(RunThread.java:62)
at java.lang.Thread.run(Thread.java:745) 
Root Cause
This error occurs if you have not encrypted the login username and password in the etl-variable.properties file.
Solution
Add the following properties to the etl-variables.properties file, in encrypted format:
· ephesoft.loginusername
· ephesoft.loginpassword
Note: This error message has no impact on the encryption functionality. Password encryption will work without any issues if configured properly.

Known Reserved Words in Lucene
MARCH 20, 2017
|IN CLASSIFICATION
|BY
Applies to: All versions of Ephesoft Transact
Lucene has some restrictions over words, which may cause issues in classification and fuzzy search.
The following words can be added to the list of words to ignore for Search Classification and FuzzyDB:
· about
· above
· across
· after
· against
· along
· among
· and
· around
· at
· before
· behind
· between
· beyond
· but
· by
· concerning
· despite
· down
· during
· except
· following
· for
· from
· in
· including
· into
· like
· near
· of
· off
· on
· or
· out
· over
· plus
· since
· through
· throughout
· to
· towards
· under
· until
· up
· upon
· with
· within
· without

Kettle Log Issue: Unable to Create Default kettle.properties File
NOVEMBER 9, 2016
|IN EXTERNAL APPLICATION
|BY
Applies to: All versions of Ephesoft Transact
Issue
Unable to create default kettle.properties file.
Sample log entry:
Unable to create default kettle.properties file : \\vmware-host\Shared Folders\.kettle\kettle.properties
[Ljava.lang.StackTraceElement;@3351c83a
Exception in thread "Thread-13" java.lang.RuntimeException: Central Log Store is not initialized!!!
at org.pentaho.di.core.logging.KettleLogStore.getInstance(KettleLogStore.java:185)
at org.pentaho.di.core.logging.KettleLogStore.getAppender(KettleLogStore.java:235)
at org.pentaho.di.core.logging.LogChannel.println(LogChannel.java:122)
at org.pentaho.di.core.logging.LogChannel.println(LogChannel.java:127)
at org.pentaho.di.core.logging.LogChannel.logError(LogChannel.java:151)
at org.pentaho.di.job.Job.run(Job.java:437)
Root Cause
This issue is rarely observed and is mostly due to incorrect, invalid, or missing kettle_home environment variables.
Solution
Resolve this issue by setting the kettle_home variable in the environment variables section. Refer to this Pentaho help article for more information: Changing the Pentaho Data Integration Home Directory Location (.kettle folder).

Web Scanner Support
SEPTEMBER 6, 2016
|IN WEB SCANNER
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact
The following table includes a list of certified web scanners and their associated driver information, if available. Please note that more recent driver versions and OS versions are likely supported. Most scanners will work with the Ephesoft Transact Web Scanner, provided the manufacturer is TWAIN-compliant. 
Note: Windows Image Acquisition (WIA) scanner drivers are not supported by the Ephesoft Transact Web Scanner. Extended imprinter TWAIN support is limited. Some manufacturer software outside of TWAIN compliance may not function.
If you’re facing any issues with your web scanner, contact Ephesoft Support for assistance in getting the problem scanner certified as needed.
Certified Web Scanner Scanners and Drivers
	Brand
	Model
	Tested Twain Driver Versions
	32/64 Bit
	OS
	Notes

	Epson
	DS-320
	
	32
	Windows 8.1
	

	Epson
	DS-510
	
	32
	Windows 8.1
	

	Epson
	DS-530
	
	32
	Windows 8.1
	

	Epson
	DS-860
	
	32
	Windows 8.1
	

	Brother
	ADS-2500We
	v4.2
	32
	Windows 8.1
	Passed web scanner certification with basic twain driver usage only. Issues if manufacturer UI enabled – not recommended.

	Brother
	ADS-3600W
	v1.0.3.3
	32
	Windows 8.1
	

	Brother
	ADS-2400N
	v1.0.3.3
	32
	Windows 8.1
	

	Kodak
	Kodak i1220
	
	32
	Windows 8.1
	

	Kodak
	Kodak i4850
	v14.06
	32
	Windows 8.1
	

	Kodak
	Kodak i5600
	v14.1
	32
	Windows 8.1
	

	Brother
	PDS-6000
	v6.11
	32
	Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-7180
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-7160
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1, Windows 10 for v1.4 (did not test v 1.2)
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-7280
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-7260
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6800
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6400
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6770A
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6770
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6670A
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6670
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6750S
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6140Z
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6130Z
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6240Z
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-6230Z
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Fujitsu
	fi-5950
	v1.21, v1.4, v1.5
	32
	Windows 7, Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Canon
	P215-II
	
	32
	Windows 8.1
	

	Canon
	DR-C225
	
	32
	Windows 8.1
	

	Canon
	DR-C240
	
	32
	Windows 8.1
	

	Canon
	DR-6050c
	v1.4.1
	32
	Windows 7, Windows 8.1
	USB 2.0 only

	Canon
	DR-M160II
	v1.2.5
	32
	Windows 8, Windows 8.1
	

	Panasonic
	KV-S1026C
	v16.1
	32
	Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	Panasonic
	KV-S1027C
	
	32
	Windows 8, Windows 8.1
	Passed web scanner certification with basic and enhanced twain driver usage. Minor issues if manufacturer UI enabled.

	HP
	Scanjet Pro 2500 F1
	v39.2.65.60745
	32
	Windows 8, Windows 8.1
	Twain only.



Files Failing to Upload to IIS Web Server
AUGUST 19, 2016
|IN EXTERNAL APPLICATION, FILE EXPORT
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact
Issue
Some files are failing to upload to the IIS web server.
Root Cause
The IIS web server supports up to 30MB size files by default. Larger files may fail to upload to the server due to sizing limitations.
Solution
Perform the following to increase the file size limitations:
Update the Request Filtering Settings
1. Open IIS Manager and select the level for which you want to configure the request filter.
2. In Features View, double-click Request Filtering.
3. In the Actions pane, click Edit Feature Settings.
4. In the Edit Request Filtering Settings dialog, edit the Maximum allowed content length and then click OK.
If the above change doesn’t resolve the issue, you may need to edit the web.config file in Transact.
Edit the web.config File
If updating the request filtering settings doesn’t resolve the issue, you can edit the web.config file (located at [Ephesoft_Directory]\EphesoftReports) to change the “maxRequestLength” parameter.
<system.web>
  <httpRuntime executionTimeout="100000" maxRequestLength="1048576"/>
</system.web>
A sample web.config file which deals with upload size issue in IIS is as below:
<?xml version="1.0" encoding="UTF-8"?>
<configuration>
  <system.web>
    <httpRuntime executionTimeout="100000" maxRequestLength="1048576"/>
  </system.web>
  <system.webServer>
    <handlers>
      <add name="BonCode-Tomcat-WC-Handler" path="*" verb="*" type="BonCodeIIS.BonCodeCallHandler" preCondition="integratedMode"/>
      <add name="BonCode-Tomcat-JSP-Handler" path="*.jsp" verb="*" type="BonCodeIIS.BonCodeCallHandler" preCondition="integratedMode"/>
      <add name="BonCode-Tomcat-CFC-Handler" path="*.cfc" verb="*" type="BonCodeIIS.BonCodeCallHandler" preCondition="integratedMode"/>
      <add name="BonCode-Tomcat-CFM-Handler" path="*.cfm" verb="*" type="BonCodeIIS.BonCodeCallHandler" preCondition="integratedMode"/>
    </handlers>
    <defaultDocument>
      <files>
        <add value="index.jsp"/>
        <add value="index.cfm"/>
      </files>
    </defaultDocument>
    <security>
      <requestFiltering>
        <requestLimits maxAllowedContentLength="2147483648" maxUrl="4096" maxQueryString="2048">
          <headerLimits>
            <remove header="Content-type"/>
            <add header="Content-type" sizeLimit="1000000"/>
          </headerLimits>
        </requestLimits>
      </requestFiltering>
    </security>
  </system.webServer>
</configuration>

KB0012936 – Error During Folder Import: “Exception in breaking the input file”
JULY 19, 2016
|IN FOLDER IMPORT
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact
Issue
The following error occurs during the Folder Import Module:
“Exception in breaking the input file. Converted Tiff files count not equal to the TIFF pages count.”
Root Cause
This error may occur if your files exceed the max file path length. The max file path length varies by the engine:
· RecoStar: 255 characters
· Ghostscript: 238 characters
If the character limit is exceeded, the batch will fail.
Solution
If you are unable to manually adjust the file length, you can change the PDF to TIFF Conversion Process to RecoStar, which has a higher limit.
1. From the Batch Class Management screen, select your batch class and click Open.
2. Go to Modules > Folder Import > IMPORT_MULTIPAGE_FILES.
3. Change the PDF to TIFF Conversion Process from Ghostscript to RecoStar.
[image: A screenshot of a computer
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KB0012477 – Issue Picking Up New Batches
JUNE 8, 2016
|IN BATCH INSTANCE, EXTERNAL APPLICATION
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact
Issue
You may experience issues with Transact picking up new batches when your UNC folders are set up via Common Internet File System (CIFS) on a network-attached storage (NAS). 
Root Cause
A limitation between jNotify and CIFS.
Solution
1. Turn off jNotify and enable cron job pickup.
a. Open the folder-monitor.properties file at [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF\dcma-folder-monitor.
b. Turn off the folder monitor jNotify switch:
foldermonitor.jnotify_switch=false
1. 
c. Set the following property to however often you wish to pick up new files (in minutes):
foldermonitor.cronjob_expression=<time in minutes>
Note: We recommend keeping the cron as is, or keep it at a minimum of one minute.
2. Restart Ephesoft
3. Create a Windows Share and use that for UNC files to keep jNotify enabled.

Folder Monitoring Is Not Responsive
JUNE 3, 2016
|IN BATCH INSTANCE, FILE IMPORT, FOLDER IMPORT
|BY BREANNA FITZGERALD
Applies to: All versions of Ephesoft Transact
Issue
After dropping new files into the Transact watch folder, it may take some time for the system to generate batch subfolders, and the system may fail to add batch subfolders to a batch instance. Restarting Transact causes new files and batch instances to be immediately picked up.
Solution
To resolve this issue, you will need to enable the folder monitor cron job. Follow the steps below to enable the folder monitor cron job.
1. Stop Ephesoft Transact.
2. Open the folder-monitor.properties file, located at [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF\dcma-folder-monitor.
3. Change the jnotify_switch to false to turn off the folder monitor jNotify switch. This will enable the cron job. The jnotify_switch should now read as follows:
foldermonitor.jnotify_switch=false
4. Start Ephesoft Transact.

KB0012380: Error in Folder Import: “Exception in Breaking Input File”
MAY 24, 2016
|IN ERROR MESSAGES, FILE IMPORT
|BY
Applies to: All versions of Ephesoft Transact
Issue
During the Folder Import module, the batch stops in error with the following cause:
“Exception in breaking the input file. Converted Tiff files count not equal to the TIFF pages count”.
[image: 12380]
The following error also appears in the STDOUT file at [Ephesoft_Directory]\JavaAppServer\logs:
2016-05-24 12:24:42,466 [ERROR] [pool-1-thread-3] [com.ephesoft.dcma.util.PDFUtil] - Error in reading the file:C:\ephesoft\sharedfolders\workingfolders\StandardTestBC\BC4_ephesoft_2016-05-24_12-22-16\BC4_ephesoft_2016-05-24_12-22-16_pdf_and_tiff_backup\44527724.pdf Bad user passwordcom.itextpdf.text.exceptions.BadPasswordException: Bad user password
2016-05-24 12:24:56,304 [ERROR] [pool-1-thread-3] [com.ephesoft.dcma.imp.FolderImporter] - Converted Tiff files count not equal to the the TIFF pages count. actualTiffFilesCount :: 11, expectedTifFilesCount :: 0 for batch instance ::BI41
2016-05-24 12:24:56,304 [ERROR] [pool-1-thread-3] [com.ephesoft.dcma.imp.service.ImportServiceImpl] - Converted Tiff files count not equal to the the TIFF pages count.
com.ephesoft.dcma.core.exception.DCMAApplicationException: Converted Tiff files count not equal to the the TIFF pages count.
at com.ephesoft.dcma.imp.FolderImporter.verifyTifpageCount(FolderImporter.java:970)
at com.ephesoft.dcma.imp.FolderImporter.breakMultiPagePDFandTiff(FolderImporter.java:919)
at com.ephesoft.dcma.imp.service.ImportServiceImpl.importMultiPage(ImportServiceImpl.java:66)
at sun.reflect.NativeMethodAccessorImpl.invoke0(Native Method)
at sun.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessorImpl.java:57)
at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43)
at java.lang.reflect.Method.invoke(Method.java:606)
...
Root Cause
The PDF file may be encrypted.
1. Open the PDF file and view the security information (in Adobe Acrobat, go to File > Properties > Security).
2. Under Document Security, look for the following message: “All contents of the document are encrypted and search engines cannot access the document’s metadata.”
Ephesoft cannot process these types of documents.
[image: 12380-2]
Refer to https://knowledge.tungstenautomation.com/ for a complete list of supported file types.

Troubleshooting LDAPS Authentication
MAY 3, 2016
|IN ERROR MESSAGES, LDAP
|BY LYDIAXIE
Applies to: Ephesoft Transact 4.0.0.0 and above
Issue
LDAP authentication over SSL (LDAPS) fails due to “Invalid Credentials: Error code 49”. When the server tries to connect, the following error can be seen in the catalina.out log file:
javax.naming.CommunicationException: simple bind failed: [server name]:636 [Root exception is javax.net.ssl.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX path building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to requested target]
Root Cause
There are a few reasons why this may occur:
1. The credentials could be invalid.
2. The port configured could be incorrect.
3. The certificate could be invalid.
Before proceeding, ensure that your credentials are entered correctly and that you have configured the correct port. The solution below describes how to resolve an invalid certificate.
Prerequisites
Ensure your Ephesoft server is already set up and integrated with Active Directory using LDAP. Otherwise, refer to https://knowledge.tungstenautomation.com/.
Solution
The certificate file should be installed in the JDK’s certificate store. Perform the following steps to enable LDAPS for the connection:
1. Obtain the certificate file for the AD server to which you are trying to access. For detailed instructions, refer to the following Microsoft article: LDAP over SSL (LDAPS) Certificate.
Note: The following steps use the keytool application, located at [Ephesoft_Directory]\jdk\bin, to import the certificate. The keytool app can be run from the command line.
2. Add the certificate file to the JDK truststore. By default, the JDK will use cacerts as its truststore, located at [Ephesoft_Directory]\jdk\jre\lib\security\cacerts. The default cacerts password is “changeit”.
a. Open the command line.
b. Use the following command to import your certificate:
keytool -keystore cacerts -import -trustcacerts -alias ad-myserver -file <certificate_file_name>

c. Use the following command to list the installed certificates:
keytool -list -v -keystore cacerts
3. Update the LDAP URL to use “ldaps://” instead of “ldap://”.
4. Update the LDAP port to use port 636 instead of 389.
Note: Port 636 is the standard port used for an LDAPS connection. If you are connecting to the Active Directory Global Catalog on port 3268 with LDAP, you will need to change to port 3269 for LDAPS.
5. Restart Ephesoft Transact.

KB0011353: OCR Search and Selection Not Available in PDF Export
FEBRUARY 26, 2016
|IN EXPORT
|BY LYDIAXIE
Applies to: All versions of Ephesoft Transact
Issue
OCR search and selection is not available in PDF export.
Solution
Perform the following steps to troubleshoot:
1. Ensure the CREATEMULTIPAGE_FILES plugin is added to the Export module for your batch class.
2. In the CREATEMULTIPAGE_FILES plugin, ensure the following options are configured:
· Searchable Output PDF is set to TRUE.
· Multipage File Export Process is set to one of the following:
· ITEXT-SEARCHABLE
· RECOSTAR (only available in versions 4.5.0.0 or above)
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KB0010617 Log ERROR: Database Failover Not Running in this Server
DECEMBER 3, 2015
|IN ERROR MESSAGES, LOGGING
|BY LYDIAXIE
Applies to: Ephesoft Transact 4.0.4.0 or below
Issue
The following error appears in the logs:
4.0.4.0 Windows Server 2008 R2 2015-11-24 06:30:00,031 ERROR org.springframework.scheduling.quartz.SchedulerFactoryBean#5_Worker-5 com.ephesoft.dcma.workflows.service.alwayson.impl.AlwaysOnServiceImpl - Database Failover is not running under this server.
Root Cause
By default, the cron check for MSSQL AlwaysON db failover is set to ON. It should be OFF by default as most installations are not installed with MSSQL AlwaysOn driver.
Solution
In the dcma-workflow.properties file ([Ephesoft_Directory]\Application\WEB-INF\classes\META-INF\dcma-workflows), locate and set the following property:
dcma.alwayson.cronjob.expression=0 0/1 * ? * * 2099

[bookmark: _KB0010063:_Manually_Cleaning]KB0010063: Manually Cleaning the Activiti Tables
NOVEMBER 9, 2015
|IN PERFORMANCE
|BY LYDIAXIE
Applies to: Ephesoft Transact 4.5.0.0 and above
Issue
A significant amount of workflow data can accumulate over time, which may hamper the overall application performance.
Solution
You can avoid this issue by manually cleaning up the Activiti-related tables using the instructions in this article, but this manual cleanup method is only recommended for extenuating circumstances.
Important: Manually cleaning the Activiti tables will impact the accuracy of reporting data. Ephesoft does not recommend manual Activiti table cleanup. However, if there is a case of Activiti corruption, and it is important to get a system back online, this method may be the only alternative.
Stored Procedures
1. Back up the Ephesoft database.
2. If the Advanced Reporting license is valid for the Ephesoft server, add @advanced to the IN clause in the job filter below:
SET @minimumDateTime = (SELECT MIN(last_execution_at) FROM <reportDB>.dbo.last_execution where job IN(@batchInstance,@dashBoard,@standard));
Note: Replace <reportDB> with the actual report database name.
3. Create the procedure in the Ephesoft database.
4. In a separate SQL Query editor, run the following query to execute the procedure:
EXEC cleanActivity
Note: This procedure applies to MSSQL only:
CREATE PROCEDURE cleanActivity
AS
BEGIN
DECLARE @minimumDateTime AS DATETIME;
DECLARE @delState AS VARCHAR(20);
DECLARE @finishState AS VARCHAR(20);
DECLARE @batchInstance AS VARCHAR(30);
DECLARE @dashBoard AS VARCHAR(20);
DECLARE @standard AS VARCHAR(20);
DECLARE @advanced AS VARCHAR(20);
SET @delState = 'DELETED';
SET @finishState = 'FINISHED';
SET @batchInstance = 'BATCH_INSTANCE_LAST_UPDATE';
SET @dashBoard = 'DASHBOARD';
SET @standard = 'STANDARD';
SET @advanced = 'ADVANCED';
SET @minimumDateTime = (SELECT MIN(last_execution_at) FROM report.dbo.last_execution where job IN(@batchInstance,@dashBoard,@standard));
DELETE FROM ACT_HI_VARINST WHERE PROC_INST_ID_ IN (
SELECT DISTINCT(proc_inst.PROC_INST_ID_) FROM ACT_HI_PROCINST proc_inst JOIN batch_instance batch_inst ON proc_inst.NAME_=batch_inst.identifier
WHERE batch_inst.batch_status IN (@delState,@finishState) AND batch_inst.last_modified <@minimumDateTime);
DELETE FROM ACT_HI_ACTINST WHERE PROC_INST_ID_ IN (
SELECT DISTINCT(proc_inst.PROC_INST_ID_) FROM ACT_HI_PROCINST proc_inst JOIN batch_instance batch_inst ON proc_inst.NAME_=batch_inst.identifier
WHERE batch_inst.batch_status IN (@delState,@finishState) AND batch_inst.last_modified <@minimumDateTime);
DELETE FROM ACT_HI_PROCINST WHERE PROC_INST_ID_ IN (
SELECT DISTINCT(proc_inst.PROC_INST_ID_) FROM ACT_HI_PROCINST proc_inst JOIN batch_instance batch_inst ON proc_inst.NAME_=batch_inst.identifier
WHERE batch_inst.batch_status IN (@delState,@finishState) AND batch_inst.last_modified < @minimumDateTime);
END
5. After the procedure executes, all the Activiti-related data for batches in DELETED and FINISHED state will be deleted from the following tables:
· ACT_HI_ACTINST
· ACT_HI_PROCINST
· ACT_HI_VARINST
Dropping Tables
1. Back up the database before proceeding.
2. Stop Ephesoft Transact if it is running.
Important: All batches must be in the following states to initiate the clean-up:
· DELETED
· ERROR
· FINISHED
3. Drop the following tables from <ephesoft_DB> by executing the queries in the query editor.
Note: Replace <ephesoft_DB> with the name of the Ephesoft database.
MSSQL
drop table <ephesoft_DB>.dbo.ACT_EVT_LOG;
drop table <ephesoft_DB>.dbo.ACT_GE_PROPERTY;
drop table <ephesoft_DB>.dbo.ACT_HI_ACTINST;
drop table <ephesoft_DB>.dbo.ACT_HI_ATTACHMENT;
drop table <ephesoft_DB>.dbo.ACT_HI_COMMENT;
drop table <ephesoft_DB>.dbo.ACT_HI_DETAIL;
drop table <ephesoft_DB>.dbo.ACT_HI_IDENTITYLINK;
drop table <ephesoft_DB>.dbo.ACT_HI_PROCINST;
drop table <ephesoft_DB>.dbo.ACT_HI_TASKINST;
drop table <ephesoft_DB>.dbo.ACT_HI_VARINST;
drop table <ephesoft_DB>.dbo.ACT_ID_INFO;
drop table <ephesoft_DB>.dbo.ACT_ID_MEMBERSHIP;
drop table <ephesoft_DB>.dbo.ACT_ID_USER;
drop table <ephesoft_DB>.dbo.ACT_RE_MODEL;
drop table <ephesoft_DB>.dbo.ACT_RU_EVENT_SUBSCR;
drop table <ephesoft_DB>.dbo.ACT_RU_IDENTITYLINK;
drop table <ephesoft_DB>.dbo.ACT_RU_JOB;
drop table <ephesoft_DB>.dbo.ACT_RU_TASK;
drop table <ephesoft_DB>.dbo.ACT_RU_VARIABLE;
drop table <ephesoft_DB>.dbo.ACT_GE_BYTEARRAY;
drop table <ephesoft_DB>.dbo.ACT_ID_GROUP;
drop table <ephesoft_DB>.dbo.ACT_RE_DEPLOYMENT;
drop table <ephesoft_DB>.dbo.ACT_RU_EXECUTION;
drop table <ephesoft_DB>.dbo.ACT_RE_PROCDEF;
MySQL or MariaDB
drop table <ephesoft_DB>.act_evt_log;
drop table <ephesoft_DB>.act_ge_property;
drop table <ephesoft_DB>.act_hi_actinst;
drop table <ephesoft_DB>.act_hi_attachment;
drop table <ephesoft_DB>.act_hi_comment;
drop table <ephesoft_DB>.act_hi_detail;
drop table <ephesoft_DB>.act_hi_identitylink;
drop table <ephesoft_DB>.act_hi_procinst;
drop table <ephesoft_DB>.act_hi_taskinst;
drop table <ephesoft_DB>.act_hi_varinst;
drop table <ephesoft_DB>.act_id_info;
drop table <ephesoft_DB>.act_id_membership;
drop table <ephesoft_DB>.act_id_user;drop table <ephesoft_DB>.act_re_model;
drop table <ephesoft_DB>.act_ru_event_subscr;
drop table <ephesoft_DB>.act_ru_identitylink;
drop table <ephesoft_DB>.act_ru_job;
drop table <ephesoft_DB>.act_ru_task;
drop table <ephesoft_DB>.act_ru_variable;
drop table <ephesoft_DB>.act_ge_bytearray;
drop table <ephesoft_DB>.act_id_group;
drop table <ephesoft_DB>.act_re_deployment;
drop table <ephesoft_DB>.act_ru_execution;
drop table <ephesoft_DB>.act_re_procdef;
Important: After the operation, ensure all Activiti-related tables (ACT_*) are removed from the database.
4. In the <reporting_DB>, execute the following query:
MSSQL
update <reporting_DB>.dbo.last_execution set last_execution_at = GETDATE() where job in ('BATCH_INSTANCE_LAST_UPDATE' ,'DASHBOARD' ,'STANDARD', 'ADVANCED');
MySQL or MariaDB
update <report_DB>.last_execution set last_execution_at = NOW() where job in ('BATCH_INSTANCE_LAST_UPDATE' ,'DASHBOARD' ,'STANDARD', 'ADVANCED');
5. In the dcma-workflows.properties file, located at [Ephesoft_Directory]\WEB-INF\classes\META-INF\dcma-workflows, set the workflow.deploy parameter to true:
6. Restart the database server.
7. Restart Ephesoft Transact.
Note:
· All batches must be in DELETED, ERROR or FINISHED state.
· Cleaning up data otherwise may lead to database corruption.
· By executing the procedure in this document, previous reporting data will be lost.
· Ephesoft reporting is directly linked to the Activiti tables and deleting them will impact the reporting data.

KB0010118 Fresh Install: Ephesoft Won’t Start or Connect with Windows Firewall On
OCTOBER 7, 2015
|IN INSTALL AND UPGRADE
|BY LYDIAXIE
Applies to: Ephesoft Transact 4.x
Issue
In a fresh installation, Ephesoft Transact won’t start or connect with Windows Firewall enabled.
Solution
Typically this will have a more pronounced effect when in a cluster. The server you are trying to start can’t connect to other components of ephesoft on other servers because of firewall restrictions. To test if this is the case, turn the firewall off for all servers involved with the Ephesoft environment. If Ephesoft functions with firewall off, but it is still necessary to turn the firewall on per organization’s policies, work with your organization’s network admin to properly configure the firewall.

KB0009823 [com.ephesoft.dcma.core.service.ServerHeartBeatMonitor] – Fatal transport error
AUGUST 27, 2015
|IN ERROR MESSAGES
|BY LYDIAXIE
Applicable Ephesoft Transact Versions: 4.x
Issue: 
A server may be down if the following error log is reported:
[com.ephesoft.dcma.core.service.ServerHeartBeatMonitor] – Fatal transport error
The heartbeat service is responsible for checking whether the servers registered in the database are still active. This is important for service failover assignments. However, if the reported server is active, then the following may apply:
· Blocked heartbeat service
· Possible network infrastructure issues
Solution:
To test your server for heartbeat accessibility, you can run the following two tests on the server experiencing the error.
1. Ping the remote server by the computer name recorded in the server_registry table.
· If the server responds with an IPv4 scheme, this is appropriate.
· If the server responds with an IPv6 scheme, disable IPv6 via Microsoft’s solution.
· If the server does not respond, the server may be down, there may be a firewall or network infrastructure issue.
2. Open a web browser and go to the following URL: http://<remoteservername>:8080/dcma/HealthStatus.html
· If the message states, “Server is up,” then the accessibility is correct.
· If the page is unreachable, then the server may be down, and there may be firewall or network infrastructure issues.

Using Apache to Load Balance Across Several Ephesoft UI Tomcat Servers
AUGUST 20, 2015
|IN PERFORMANCE, SECURITY
|BY LYDIAXIE
KB Articles
KB Article # 8944
Topic/Category: Installation, Clustering, Load Balancing
Ephesoft Version: ALL
Issue: Using Apache to Load Balance Across Several Ephesoft UI Tomcat Servers
Analysis:
Ephesoft will cluster processing of batches automatically.
If you want to secure your ephesoft servers behind the DMZ and spread the UI load across several Ephesoft UI Servers while your users access one URL to Ephesoft, you would want to setup Apache to Load Balance Across Several Ephesoft Tomcat Servers.
Solution:
Step 1 – Install Tomcat instances and Apache HTTPD on a Server in DMZ
If you haven’t already installed them, the first thing to do is to download and install the latest stable versions of Apache Tomcat 6.x and Apache HTTPD. You can find the latest stable versions on the Apache HTTPD and Tomcat project sites.
For the purposes of this tutorial, we’ll assume that you understand how to install these components.
Step 2 – Download and install mod_jk
mod_jk is the Apache HTTPD module that will be used to provide our cluster with its load balancing and proxy capabilities. It uses the AJP protocol to facilitate fast communication between Tomcat servers and the Apache Web Server that will receive the client requests.
The mod_jk module is distributed separately from Apache HTTPD as part of the Tomcat project. Binary distributions of the module are available for most major platforms, and can be downloaded here. If the version and platform you are looking for is not yet available as a binary distribution, you can build the appropriate version from the source.
Once you have either downloaded and unzipped or built the module, place it in the ‘modules’ directory of your Apache HTTPD server.
Step 3 – Configure mod_jk
Next, we’ll have to set up the mod_jk module in Apache HTTPD’s configuration files. This configuration is a two step process, and can be a little confusing, as mod_jk does not separate its proxy capabilities from its load balancing capabilities.
First, let’s configure the module itself. This is done by adding a few lines to the main Apache HTTPD configuration file, apache\conf\httpd.conf. Take a look at this example configuration (we’ll explain what each attribute does in a second):
LoadModule jk_module modules/mod_jk.so
JkWorkersFile conf/workers.properties
JkLogLevel info
#JkShmFile logs/mod_jk.shm
JkLogFile logs/mod_jk.log
JkMount /* balancer

JkLogStampFormat "[%a %b %d %H:%M:%S %Y] "
JkOptions +ForwardKeySize +ForwardURICompat -ForwardDirectories +ForwardSSLCertChain
JkRequestLogFormat "%w %V %T"
# Should mod_jk send SSL information to Tomcat (default is On) 
JkExtractSSL On 
# What is the indicator for SSL (default is HTTPS) 
JkHTTPSIndicator HTTPS 
# What is the indicator for SSL session (default is SSL_SESSION_ID) 
JkSESSIONIndicator SSL_SESSION_ID 
# What is the indicator for client SSL cipher suit (default is SSL_CIPHER) 
JkCIPHERIndicator SSL_CIPHER 
# What is the indicator for the client SSL certificated (default is SSL_CLIENT_CERT) 
JkCERTSIndicator SSL_CLIENT_CERT

# When using mod_jk with Apache & mod_ssl, it is essential to specify "SSLOptions +StdEnvVars +ExportCertData" in the httpd.conf file. 
SSLOptions +StdEnvVars +ExportCertData

<Location /jkmanager/>
 JkMount jkstatus
 Order deny,allow
 Deny from all
 Allow from 127.0.0.1
</Location>
Here’s a quick explanation of the parameters we just configured.
· LoadModule – this command makes the mod_jk module available for use. The extension of the module itself will vary by operating system.
· JkWorkersFile – sets the path to the worker configuration file, which we will create in the next step.
· JkShmFile – sets the path to the shared memory files for the module. Generally, you’ll want to keep this with the logs.
· JkLogFile – sets the path to the module log file.
· JkLogLevel – sets the level of logging for the module. The valid values for this attribute, in descending order by verbosity, are “debug”, “error” or “info”.
· JkMount – this is used to map a certain URL pattern to a specific worker configured in the worker configuration file. Here, we use it twice – once to enable /jkmanager as the access URL for jkstatus, a virtual monitoring worker, and once to map all requests we want to be handled by the cluster to the “lb” worker, a virtual worker that contains the load balancing capability
· Location – this is a security constraint. The settings we have included allow access to the jkmanager only from the localhost (this is a Good Idea).
Step 4 – Configure the cluster workers
Now that we’ve configured the main settings, we will configure the workers. “Workers” is a blanket term used within mod_jk to refer to both real Tomcat servers that will process requests, and virtual servers included in the module to handle load balancing and monitoring. In other words, rather than creating a separate apparatus to manage load balancing, mod_jk simply loads an additional virtual worker with load balancing functionality. If this seems confusing to you, you’re not alone – this is one area where mod_jk shows its age compared to mod_proxy, which keeps all of its configuration in the main httpd.conf file, and doesn’t use the concept of virtual workers.
Here’s a (very) basic apache\conf\workers.properties configuration example (see below for an explanation of the configuration directives):
#Create a list of tomcat servers
worker.list=balancer
#Initialize with Tomcat Server 1 configuration
worker.worker1.port=8009
worker.worker1.host=10.1.0.180
worker.worker1.type=ajp13
worker.worker1.lbfactor=1
#Initialize with Tomcat Server 2 configuration
worker.worker2.port=8009
worker.worker2.host=10.1.0.190
worker.worker2.type=ajp13
worker.worker2.lbfactor=1

#Set the balance type and the servers to be used
worker.balancer.type=lb

#worker.balancer.balance_workers=worker1
worker.balancer.balance_workers=worker1, worker2
#worker.balancer.method=B
worker.loadbalancer.sticky_session=1

worker.list=jkstatus
worker.jkstatus.type=status
Note: Sticky sessions must be enabled.
Step 5 – Configure the Ephesoft cluster workers
For each server:
Edit Ephesoft >> Application >> WEB-INF >> classes >> META-INF >> dcma-batch >> dcma-batch.properties
1. Look for the line batch.base_http_url=http\://computername\:8080/dcma-batches
Change the computername to the apache server resolvable dns name or ip address
2. Remove the port number part “\:8080″, save the file.
 
Edit Ephesoft >> JavaAppServer >> conf  >> server.xml
1. Look for the line 

 <Engine name="Catalina" defaultHost="localhost" jvmRoute="worker1">
Change <worker1> to match the correct worker number defined in workers.properties
Step 6 – Start Apache and Ephesoft Tomcat Servers
* You may check the status of load balancing by going to http://127.0.0.1/jkmanager/ on the apache server

KB0008528: Original PDF Uses a Typeface Different from the Preview in Review/Validate
JUNE 4, 2015
|IN REVIEW AND VALIDATE
|BY PEDROCHIM
Issue: 
Ephesoft Transact is not reading a PDF correctly. The fonts appear to be different in the original PDF and the document in the Review/Validate screen.
Root Cause: 
When Ghostscript converts a PDF to a single page TIFF during folder import, Ghostscript converts the fonts to a more readable font. However, some fonts are not supported in Ghostscript and are substituted with a different font, such as Helvetica.
Solution:
Follow these steps to manually add the fonts to the Ghostscript font library.
1. Open the following file in Notepad: C:\Ephesoft\Application\native\RecostarPlugin\bin\GsRenderer\Fontmap.GS
2. In this file, the standard entries have the original font name in the document and the font name for converting.

/TimesNewRoman                          /TimesNewRomanPSMT ;
/TimesNewRoman,Bold                  /TimesNewRomanPS-BoldMT ;
/TimesNewRoman,Italic                  /TimesNewRomanPS-ItalicMT ;
/TimesNewRoman,BoldItalic           /TimesNewRomanPS-BoldItalicMT ;
3. At the bottom of the file, create a new entry for your font and the font to be converted. The following example uses Lucida Sans Bold as the original font and converts it to a Windows TrueType font l_10646.

/LucidaSans,Bold (C:/Windows/Fonts/l_10646.ttf) ;
/Dialog (C:/Windows/Fonts/l_10646.ttf) ;
4. Save the Fontmap.GS file
5. Restart Ephesoft Transact.
Recostar Image Size Limitation
APRIL 22, 2015
|IN OCR
|BY BREANNA FITZGERALD
Applies to: All version of Ephesoft Transact
Issue:
The following problems may occur when processing large image files using RecoStar on Windows OS:
· Prolonged processing times
· Backed up batch instances
· Time out errors
Root Cause:
Recostar has the following image size limitations:
· Maximum document height: 12000 pixels
· Maximum document width: 16000 pixels
Solution:
If you are using larger files, then it may be necessary to adjust your imported TIF files so it will automatically adjust the images you need to process in Ephesoft.
Use the IM Convert Output Image Parameters value to adjust your files. An example is provided below:
-resize 4000×4000> -compress LZW
In this example, the specified parameter will only resize the image with dimensions greater than 4000×4000 pixels. It will also maintain the aspect ratio of the image. RecoStar is now able to successfully perform OCR on images.

KB00007775: Issue with Table Extraction Using the Column Header and Column Coordinates
JANUARY 22, 2015
|IN EXTRACTION
|BY BREANNA FITZGERALD
Issue
Trouble extracting data from a table using the Column Header and Column Coordinates.
Root Cause
Column Headers are highly dependent on the recognition of the Column Header Pattern in the OCR. Variations in the OCR can cause the table or column not to be extracted properly or complete rows to be skipped. For example, If you configured the extraction rule to look for a column named “Part Number” but the OCR value is “Pert Number” the column or table will not extract properly.
Column Coordinates will take the values identified based on a zonal pattern and extract the contents within. If your zone coordinates are not defined properly you may get values pertaining to the column next to it as well.
Solution
To resolve the issues regarding the recognition of Column Headers, you may need to account for variances in the OCR.
Here are some potential solutions:
1. Try using a different image compression in your import settings (Group4 vs. LZW).
2. Try a higher DPI for quality retention of the image during batch processing (300 – 600 DPI).
3. Account for variances in the OCR by using regular expressions.
For example, for a specific Column Header Pattern like “Part Number”, use a more generic Regex such as “P[A-z0-9\s]{7}ber”. This finds any variation of alphanumeric values that start with a “P” and end with “ber”.
To resolve any issues with the Column Coordinates, you may need to simply adjust your zonal areas so they fit and account for variations in the images. Variations include:
· Skewed coordinates.
· Changes in resolutions and overall image size.
To ensure the best results you should try to standardize your input images and have a minimum quality requirement. For example, Resolution: 2550×3300, DPI: 300.

How to Delete a Batch Instance Stuck in RESTART_IN_PROGRESS
APRIL 22, 2015
|IN BATCH INSTANCE
|BY BREANNA FITZGERALD
Issue:
Batch instances are stuck in the RESTART_IN_PROGRESS status and do not restart. This is a known issue and has been resolved in Ephesoft Transact 3.1.2.9 and above. 
Root Cause:
Batch instances may get stuck in the RESTART_IN_PROGRESS status due to back-end processes that do not allow Transact to complete the restart process.
Solution:
To delete a batch that is stuck in the RESTART_IN_PROGRESS status, alter the record for the batch instance by running the following SQL command:
update batch_instance set batch_status=’ERROR’ where batch_status =’RESTART_IN_PROGRESS’;
Once the batch status has been changed,  you can properly delete or restart the batch instance.

Thumbs.db Causing Error During Folder Import
DECEMBER 8, 2014
|IN ERROR MESSAGES, FOLDER IMPORT
|BY LYDIAXIE
Applies to: All versions of Ephesoft Transact
Issue
One of the following errors occurs:
1. Error thumbs {com.ephesoft.dcma.monitor.service.foldermonitorserviceimpll] file extension not valid.
2. Exception while deleting folder at path: <Drop Folder Path>.
This occurs due to hidden files (thumbs.db) in drop folders.
Workaround
Perform one of the following to disable the thumbs.db extension.

Option 1
Disable thumbs.db from the Local Group Policy Editor:
Note: You will need administrator permissions.
1. Press Win + R or enter “run” in the Windows search bar.
2. Type “gpedit.msc” in the Run window.
3. Click OK. The Local Group Policy Editor will open.
4. In the navigation tree on the left, go to User Configuration > Administrative Templates > Windows Components > File Explorer.
Note: In previous versions of Windows, File Explorer is named Windows Explorer.
[image: A screenshot of a computer

Description automatically generated]
Figure 1. Locate File Explorer
5. In the right-hand panel, locate the entry “Turn off the caching of thumbnails in hidden thumbs.db files”.
6. Double-click the entry to open the settings panel.
[image: A screenshot of a computer

Description automatically generated]
Figure 2. Caching of Thumbnails Settings
7. Select Enabled.
8. Click OK.

Option 2
Disable thumbs.db from Folder Options. Select your Windows version and follow the steps listed.
Windows 10
1. Select the folder icon to open File Explorer.
2. In the top panel, select View > Options.
[image: ]
Figure 3. File Explorer Options
3. This will open the Folder Options window. Select the View tab.
[image: A screenshot of a computer

Description automatically generated]
Figure 4. Folder Options
4. In the Advanced settings section, check the option “Always show icons, never thumbnails”.
5. Click OK.
Windows 7 or 8
1. Select the folder icon to open File Explorer.
2. In the top panel, go to Organize > Folder and search options.
3. This will open the Folder Options window. Select the View tab.
4. In the Advanced settings section, check the option “Always show icons, never thumbnails”.
5. Click OK.

KB0007731: Batches Instances Stuck in Running Due to Lack of Drive Space
JANUARY 13, 2015
|IN BATCH INSTANCE
|BY LYDIAXIE
Applies to: All versions of Ephesoft Transact
Issue
When processing large batch instances, the drive may run out of space and may cause ImageMagick processes to slow, lockup or fail.
Root Cause
By default, ImageMagick uses the Windows default temp located on the C drive (C:) as defined by Windows system environment variables.
Solution
Move the ImageMagick temp directory. Refer to your scenario and follow the steps listed:
· If running Ephesoft using JavaAppServer
· If running Ephesoft using EphesoftEnterprise service
[bookmark: _If_running_Ephesoft]If running Ephesoft using JavaAppServer
1. Stop the Ephesoft server.
2. Create a temp folder and set the same to MAGICK_TMPDIR.
3. Open the startup.bat file located at [Ephesoft_Directory]\JavaAppServer\bin\startup.bat.
4. Add the MAGICK_TMPDIR environment variable as shown in the following screenshot:
[image: magicktemo1]
5. Save and close the startup.bat file.
6. Restart the Ephesoft server and validate a rotation of images.
[bookmark: _If_running_Ephesoft_1]If running Ephesoft using EphesoftEnterprise service
1. Stop EphesoftEnterprise service.
2. Set the MAGICK_TMPDIR environment variable as shown in the following screenshot:
[image: magicktemo2jpg]
3. Click OK.
4. Restart the EphesoftEnterprise service and validate a rotation of images.

Is Your Ephesoft Issue A File Permissions Issue?
OCTOBER 23, 2014
|IN ERROR MESSAGES, OTHER
|BY LYDIAXIE
If you experience any of the following issues you may have a file permissions problem:
· Missing files
· Missing directories
· Failed Batch Class Copying
The quickest way to test if this is the root cause for any of your issues is to remove file permissions altogether for troubleshooting purposes and try to replicate the original issue you may have had. When you have confirmed that it is a file permissions issue, you can slowly re-secure your file permissions up to the point that is acceptable to your organization’s security and works with Ephesoft.
Ephesoft Directories to Investigate
· [Ephesoft path] (ex: C:\ephesoft) – Check local permissions
· [Sharedfolder path] (ex: \\networkshare\Sharedfolders) – Check local and share permissions
You will need to check both local permissions and share permissions
Steps to Remove Local Permissions Security
1. Go into the Windows Advanced File Security properties for the Ephesoft root folder and set:
a. Owner: Everyone
b. Access: Full Control
c. Select Replace all child object permission entries with inheritable permission entries from this object.
[image: filepermissions]Figure 1. Advanced Security Settings for Ephesoft
2. In File Explorer, right-click the Ephesoft root folder and select Properties.
3. In the Properties dialog, open the Security tab.
4. Under Group or user names, select Everyone.
5. Confirm that Full control is allowed for Everyone.
[image: filepermissions2]Figure 2. Ephesoft Properties
Steps to Remove Share Permissions Security
1. Right-click the shared folder and click Properties.
2. Open the Sharing tab.
3. Click Advanced Sharing > Permissions.
4. Under Group or user names, select Everyone.
5. Confirm that Full Control is allowed for Everyone.
[image: filepermissions3]Figure 3. Permissions for SharedFolders

Issue with LibreOffice PDF Generation
SEPTEMBER 30, 2014
|IN DOCUMENT MANAGEMENT, OTHER
|BY PEDROCHIM
Applies to: All versions of Ephesoft Transact
Issue
A document conversion error may occur if the current profile in OpenOffice is corrupt. This causes the font capture in the converted documents to be inaccurate.
Solution
Refer to your version of Ephesoft Transact:
· Ephesoft Transact 2020.1.03 and above
· Ephesoft Transact 2020.1.02 and below
[bookmark: _Ephesoft_Transact_2020.1.03]Ephesoft Transact 2020.1.03 and Above
Note: The following steps are only available for Windows.
To resolve this issue, you will need to enable the cron job that automatically resets OpenOffice user profiles. Perform the following steps:
1. Open the open-office.properties file located at [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF\dcma-open-office.
2. Set the openoffice.userProfileResetEnabled property to “true”.
[image: A close up of text
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Figure 1. openoffice.userProfileResetEnabled
3. Set the openoffice.userProfilePath property to the full path where the OpenOffice user profile is located.
[image: ]
Figure 2. openoffice.userProfilePath
4. Set the openoffice.userProfileBackupPath property to the full path where the user profile should be backed up.
[image: ]
Figure 3. openoffice.userProfileBackupPath
5. Set the openoffice.userProfileCronJob property to when the user profile reset should occur. By default it is set to run every day at 2AM. 
[image: ]
Figure 4. openoffice.userProfileCronJob
6. Save and close the file.
[bookmark: _Ephesoft_Transact_2020.1.02]Ephesoft Transact 2020.1.02 and Below
To resolve this issue, you will need to manually correct the OpenOffice or LibreOffice profile. Perform the following steps depending on your operating system:
Windows
1. Stop the Ephesoft Transact server.
2. Open Task Manager.
3. Select soffice.bin and soffice.exe.
4. Click End task > End process.
5. Navigate to the following location: C:\Users\<username>\AppData\Roaming\LibreOffice\4\user
Note: If Open Office 3 is installed, navigate to the following location: C:\Users\<username>\AppData\Roaming\OpenOffice.org\3\user
6. Rename the user folder as a backup.
7. Restart the Ephesoft Transact server.
This will refresh the user profile. Any corrupt data will be reset.
Linux
1. Stop the Ephesoft Transact server.
2. Run the following command to kill LibreOffice:
pkill soffice.bin
3. Navigate to the following location:
home/<USERNAME>/.config/libreoffice/4/user
4. Use the following command to display the content of the folder:
Is
5. Locate the user folder
6. Create a backup of the user folder.
7. Use the following command to delete the original user folder and its contents:
rm -rf user
8. Start the Ephesoft Transact service. This will create a new user profile.

KB0006896: Cannot see default batch list after setting Ephesoft on Active Directory
SEPTEMBER 29, 2014
|IN ACTIVE DIRECTORY, AUTHENTICATION
|BY LYDIAXIE
Issue:
Cannot see default batch list after setting Ephesoft on Active Directory
Solution:
There could be several reasons for this but the key settings to look at are:
1. The applications.properties under the following setting – User.Super_Admin=<GroupName>
2. The User-connectivity.properties under the following setting – user.msactivedirectory_group_search_filter=(cn=GroupN*) (Case-Sensitive)
Both files can be found under the [EphesoftInstallationFolder]\Application\WEB-INF\Classes\META-INF Directory
We have to apply the Filter in the user-connectivity.properties file, due to the Max Size limit for roles supported by Ephesoft. Ephesoft will not be able to search for the correct group set as the User.super_admin group specified in the applications.properties file if the Filter is not applied.

[bookmark: _Thumbnail_and_Preview]Thumbnail and Preview Images Not Showing in Review
AUGUST 29, 2014
|IN REVIEW AND VALIDATE
|BY LYDIAXIE
Applies to: All versions of Ephesoft Transact
Issue
Thumbnail and Preview Images Not Showing in Review
Solution #1
If thumbnail and preview images are not showing on the Review screen, the most likely cause is a configuration issue to the incorrect location or port where the images are located.
Examine the following configuration file: dcma-batch.properties, located at [Ephesoft_Directory]\Application\WEB-INF\classes\META-INF\dcma-batch\dcma-batch.properties
batch.base_http_url=http\://{Resolvable computer name, domain name or ip address from guest web browsers}\:8080/dcma-batches
Look at the line which defines the path passed onto external browsers to access thumbnails and preview images. Fill in the appropriate value taking into account how a guest computer would interpret the URL passed onto it. Also, check the port number (in case ephesoft was configured from a value other than default).
Examples:
· batch.base_http_url=http\://localhost\:8080/dcma-batches ## If a guest machine were to be passed this address, they would be referencing an address to themselves, not the ephesoft system. This is incorrect unless only running and accessing the system from itself
· batch.base_http_url=http\://windowscomputer1\:8080/dcma-batches ## If a guest machine is on the same network as the server and can resolve windowscomputer1 this should work
· batch.base_http_url=http\://www.mydomain.com\:8080/dcma-batches ## If your dns records are properly setup to your domain name and the correct reference to your ephesoft server is setup, this will most likely be a configuration if the guest machines are accessing ephesoft from the world wide web.
Tip: You can ping the value in question from the guest computer. If you have replies, the guest machine is able to communicate with that machine. Some firewalls block ping requests so this tip may not always give expected results.
Restart Ephesoft Server.
Solution #2
If this does not resolve the issue, the next thing to check would be the docBase value in the file \Ephesoft\JavaAppServer\conf\server.xml file and make sure that it correctly points to your shared folder.

General Startup and License Issues
AUGUST 18, 2014
|IN LICENSING
|BY PEDROCHIM
Applies to: All versions of Ephesoft Transact
Issue
General Ephesoft Startup and Licensing Issues
Solution
Try the following. You can always restrict permissions after you have verified a successful startup.
With Ephesoft SHUTDOWN:
STEP 1: For [Ephesoft] and [SharedFolder](if not in Ephesoft folder): For folders in file explorer, Set Owner to Everyone and apply to all child objects. Add Role of Everyone with Full Control and apply to all child objects.
STEP 2: In regedit, [HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft] Go to each role and set to Full Control
STEP 3: From an Administrative Command Prompt
C:\Ephesoft\JavaAppServer\cscript.exe SetEnv.vbs
STEP 4: Start Ephesoft.

Applies to: Ephesoft Transact 4.x
Issue
This issue only affects users with an underscore in the server name.
If you start Ephesoft and receive a license error when attempting to log on and have a log entry similar to that of below, this issue will be the most likely culprit. 
Log Entry: Caused by: java.net.MalformedURLException: invalid authority: rmi://Ephesoft_Server:21099/ephesoft-license
Solution:
1. Stop Ephesoft
2. You will need to rename the server as underscores are not supported by Ephesoft or fully qualified domain names.
3. change the server name in <Ephesoft install directory>\Application\WEB-INF\classes\MET-INF\dcma-batch\dcma-batch.properties
4. Start Ephesoft
If you still experience this issue and see the same error in the log with the underscore in the server name, please follow these instructions also:
1. Stop Ephesoft
2. Open the ephesoft database in your database client such as HiediSQL or MSSQL Management studio
3. Open the table server_registry
4. Write down the value from the id column for the row with the server name in the ip_address of the server name without the underscore
5. Open the table service_status
6. Verify that the server_registry_id matches the number you wrote down in step 4 for the row with the value of LICENSE_SERVICE in the service type column
7. Start Ephesoft
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import com.ephesoft.dcma.util., Ephesoftlogger;
import com.ephesoft.dcoma.util. ScriptloggerFactory;

import com.ephesoft.dcma.core.component . ICommonConstants;
import com.ephesoft.dcma.util.ApplicationConfigProperties;

s
* The <code>ScriptExcraction</code> class represents the ScriptExtraction structure. Writer of scripts plug-in should implement cthis
* IScript interface to execute it from the scripting plug-in. Via implementing this interface writer can change its jayg file at run
time. Before the actual call of the jgya Scripting plug-in will compile the dgya and run the new class file.

canthor ERhsagfs
* eversion 1.0
/

public class ScriptExtraction implements IJDomScript

private static Ephesoftlogger LOGGER = SCEIBELOGEEEFactory.getlogger (SoriptExtraction.class)
Frivate static final String BATCH LOCAL PATH = "Satchlocalfath’;

Private static final String BATCH INSTANCE ID ~ "Satchinstanceldentifier";
Private static final String EXT_BATCH XL FILE = " batch g’
private static String ZIP FILE EXT = 7.2i5%;

| public Object execute (Document documentFile, String methodName, String docldentifier) {
Exception exception = null;
1 try {

ZOGGERISRES(+ <<+ +++++++ TInside ScriptERcraction scripts.”);

LOGGER. info("+##*#+#+#++s+ Start execution of the ScriptExtraction scripts.”)
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set "CURRENT_DIR=%cd%"

if not "XCATALINA_HOMEX™ == "" goto gotHome
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</Monospaced>
<SansSerif>

<Font FamilyName='arial' FileName='arial.ttf />

<!-- <Font FamilyName='FreeSans' FileName='FreeSans.ttf'/> -->

<Font FamilyName= Waree Bool TleName="Waree. >

<Font FamilyName='WenQuanYi Zen Hei' FileName='wqy-zenhei.ttc' />

<Font FamilyName='WenQuanYi Micro Hei' FileName='wqy-microhei.ttc'/>
</SansSer if>
<Serif>

<Font FamilyName='FreeSerif'  FileName='FreeSerif.ttf'/>
</Serif>
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