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Preface

This guide contains essential information and procedures for super administrators who are
responsible for installing or upgrading Ephesoft Transact in a Linux environment. The guide also
explains key details related to licensing, configuration, and working with your database, and more.

Related documentation

The documentation set for Ephesoft Transact is available online: !
https://docshield.kofax.com/Portal/Products/Transact/2023.1.00-oismpn77w5/Transact.htm
In addition to this guide, the documentation set includes the following items:

Ephesoft Transact Getting Started Guide
Contains general information about using Ephesoft Transact.

Ephesoft Transact Installation Guide for Windows
Includes instructions on how to install and upgrade Ephesoft Transact on Windows.

Ephesoft Transact Developer's Guide
Provides resources related to scripting in Transact, resources for developers to create and manage
custom plugins, along with Transact Web Services APL.

Ephesoft Transact Administrator's Help
Offers detailed online assistance for Ephesoft Transact users assigned to the administrator role. Use
this guide to get assistance in managing batch classes and batch instances.

Ephesoft Transact User Help
Offers detailed online assistance for Ephesoft Transact users assigned to the operator role.

Ephesoft Transact System Configuration Help
Provides assistance for users who are assigned to the super administrator role. Super
administrators complete system-level operations, installations, and system configuration.

Ephesoft Transact Release Notes
Use this document to learn what is new with the latest Transact release, identify outstanding
defects and workaround solutions where applicable, and learn which defects the release fixes.

Ephesoft Transact Technical Specifications
Use this document to learn about supported operating systems and other system requirements.

' You must be connected to the Internet to access the full documentation set online.


https://docshield.kofax.com/Portal/Products/Transact/2023.1.00-oismpn77w5/Transact.htm
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Training

Kofax offers both classroom and computer-based training that will help you make the most of your
Ephesoft Transact solution. Visit the Kofax Education Portal for details about the available training
options and schedules.

Getting help with Kofax products

The Kofax Knowledge Portal repository contains articles that are updated on a regular basis to
keep you informed about Kofax products. We encourage you to use the Knowledge Portal to obtain
answers to your product questions.

To access the Kofax Knowledge Portal, go to https://knowledge.kofax.com.

© The Kofax Knowledge Portal is optimized for use with Google Chrome, Mozilla Firefox, or
Microsoft Edge.

The Kofax Knowledge Portal provides:
« Powerful search capabilities to help you quickly locate the information you need.
Type your search terms or phrase into the Search box, and then click the search icon.
* Product information, configuration details and documentation, including release news.

To locate articles, go to the Knowledge Portal home page and select the applicable Solution
Family for your product, or click the View All Products button.

From the Knowledge Portal home page, you can:
+ Access the Kofax Community (for all customers).
On the Resources menu, click the Community link.
+ Access the Kofax Customer Portal (for eligible customers).
Go to the Support Portal Information page and click Log in to the Customer Portal.
+ Access the Kofax Partner Portal (for eligible partners).
Go to the Support Portal Information page and click Log in to the Partner Portal.

+ Access Kofax support commitments, lifecycle policies, electronic fulfillment details, and self-
service tools.

Go to the Support Details page and select the appropriate article.


https://learn.kofax.com/
https://knowledge.kofax.com/
https://knowledge.kofax.com/bundle/z-kb-articles-salesforce1/page/19280.html
https://knowledge.kofax.com/bundle/z-kb-articles-salesforce1/page/19280.html
https://knowledge.kofax.com/category/support_details

Chapter 1

Introduction

With Ephesoft Transact, you can scan and extract data from documents that arrive in formats such
as paper or email attachments. Transact automates the end-to-end document processing workflow
with minimal operator interaction.

This guide provides important information about installing and upgrading Ephesoft Transact on
Linux, including:

* Preparations, decisions, precautions, settings, and tips to help you successfully and efficiently
install or upgrade Transact

+ Database management requirements
+ Instructions for installing and upgrading Transact in silent mode

The primary source of information about supported versions and other Transact requirements is
the Ephesoft Transact Technical Specifications document which is available on the Ephesoft Transact
Product Documentation site.

Proceed to one of the following chapters according to your requirements:
+ Installation instructions
+ Upgrade instructions


https://docshield.kofax.com/Portal/Products/Transact/2023.1.00-oismpn77w5/Transact.htm
https://docshield.kofax.com/Portal/Products/Transact/2023.1.00-oismpn77w5/Transact.htm

Chapter 2

Installation instructions

This chapter provides important information about installing Transact in the following

environments:

+ Operating system: Red Hat Enterprise Linux (RHEL)
For information about the supported versions, see Ephesoft Transact Technical Specifications.

« Environment types: Single or multi-server

+ Installation types: Normal or silent

Installation overview

Transact installation process follows this general sequence of tasks. Before you proceed, see

Ephesoft Transact Release Notes2023.1.00.

Installation task

General scope of activity

Installation prerequisites

Prepare for the installation by gathering installation
resources and verifying that the environment is
supported.

Download and run the Transact installer

Run the Transact installer in the command line
interface.

Select Normal installation or Silent installation

Determine if you are performing a normal or silent
installation and follow the steps for your selected
option.

License and launch Transact

Perform these steps to complete the install for
Transact 2023.1.00.

Installation prerequisites

Perform these steps to prepare for a successful software installation and startup:
1. Determine if you need to perform a single-server or multi-server installation.

@ 1nstallation steps unique to a multi-server installation are identified where applicable.

2. Verify that your database version is supported.
For more information, see the Ephesoft Transact Technical Specifications document.
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3. The following database information is required when you run the installer:
* User name and password
+ Database connection parameters

© The Transact installer does not install any database management systems (DBMS).
You need to install and configure any relevant DBMS prior to installing Transact. If you are
installing Transact for the first time using MariaDB, see Install and migrate to MariaDB for
Linux for additional information.

4. Verify that the Internet connectivity is available for this installation.nm-online.

© The installation will be interrupted if the Internet connection is unavailable because some
software requires updates or installation from the operating system repository.

5. If you are installing Transact with Microsoft Active Directory (MSAD), MSAD must already be
installed and configured prior to installing Transact.

6. Verify that you have super-user (root) permissions. If you are not a super-user, execute the
following command to gain super-user permissions: sudo su root

O 1he installation script must be run with super-user permissions. Otherwise, an error
occurs and the script execution stops.

7. See How to Manually Install Microsoft TrueType Core Fonts and complete the steps for your
Linux distribution.

O transact requires Microsoft TrueType Core (msttcore) fonts to be installed when
converting PDF to TIFF files. The msttcore fonts must be installed on the same processing
servers as Transact.

Download and run the Transact installer

Perform these steps to run the Transact installer.
1. To obtain the Transact installer:

a. Visit Customer Support Portal. This portal includes download links for full installers as well
as service packs and related information.

b. Registration is required. Contact the Support team for credentials to the Customer
Support Portal.

2. Extract the Transact installer by navigating to the folder containing the .zip file and execute the
following command:

unzip
Ephesoft Transact <Version Number> Linux.zip

If the unzip command is not installed on your Linux system, use the sudo yum install
unzip command.


https://ephesoft.com/docs/how-to-manually-install-microsofts-truetype-core-fonts/
https://ephesoft.force.com/s/download
https://ephesoft.force.com/s/download
https://ephesoft.force.com/s/download
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-rwxr-xr-x. 1 root root 2923759719 Aug 2 18:33
[root@ip-10-127-1-30 2023.1.00]# unzip LINUX_Ephesoft_Transact_2623.1.00_13618.zip
Archive: LINUX_Ephesoft_Transact_2023.1.00_13618.z1ip
extracting: Ephesoft_2823.1.00.tar.gz
extracting: install
extracting: uninstall
extracting: install-helper
: Response-Files/
extracting: Response-Files/config.properties
extracting: Response-Files/PKI-config.properties
extracting: Response-Files/compatible-os.properties
extracting: Response-Files/version-alias.properties
: Response-Files/upgrade/
extracting: Response-Files/upgrade/replace new files.properties
: Response-Files/product captions/
extracting: Response-Files/product captions/captions.properties
[root@ip-16-127-1-30 2023.1.88]#

3. Run the following command to make the files executable:
chmod 777 install install-helper uninstall
4. Runthe ./install command to start the installation process.

If the Transact installer stops or fails during any step of the installation process, contact
Support at tickets@ephesoft.com and provide the following files and details:

* Your distribution and version of Linux
* var/log/install-ephesoft.log
* /etc/Ephesoft/Ephesoft.conf
Only the root user has access to this folder. If the file does not exist, send only the first file.
5. When prompted, select one of the following options.
+ For a normal installation, select n and proceed to Normal installation.
+ For a silent installation, select y and proceed to Silent installation.

Normal installation

1. The installer will check the Internet connection.

2. After the installer runs a check on the Linux operating system, you are prompted to change the
detected operating system. In most cases, users select the operating system detected by the
installer. Select n to keep the detected operating system.

szmmzm=mzEm Ephesaft Transact installation ssssssssss

for Internet connection. Please wait ...
RED HAT Operating systes has been detected by installer. Do you want to change the detected operatung system(y/n)?
n

3. While you must be the root user to install Transact, you do not have to be the root user to run
the application. You are prompted to decide whether to run Transact as either root or non-root
user with one of the following:

* Do you want to run Application as a non-root user?
* Application will run as root. Do you want to change it?
* Application will run as <current user>. Do you want to change it?
4. Select n for any option to proceed as a root user.
5. Select y to change the user and provide the required information, as prompted by the installer.

10
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The following list further describes the configurable properties:
* New username: Username for a new user to run the application
+ Password: Valid password for a new user to run the application

« Primary group: Primary user group for a new user, which assigns the required permissions
(read, write, and execute). If the group does not exist, it will be created with the provided
name.

6. Input the path for the target installation directory.

The default option is /opt. We recommend keeping the default directory, but you can change
the directory by editing the text line if needed.

7. Press the Enter key to confirm the listed path. The installer extracts the Ephesoft .rar file and
copy the Ephesoft folder to the installation directory. This may take some time.

© Never install Transact in the /home directory for a user, or in the /root, /bin, /etc, /
sbin, /usr, Or /boot.

Create SharedFolders

1. When prompted, determine whether you want to use an existing instance of SharedFolders.

If you are installing Transact on a single-server environment, or if you are installing the first
server in a multi-server environment, you need to install SharedFolders for Transact to function

properly.

© For Transact to function properly, SharedFolders must be accessible on the local server.
If you are installing the SharedFolders directory on a remote server (network path) /NAS/
SAN, advise your system administrator to mount the share locally to your server and use the
path they provide during the installation.

+ Select n if you are installing on a single-server environment, or if you are installing the first
server in a multi-server environment.

+ Selecty if you are installing the second or subsequent server in a multi-server environment.
2. Specify where to install SharedFolders.

The recommended option is the default /opt/Ephesoft.

+ Select n to keep the default /opt /Ephesoft option.

+ Selecty to designate a different folder and provide the chosen location. For single server
installation, enter a local server directory path. For a multi-server installation, enter the path
to a shared location.

SharedFolders will be installed at fopt/Ephesoft. Do you want to change the SharedFoelders path (y/n)?

¥

Please enter the path for the SharedFolders.

fopt/Shared2420

Given directory doesn't exist at specified path. Hence directory at the required path.
Directory created at specified path.

Assigning read, write and execute permissions to SharedFolders. Please wait...

Copying SharedFolders to the required path.

3. Press the Enter key to confirm the selected folder.
4. Confirm the server name that is saved in the properties files.
The default server name is the OS hostname, which is automatically identified by the installer.

1
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i B you want to confirm your host name, run the host name command. It displays the
current host name of your Linux system.

+ Select y to change the default server name.

i B you change the server name, it must be to a fully qualified domain name (FQDN) that
your Transact users have access to. This allows browsers to resolve images correctly.

For example, if your Linux host name is server01 but you want users to access
Transact by going to http://transact.ephesoft.com, change the server name to
transact.ephesoft.com.

+ Select n to keep the default server name.

Select and set up the database
This topic includes the information about the available options for your database type.

When prompted, select the database type.
* MariaDB
+ Oracle

For your database type supported versions, see Ephesoft Transact Technical Specifications.

MariaDB configuration

© The installer does not install MariaDB as part of the installation process. You need to configure
the database for MariaDB prior to running the Transact installer.

The installer allows you to connect to an existing MariaDB server during the installation of Transact.
For the latest information about MariaDB version support and MariaDB installation, see:

+ Install and Migrate MariaDB for Linux
« Ephesoft Transact Technical Specifications

Follow these steps when setting up an existing MariaDB database during the installation of
Transact.

1. Select MariaDB by typing 1 and pressing the Enter key.
2. Press y if you want to change the details, press n to continue.
3. Provide the required details, as explained in the following table.

O 1n the table, the configurable properties are listed exactly how they display on the screen.

Maria DB property Description

system IP The hostname/IP address on which MariaDB is installed.

database username Enter root. This is the user name for the administrator of the
three Ephesoft databases (ephesoft, report, and report_archive).

12
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Maria DB property

Description

Admin password

This is the password you created when installing MariaDB. This
password is used to log in as a database administrator.

application database name

Default database name is ephesoft. This name can be changed
as needed.

0 Do not include special characters besides underscore

report database name

Default report database name is report. This name can be
changed as needed.

report archive database name

Default report archive database name is report_archive. This
name can be changed as needed.

database port number

Default port number is 3306. This port is used to access the
database.

4. Press y to change any details.
Otherwise, press n to continue.

You have successfully configured MariaDB. Proceed to Run or decline the database patch.

Oracle database configuration

1. Select Oracle by typing 2 and pressing the Enter key.

* Press y to create a new database schema. You are prompted to configure properties for the
database. See the following table for the details on configurable properties.

Please select database type you want to use ?

1. MariaDB (10.6 series, recommended version 10.6.8)

2. Oracle
2

Do you want to create Oracle database schema(y/n)? Press y to create new Oracle database schema or n to use existing Oracle schema.

¥

Enter the oracle hostname/IP:
User Name:

sYys

Password:

Please re-enter the password:

Port:
1521

Please select the connection mode you want to use ?

1. Oracle SID
2. Service Name
2

Service Name:

RSIL19CPDE

Application DB Schema:

ephesoft

Application DB Schema Password:

Please re-enter the password:
Report DB Schema:

report

Report DB Schema Password:

Please re-enter the password:

Report Archive DB Schema:
report_archive

* Press n to use an existing database. Provide the required details, as explained in the table.

13
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O 1 the table, the configurable properties are listed exactly how they display on the

screen.

Oracle schema property

Description

oracle hostname/IP

Host name/IP for accessing the Oracle database.

User Name

Username for the user of the Oracle database.

Password

Password that is used to access the Oracle database.

Port

Port that is used to access the Oracle database.

connection mode

Oracle SID: Oracle system identification used to
uniquely identify the database on a system.

Service Name: TNS alias used to remotely connect to
the database.

Application DB Schema

Default application schema is ephesoft. This name can
be changed as needed.

0 Do not include special characters besides
underscore "_".

Application DB Schema Password

Password that is used to access the Application
database

Report DB Schema

Default report schema is report. This name can be
changed as needed.

Report DB Schema Password

Password that is used to access the Report database

Report Archive DB Schema

Default report archive schema is report_archive. This
name can be changed as needed.

Report Archive DB Schema Password

Password that is used to access the Report Archive
database.

2. Press y to change any details.
Otherwise, press n to continue.

You have successfully configured the Oracle Database. Proceed to Run or decline the database

patch.

Run or decline the database patch

O The following steps vary depending on a single or multi-server installation. Carefully read the

steps below before proceeding further.

+ For single-server installation, press y to run the database patch. The database patch is mandatory
for a single-server installation, or if you are installing the first server in a multi-server installation.

« For a multi-server installation, the database patch is only required for the first server in the
installation. Press n for subsequent server installations.

14
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i B you run the database patch on the second or subsequent servers in a multi-server
installation, you may corrupt the existing database.

Configure authentication mode

1.

Select the Authentication Mode to use:
+ Press 1 for Standard Form Authentication. This is the default option.

+ Press 2 for PKI Authentication, and follow the steps listed in Configure PKI Authentication.

Select Application Protocol:

* Press 1 for HTTP.

* Press 2 for HTTPS, and follow the steps listed in Form Authentication with HTTPS.
Enter the port number on which you want to run the tomcat server:

The default port number will display (8080 for HTTP).

You will be prompted to change any details. Press y if any changes are needed. Otherwise,
press n to continue.

i B3 you press y, you will need to re-input all the information in Configure authentication
mode.

Configure user connectivity settings

When prompted, configure the user connectivity settings.

15
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User connectivity settings
Please select User Connection Type you want to use ?

1, LDAP

2. MS Active Directory
3. Tomcat

1

Connection URL:
ldap://localhost: 389
Connection Name:
cn=Manager,dc=ephesoft,dc=com
Connection Password:

Please re-enter the password:

User Base:
ou=people,dc=ephesoft,dc=com
User Search:

cn={0@}

User Subtree:

true

Role Base:
ou=groups,dc=ephesoft,dc=com
Role Name:

ch

Role Search:

unigueMember={@}

Role Subtree:

true

Enter super admin group name:
admin

Press y if you want to change the details, press n to continue.
n

Upadating realm settings...

The available user connection types are as follows:

+ LDAP
* Microsoft ActiveDirectory (MSAD)
+ Apache Tomcat (included with the Transact installer)

i ] Apache Tomcat does not require any configuration. However, any changes to users (each time
the user file is changed) require a restart of Transact.

LDAP
1. Select LDAP by typing 1 and pressing the Enter key.

16
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2. Provide the required details, as described in the following table.

O 1n the table, the configurable properties are listed exactly how they display on the screen.

LDAP property

Description

Connection URL

A valid URL to connect to an LDAP server. The
connection URL should be in the following format:

ldap://<server address>:<port number>

Connection Name

A valid username to connect and access the
LDAP server. This is the user name of the user
responsible for interacting with the server.

Connection Password

The password for the user responsible for
interacting with the server.

User Base

The relative path where all user information is
located. This attribute defines where to look for a
user.

User Search

Search string to look for users.

User Subtree

This attribute defines the search scope.

+ Setto true to search the entire subtree rooted
at the user base entry.

+ Setto false to request a single-level search
including only the top level.

Role Base

The relative path where all roles information is
located. This attribute defines where to look for a
role corresponding to a user.

Role Name

The role name defines which attribute is used for a
role.

Role Search

Search string for searching roles.

Role Subtree

This attribute defines the search scope.

+ Setto true to search the entire subtree rooted
at the role base entry.

+ Setto false to request a single-level search
including only the top level.

super admin group name

The group name for users with super admin
privileges, such as access to the entire functionality
of Transact. The super admin users can assign the
user roles from the Access Manager screen in
Transact (Home > System Configuration > Access
Manager)

3. Press y if you need to change any details.

Otherwise, press n to continue.
4. Proceed to Install applications.
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Microsoft Active Directory (MSAD)

1. Select MSAD by typing 2 and pressing the Enter key.
2. Provide the required details, as described in the following table.

O 1n the table, the configurable properties are listed exactly how they display on the screen.

MSAD property

Description

Connection URL

A valid URL to connect to the Active Directory
server. The connection URL should be in the
following format:

ldap://<server address>:<port number>

Connection Name

A valid username to connect and access the Active
Directory server. This is the user name of the user
responsible for interacting with the server.

Connection Password

The password for the user responsible for
interacting with the server.

User Base

The relative path where all user information is
located. This attribute defines where to look for a
user.

User Search

Search string for looking for users.

User Subtree

This attribute defines the search scope.

+ Setto true to search the entire subtree rooted
at the user base entry.

+ Setto false to request a single-level search
including only the top level.

Role Base

The relative path where all role information is
located. This attribute defines where to look for a
role corresponding to a user.

Role Name

The role name defines which attribute is used for a
role.

Role Search

Search string for searching roles.

Role Subtree

This attribute defines the search scope.

+ Setto true to search the entire subtree rooted
at the role base entry.

+ Setto false to request a single-level search
including only the top level.
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3.

4.

MSAD property Description

MS AD Group Search Filter This attribute helps to filter search results and can
have the following operators:

* 1 (OR)

* & (AND)

« 1 (NOT)

Example:

((!'cn=a*)) (|cn=Ephesoft*) (& (cn=b*)))
This parameter is optional and can be left empty.

super admin group name The group name for users with super admin
privileges, such as access to the entire functionality
of Transact. The super admin users can assign the
user roles from the Access Manager screen in
Transact (Home > System Configuration > Access
Manager)

Press vy if you need to change any details.
Otherwise, press n to continue.
Proceed to Install applications.

Apache Tomcat

1.
2.

3.

Select Tomcat by typing 3 and pressing the Enter key.
Press y if you need to change any details.

Otherwise, press n to continue.

Proceed to Install applications.

Install applications

1.

When prompted to disable the firewall for the Transact port, select one of the following
options.

* Press y if the user wants Transact to disable the firewall.
+ Press n if the user wants to disable the firewall manually.
When prompted to install Tesseract (an OCR engine), select one of the following options.

© Tesseractis optional and not recommended but has the option to support more
languages. The recommended OCR engine is OmniPage, which is installed automatically
later.

* Press n to decline installing Tesseract.

* Press y to install Tesseract.

Provide the registration information, which will assist with generating your license for Transact.
* Press y to make any changes.

* Press n to continue.
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Registration

Name : test

Company : test

Department : test

Street : test

City : test

State : test

Country : test

Do you want to change the entered user registration ?2(y/n)
n

4. The installer continues to automatically install and upgrade other applications used by Transact
such as LibreOffice, ImageMagick, OmniPage, and Poco.

O 1his step may take some time depending on your server configuration. If the installation
process is interrupted at any point due to the Internet connectivity issues, you can restart the
installation process by running the . /install command again. To check the installation logs
and see the installation status, you can use the following command:

tail -f /var/log/install-ephesoft.log

This completes the normal installation. Continue to License and launch Transact.

Silent installation

1. Openthe config.properties file located in the Response-Files folder.

[root@ip-10-127-1-30 2023.1.00]# cd /home/ec2-user/2023.1.00/Response-Files/
[root@ip-10-127-1-30 Response-Files]# vi config.properties

2. Edit the values for the parameters in config.properties to reflect the required configuration
for the install. See the table on configurable properties below for explanations of important
parameters.
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#This Takes the input of Service name.
iNput_SRrvice_name=ephesoft

wput_offlime_unwstall_mode=n

#This takes the input if wser wants 1o run application a5 non root user, User Can provide new user/existing user details in corresponding parsseters.
wngut_ran_spplicat Lon_as_mon_root_usersy

Ungut_BES_SNLETURD UGar=n )

nput_spplicat won_usersepheiafi

unput_son LAt LOn_user_Dasaword_regu ured=y

wnput_spplicat Lon_uder_pasuwordsepheintl

wnput_spplication_user_group=ephesoft

#This takes the input of installation directory.
input_tmstallation_directorys/opt

@#This takes the lnput of wheiher To change shared folder path or mot. "y' [withoui guotes] changes the default shared Tolder path and 'n” [without guote
%] will wnstall the shared folders at default path.

wnpgut_changs shared_fo pathsn

I1 wn abowe switch input champge shared folder path valee s ‘y' then this will act as aa wput for shared folder path

wnpgut_changed shared Tolder_pathsfopt/Ephesolt

#This takes the wnput of tomcat port nusber,
ARgRIT_UOl &N _port_nimber=-0089

#This takes the Lnputl whether 1o Change the server mame of nol, "y [without guotes] chamges the server nese and “n° [Withoul quotes] do mot change the
deTaull Server nats,

ANEUT_CRANGE SErver malEen

IT in abowe sWilch Unpul_chamge server_nase value L8 "y then This will &1 4% an npul Tor Server male,

WAEUT_ChangEd SErver Rame=Turso-virtualbes

Placenolder for type of database that will be configured or tnstalled, It s 1 for MoriaDB and 7 for Oracie,

nput_database_Types]
@This specifies whethar 10 create 8 néw database or mot. ‘y° [without guotes] makes a néw mariadh datsbase and ‘n° [without quotes] uses axisting marisd
b databace (generally used 1o WITall aPPLlcation W MULTL-S@rver environsent where databate & alresdy created by another wstallation)
WnpT_mie_datobase_instante=y

O the upgrade may fail if any of the following settings in config.properties file are
incorrect.

Configurable Property Description

input_database patch enable Select one of the following options depending

on your server environment: For single-server
upgrade, press y to run the database patch. The
database patch is mandatory for a single-server
upgrade, or if you are upgrading the first server

in a multi-server installation. For a multi-server
upgrade, the database patch is only required for
the first server in the node. Press n for subsequent
server upgrades.

input upgrade application Select y to upgrade Transact from an older version.

input install nftable Select y to disable the firewall for Transact.

3. Save the updated config.properties file to the same name in the Response-Files folder.

4. Navigate to the folder with the unzipped Transact installer and start the silent installation
process by running the following command:

./install -silentinstall -product

The installer will pick up all required details from the config.properties files.

The silent installation is complete. Proceed to License and launch Transact.

License and launch Transact

After installing the Transact service, you are ready to license and launch Transact.
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O see Licensing Requirements to complete the installation. We recommend that you start the
service after your license is installed.

1. Start the Transact service by running the following command:
service ephesoft start

You can track the service start-up process by opening the catalina.out file in the /opt/
Ephesoft/JavaAppServer/logs/ folder and running the following command:

tail -f catalina.out

[root@ip-10-8-0-243 Ephesoft]# cd JavaAppServer/logs/ (s
[root@ip-10-0-8-243 logsl# ls -lrt
total 4

=rwWKr=xr=x. 1 ec2-user ec2Tu5g;_jﬂ_ﬂa;_gﬁ_ﬁﬁ;ﬁ;_;;&g:;11xt
[root@ip-10-0-0-243 logsl#|sudo service ephesoft start
Starting Ephesoft service.
[root@ip-10-0-0-243 logsl# 1s -1rt

total 2@

=rwxr=xr=x. 1 ec2-user ec2-user 38 Mar 25 @6:57 README.txt

-MW—r————— . 1 ec2-user ec2-user @ Mar 25 @8:35 localhost. log

= W= . 1 ec2-user ec2-user 7701 Mar 25 @B:35 catalina.out

—rW—r————— « 1 ec2-user ec2-user 7379 Mar 25 98:35 catalina.log

[root@ip-18-8-8-243 logsl# tail -f catalina.out

2019-93-25 ©8:35:19,401 [main] INFO org.apache.coyote.httpll.HttpllNioProtocol= Initializin
g ProtocolHandler [“http-nio-8080"]

2019-93-25 88:35:19,420 [main] INFO org.apache.tomcat.util.net.NiocSelectorPool- Using a sha
red selector for servliet write/read

2019-23-25 @B:35:19,426 [main] INFO org.apache.catalina.startup.Catalina- Initialization pr
ocessed in 511 ms

B RRRERERE . RRRREREE. BE. . i BRAREREE L SRERER, | HEBURER, BESLURAR  BRESEEER
L T T - T T T - T T
L N L. . . . . T . T
# JHHREE . BRI AR R B B LR L G HE
OB WBR LGB LB e LB LB
# e .= . HHE A oo #HE L HEERL R A v ciinaan ##.
# L FAREERRELER . L. G BEL LW HFE L ERRRERER . BRERAR.  BERERRR . HEL LW BE

2019-23-25 ©@B:38:34,217 [main] INFO org.apache.catalina.startup.HostConfig- Deployment of w

eb application archive [/opt/Ephesoft/JavafppServer/webapps/ephesoft-cloud-client.war] has f

NEIWULL. OL

2019-@3-25 0B:38:16,585 [main] INFO org.apache.catalina.startup.HostConfig- Deploying web a

pplication archive [/opt/Ephesoft/JavafppServer/webapps/ephesoft-cloud-client.war]
2019-83-25 ©B8:39:36,272 [main] INFO org.apache.catalina.startup.HostConfig- Deployment of w

eb application directory [/opt/Ephesoft/JavaAppServer/webapps/RO0T] has finished in [1@,184]
ms

2019-83-25 @B:39:36,285 [main] INFO org.apache.coyote.ajp.AjpNioProtocol- Starting Protocol
Handler [“ajp-nio-8809"]

2019-93-25 98:39:36,289 [main] INFO org.apache.catalina.startup.Catalina- Server startup in
256862 ms

2. Open a web browser and enter the following Transact URL:
http://<servername>:<portnumber>/dcma/home.html.

The default port number is 8080. Allow time for the background configuration process to
complete. The initial startup may require several minutes.
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i Bi; you receive an error or connection warning, you need to open the firewall ports to
connect to Transact.

3. The Transact home page displays. Select Administrator or Operator to log in.

4. Enter the user name and password. The default username is ephesoft and the default
password is demo.

O the system may require additional time to complete the initial login.

This completes the installation process.
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Chapter 3

Upgrade instructions

This chapter describes how to upgrade to Transact 2023.1.00 in the following environments:

+ Operating system: Red Hat Enterprise Linux (RHEL)
For information about the supported versions, see Ephesoft Transact Technical Specifications.

© Transact 2023.1.001is only supported for these Linux distributions. The yum update
upgrades the system to the latest RHEL version in the same series. Ensure that the latest

version is in the supported Linux distributions list. For more information, see How to Update to

a Previous Version of RHEL.

« Environments: Single or multi-server
+ Installation types : Normal or silent

Upgrade overview

The upgrade to Transact 2023.1.00 follows this general sequence of tasks. Before you proceed, see

Ephesoft Transact Release Notes 2023.1.00.

Installation task

General scope of activity

Upgrade prerequisites

Prepare for the upgrade by gathering the required
resources and verifying that the environment and
databases are supported.

Prepare the server for upgrade

Perform these steps to prepare the server for the
upgrade installer.

Download and run the Transact installer

Run the Transact installer in the command line
interface. For silent upgrade, provide the required
configurations in the config.properties file.

Select Normal upgrade or Silent upgrade

Determine if you are performing a normal or silent
upgrade and follow the steps for your selected
option.

License and launch Transact after upgrade

Perform these steps to complete the upgrade for
Transact 2023.1.00.
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Upgrade prerequisites

Perform these steps for a successful software upgrade and startup:
1. Determine if you need to perform a single-server or multi-server upgrade.

i ] Steps unique to a multi-server environment upgrade are identified where applicable.

2. Verify that the existing installation of Transact is supported for a direct upgrade to Transact
2023.1.00.

+ If the system is currently running Transact version 2022.1.00, your system is supported for a
direct upgrade to Transact 2023.1.00.

After the upgrade, reinstallation is recommended for the Cloud OCR (Advanced HOCR)
plugin.

+ If the system is currently running a release prior to Transact 2022.1.00, you need to upgrade
to version 2022.1.00 before upgrading to Transact 2023.1.00.

i B you are required to perform an intermediate upgrade, then you must successfully
start Transact 2022.1.00 before upgrading to version 2023.1.00 or the upgrade process will
fail.

3. Verify that your database version is supported.
For additional information, see Ephesoft Transact Technical Specifications.

If you are upgrading to Transact 2023.1.00 with an existing version of MariaDB or MySQL
database engine, refer to Install and migrate to MariaDB for Linux before proceeding any
further with the upgrade.

4. Run the following command to verify that the Internet connectivity is available for this
upgrade:

nm-online

© The installation will be interrupted if the Internet connection is unavailable because some
software requires updates or installation from the operating system repository.

5. Verify that you have super-user (root) permissions.
If you are not a super-user, execute the following command to gain super-user permissions.

sudo su root

© 1he installation script must be run with super-user permissions. Otherwise, an error
occurs and the script execution stops.

6. Verify that SharedFolders is accessible on the server undergoing upgrade.
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Prepare the server for upgrade

Perform these steps to prepare the server for an upgrade to Transact 2023.1.00.

1.

Complete all in-flight batches.

All batch instances must be in the Finished state for the upgrade to be successful.
Perform a complete backup of the following:

+ Ephesoft, Report, and Report_Archive databases

+ Batch classes

+ Ephesoft sharedFolders directory

Run all reports and ensure they are complete and in sync.

If the Apache Tomcat memory settings were changed from the default, make a note your
current configuration so it can be restored after the upgrade.

See Configuring Tomcat Memory Settings for additional information.

Run the following command to verify the registry information:
/etc/.java/.systemPrefs/com/Ephesoft/license/core/annotation

Ensure the following paths and settings are properly configured:

a. Check that the path for sharedFolderDir matches the SharedFolders path currently
used by Transact.

b. Check the registry settings to ensure that the DB Names and IP Address in Apache Tomcat

server.xml and registry database entries match. If there are any changes in the
database information, you will need to edit the appropriate settings in the server.xml
and registry database to reflect those changes.

c. Editthe selectedDb entry in the registry to reflect the correct database type.

d. Edit the number in the value data field in the registry settings to match the database.
+ Select 1 for MariaDB Server(MySQL compatible).
+ Select 2 for Oracle Database Server.

O ifthe upgrade to Transact 2023.1.00 requires a database migration or database
version upgrade, these changes must be made prior to starting the upgrade process.
See Ephesoft Transact Technical Specifications for the supported versions and Install and
migrate to MariaDB for Linux for additional instructions.

We recommend testing any software upgrade with an existing application before
moving the upgrade into production if the software that you upgrade is integrated with
any other applications, systems, or workflows.

Stop Transact running as a service by running the following command:
service ephesoft stop

Ensure that the target installation drive has enough space for the installation files. You may
require up to 8 GB of space.
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Download and run the Transact installer

O Transact
Transact, finish processing for all batches.

If any unfinished batches exist after the upgrade, they must be reprocessed from the beginning as
new batches.

1. To obtain the Transact installer:

a. Visit the Customer Support Portal for your download needs. This portal includes download
links for full installers as well as service packs and related information.

b. Registration is required. Contact the Support team for credentials to the Customer
Support Portal.

2. After you save the .zip file, extract the Transact installer:

« unzip Ephesoft Transact <Version Number> Linux.zip

+ Ifthe unzip command is not installed on your Linux system, use the sudo yum install
unzip command.

[ec2-user@ip-10-127-1-36 MNew Build]$ unzip LINUX Ephesoft_Transact_2022.1.01 S9420.z1p
Archive: LINUX_Ephesoft_Transact_2022.1.01_9420.zip
extracting: Ephesoft_2022.1.01.tar.gz
extracting: install
extracting: uninstall
extracting: install-helper
: Response-Files/
extracting: Response-Files/config.properties
extracting: Response-Files/PKI-config.properties
extracting: Response-Files/compatible-os.properties
extracting: Response-Files/version-alias.properties
: Response-Files/upgrade/
extracting: Response-Files/upgrade/replace_new files.properties
: Response-Files/product_captions/
extracting: Response-Files/product_captions/captions.properties
[ec2-user@ip-10-127-1-36 New Build]s

3. Run the following command to make the files executable:
chmod 777 install install-helper uninstall

4. Run the following command to start the installation process:
./install

If the Transact installer stops or fails during any step of the upgrade process, contact the
Support team at tickets@ephesoft.com and provide the following files and details:

* Your distribution and version of Linux.
* var/log/install-ephesoft.log
* /etc/Ephesoft/Ephesoft.conf
Only the root user has access to this folder. If the file does not exist, send only the first file.
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5. When prompted, select one of the following options.
* For a normal upgrade, select n and proceed to Normal upgrade.
+ For asilent upgrade, select y and proceed to Silent upgrade.

Normal upgrade

1. The following screen displays while the installer checks the internet connection. Press y to
confirm that you want to upgrade.

Do you want to install Ephesoft Transact as silent installer? Please enter a valid option(y/n).

= Starting Ephesoft Transact installation
Checking for Internet connection. Please wait...
Ephesoft Transact Application will run as root.
Set up has detected that Ephesoft Transact version 2022.1.01 is already installed on this system. Set up will upgrade previous i
nstallation. Do you want to upgrade it to Ephesoft Transact version 2023.1.00 (y/n)?

2. When prompted to forcefully stop the Transact service if it is running, press y to stop the
Transact service on all nodes.

The upgrade process cannot proceed if the Transact server is running.

O The following steps vary depending on a single or multi-server installation. Carefully read
the steps before proceeding further.

3. The following screen displays:

Extracting the Ephesoft Transact tar file. Please wait...

fopying the Ephesoft Transact folder inside installation directory. Please wait...
Extracting python tar file. Please wait...

po you want to execute the database patch(y/n)? (Required for single server installation)
o

+ For single-server upgrade, press y to run the database patch.

The database patch is mandatory for a single-server upgrade, or if you are upgrading the
first server in a multi-server installation.

+ For a multi-server upgrade, the database patch is only required for the first server in the
node.

Press n for subsequent server upgrades.

O you run the database patch on a second or subsequent server in a multi-server
installation, you may corrupt the existing database.

4. If Tesseract (an OCR engine) was not installed with the previous installation, you are prompted
to install it:

+ Select n to decline installing Tesseract.
Tesseract is optional, and not required for Transact to function properly.
+ Select y to install Tesseract.
5. The installer starts upgrading sources. This may take some time.
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6.

Provide the registration information. This information is used to assist in the generation of
your license for Transact.

O 1he following screen displays after the installer saves critical configurations, license
files, and folders in the back-up directory for future reference. The only exception is the
log4j.xml file that must be updated manually.

Upgrading sources. ..

Sources upgraded successfully.

Setting up licensing details.
details.properties file generated successfully.
Copying service file.

Ephesoft service created successfully.

Note - Back-up of Web.xml, log4j.xml, server.xml, applicationContext-security.xml and applicationContext.xml of earlier installa
tion has been created in Application-backup-2022.1.01 directory. Please update newly installed log4j.xml file from back-up as ne
wly installed file does not contain customized changes.
Thank you for installing Ephesoft Transact version 2023.1.00.
-20 15:13:59
=== Ephesoft Transact upgraded successfully
[root@ip-10-127-1-236 New Buildl# I

Update the 1og47.xml file.

The old 1og47.xml can be found at /opt/Ephesoft/Application-backup-<previous-
version>/log4]j.xml.

Copy the old 10g47j.xml and replace the new 1og47j.xml with the old one at /opt/
Ephesoft/Application/log4j.xml.

The upgrade is complete. Proceed to License and launch Transact after upgrade.

Silent upgrade

1.

Open the config.properties file located in the Response-Files folder. To do so, open a
text editor and run one of the following commands:

* vi config.properties
* vim config.properties

* nano config.properties

© You can also use WinSCP to connect to your Linux server and open the file in any UI text
editor application.

Edit the values for the parameters in config.properties to reflect the required configuration
for the upgrade. If using vi editor, run the i command to enter insert mode and edit the
content.

See the table on configurable properties for explanations of important parameters.

O The upgrade may fail if any of the following settings in the config.properties file are
incorrect.

‘ Configurable Property Description
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input_database patch enable Select one of the following options depending on
your server environment:

a. For asingle-server upgrade, press y to run
the database patch. The database patch is
mandatory for a single-server upgrade, or if
you are upgrading the first server in a multi-
server installation.

a. For a multi-server upgrade, the database
patch is only required for the first server
in the node. Press n for subsequent server
upgrades.

input upgrade application Select y to upgrade Transact from an older version.

3. Save the updated config.properties file to the same name in the Response-Files folder.
If using the vi editor, press the ESC key to exit insert mode and use the :wgq command to save
and close the file.

4. Navigate to the folder with the unzipped Transact installer and start the silent installation
process by running the following command:

./install -silentinstall -product
5. The installer will pick up all required details from the config.properties files.

O when upgrading to the latest version of Transact, critical configurations, license files,
and the Ccerts, 1ib, and META-INF folders are saved in the back-up directory for future
reference.

[root@ip-10-127-1-236 New Build]# 11 /opt/Ephesoft/Application-backup-2022.1.01/
total 240

- FWXF-Xr-X.
-rWXr-Xr-x.
drwxr-xr-x.

root root 14832 Jul : applicationContext-security.xml
root root 4829 Jul g applicationContext.xml
root root 24 Jul 3 Certs

root root 318 Jul 3 dependencies

root root 21 Jul 3 Ja S

root root 16384 Jul 3 11ib

root root 3590 Jul g log4j . xml

root root 121 Jul g logrotate.conf

root root 4096 Jul 3 META-INF

root root 17583 Jul 3 server.xml

root root 2664 Jul 3 setenv.sh

root root 53074 Jul 3 web_sso.xml

root root 52992 Jul :55 web_std.xml

root root 52992 Jul 3 web . xml

-rWXr-Xr-x.
drwxr-xr-x.
drwxr-xr-x.

-IrWXr-Xr-x.
-IrWXr-Xr-x.
drwxr-xr-x.
-rWXr-Xr-x.
-rWXr-Xxr-x.
-rWXr-xr-x.
-IrWXr-Xr-x.
-rWXr-Xr-x.

PR RRERORRWWERNE

6. All configuration files are automatically transferred to the newly upgraded application.
The only exception is the 1og47 . xml file, which needs to be updated manually.

7. The old 1og47.xml can be found at /opt/Ephesoft/Application-backup-<previous-
version>/logd]j.xml.

8. Copythe old 10g47.xml and replace with the new 1og4j.xml at /opt/Ephesoft/
Application/log4j.xml.

The silent upgrade is complete. Proceed to License and launch Transact after upgrade.
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License and launch Transact after upgrade

To complete the upgrade, refer to Licensing Requirements.

© we recommend restarting the service after your license registry is updated.

1.

Compare the post-upgrade properties files against the pre-upgrade properties files.

You must match the configuration settings of the post-upgrade property files to the pre-
upgrade property files.

The upgrade installer creates a backup folder to store the pre-upgrade configuration

settings and components. Use the di ff command to compare and merge the pre-upgrade
configurations into the post-upgrade configurations. Original configuration files are backed

up on the same server. Navigate to the folder where Transact is installed and find the backup
folder of your previously installed version of Transact to get access to your prior configurations,
files, and settings.

Properties, file settings, or components that are unique to each deployment can include the
following:

+ Computer names

+ Database paths

« HTTPS (as applicable)

+ ImageMagick (as applicable)

+ JavaAppServer

+ Keystore location

* Registry

+ Single Sign-On (SSO)

+ User connectivity for Microsoft Active Directory, Apache Tomcat, or LDAP

See Ephesoft Folders with Customer-Specific Data for additional information.
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[root@ip-10-127-1-196 Application-backup-2022.1.00]# diff Jopt/Ephesoft/Application-backup-2022.
1.00/1logd) . xml fopt/Ephesoft/Application/logd]. xml

11c11

= zpattern=2022.1.00 Sd{IS0B601} %-5p %t %c - %min<
/pattern>

= <pattern>2022.1.01 wd{IS0B601} %-5p %t %c - %mn<
/pattern>

25c25

< <pattern>{"“version”:"2022.1.00", "os":" "y "level™:
“Hpt, "timestamp”:"%d{IS08601}", "thread”:"%t", "event"”:%m}un</pattern>

= <pattern>{"version”:"2022.1.01", "os":" "y "lewel™:
“Hp", “timestamp”:“%d{IS08601}", “thread”:"%t”, “event”:%m}=n< pattern>

3939

< <pattern>2022.1.080 %d{IS0B6O1} %-5p %t %c - %min<
fpattern=>

= cpattern>2022.1.01 d{ISOBGO1} %-5p %t % - %min<
fpattern>

52c52

< <pattern>2022.1.080 BA{ISOBGO1} %-5p %t %e - %min<
fpattern>

= <pattern>2022.1.01 Sd{ISOB601} %-5p %t %c - %min<
fpattern>

65e65

< <pattern=2022.1.00 %d{IS0B601} %-5p %t %c - Wmin<
/pattern>

= zpattern=2022.1.01 %d{IS0B601} %-5p %t %c - %mbn<
/pattern>

[root@ip-10-127-1-196 Application-backup-2022.1.007# |

2. Start the Transact service by running the following command:
service ephesoft start

You can track the service start-up process by opening the catalina.out file in the /opt/
Ephesoft/JavaAppServer/logs/ folder and running the following command:

tail -f catalina.out
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[root@ip-10-0-8-243 Ephesoft]# cd JavaAppServe rflugs!h
[root@ip-10-0-8-243 logsl# ls -lrt
total 4

=rwxr=xr=x. 1 ec2-user ecz- README  txt
[root@ip-10-8-0-243 logsl#|sudo service ephesoft start

Starting Ephesoft service.

[root@ip-10-0-0-243 logsl# 1s -1rt

total 2@

=rwxr=xr=x. 1 ecz-user ecz-user 38 Mar 25 06:57 README.txt
-MW—r————— . 1 ec2-user ec2-user @ Mar 25 @8:35 localhost. log
== ————— . 1 ec2-user ec2-user 7701 Mar 25 0B:35 catalina.out
—rW—r————— « 1 ec2-user ec2-user 7379 Mar 25 98:35 catalina.log

[root@ip-18-8-8-243 logsl# tail -f catalina.out

2019-93-25 ©8:35:19,401 [main] INFO org.apache.coyote.httpll.HttpllNioProtocol= Initializin
g ProtocolHandler [“http-nio-80880"]

2019-93-25 88:35:19,420 [main] INFO org.apache.tomcat.util.net.NiocSelectorPool- Using a sha
red selector for servliet write/read

2019-23-25 @B:35:19,426 [main] INFO org.apache.catalina.startup.Catalina- Initialization pr
ocessed in 511 ms

F s s B BRAREREE . SRERER, | HEBBRRR, BUEHURRR  BRBERERR
L T T - T T T - T T
L N L. . . . . T . T
# JHHREE . BRI AR R B B LR L G HE
OB WBR LGB LB e LB LB
# e .= . HHE A oo #HE L HEERL R A v ciinaan ##.
E I s R T D ####m#..######...#######..##..........#ar.

2019-23-25 ©@B:38:34,217 [main] INFO org.apache.catalina.startup.HostConfig- Deployment of w

eb application archive [/opt/Ephesoft/JavafppServer/webapps/ephesoft-cloud-client.war] has f

NEIWULL. OL

2019-93-25 08:38:16,585 [main] INFO org.apache.catalina.startup.HostConfig- Deploying web a
pplication archive [/opt/Ephesoft/JavafppServer/webapps/ephesoft-cloud-client.war]
2019-83-25 08:39:36,272 [main] INFO org.apache.catalina.startup.HostConfig- Deployment of w
eb application directory [/opt/Ephesoft/JavaAppServer/webapps/RO0T] has finished in [1@,184]
ms

2019-83-25 @B:39:36,285 [main] INFO org.apache.coyote.ajp.AjpNioProtocol- Starting Protocol
Handler [“ajp-nio-8009"]

2019-93-25 08:39:36,289 [main] INFO org.apache.catalina.startup.Catalina- Server startup in
256862 ms

Open a web browser and enter the following Transact URL: .
http://<servername>:<portnumber>/dcma/home.html

The default port number is 8080. Allow time for the background configuration processes to
complete. The initial startup may require several minutes.

i B you receive an error or a connection warning, you need to open the firewall ports to
connect to Transact.

When the Transact home page appears, select Administrator or Operator to log in.

Enter the user name and password. The default user name is ephesoft, and the default
password is demo.

O the system may require additional time to complete the initial login.
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Chapter 4

Licensing

The licensing model for Transact is based on either a core or consumption-based sales model.
Additional Transact features can be purchased as add-ons to a core-based license, or are available
for consumption-based licenses depending on the bundle you have purchased.

The following table provides additional details on add-ons and their availability for each license

type.
Feature Core sales model Consumption sales model
Standard Professional Enterprise

Advanced Reporting | $ v v v

Cloud v* v v v
HyperExtender

Plugin

Web Services APIs | $ v v

ID Extraction Plugin |$ $ $ $

The * symbol denotes 1,000 images free when you self-register.

The $ symbol denotes a premium add-on.

i B you purchase the Professional or Enterprise bundle, please self-register for Cloud

HyperExtender and submit a license request to expand the 1,000 images to the amount that was
purchased.

To obtain additional licenses for these features, log in to the Customer Support Portal and go to
Licenses.

Licensing prerequisites
The following list outlines prerequisites required to obtain the Transact license.
+ Aninstalled instance of Transact: If you have not yet completed this step, see Installation

instructions for your version of Transact.

+ Transact license server: The number of cores in the Transact environment is used to configure the
license. See How to Set Up an Ephesoft License Server for more information.

« For multi-server environments, a server failover mechanism is required. For more information
about the configuration, see License Server Failover Mechanism.
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Obtain a Transact license

To obtain a license for your version of Transact whether it is a core or consumption-based license,
you need to determine your server core count. See License details for instructions to access this
information.

Retrieve the details.properties file

To complete your license request, you need to submit your details.properties file to Transact
from the Customer Support Portal. To prepare the details.properties file, follow these steps:

1. Retrieve a copy of the details.properties file from the Transact installation folder.

This folder is located in the following path: /opt/Ephesoft/Dependencies/licensing
LINUX

2. Ensure each MAC address for your system is included in the file.

© 1t the Device Address is missing or incorrect, it must be manually populated. See License
details for instructions on locating the MAC address for your system.

3. Navigate to the Customer Support Portal and log in. In the Licenses request form, complete
the required fields and upload the details.properties file to submit a license request.

Install the Transact license

To install the license file for either a new installation or an upgraded version of Transact, execute the

following steps:

O These steps must be performed from a Linux root user account.

1. The Transact licensing team sends you a file named ephesoft.1lic. Place this file in the /opt/

Ephesoft/Dependencies/license-util/ephesoft-license-installer folder.
2. Run the following command in the folder mentioned above:
./install-license.sh

3. Runthe ./install-license.sh command a second time to ensure the license is installed
correctly.

To access your license information once installed, see License details.
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License details

Verify server core count

To determine the number of server cores that require licensing, identify your operating system and
follow the steps below:
There are two methods to obtain the number of cores in your Linux server.
+ Option 1: Enter 1scpu at the command prompt of the Linux terminal.
The Core(s) per socket value indicates the number of cores in this deployment.
+ Option 2: Enter nproc in the terminal. This command returns the number of cores as an output.

Obtain MAC Address

When retrieving the details.properties file, the MAC address(s) should resemble the format
illustrated on the right side of the following figure:

INCORRECT CORRECT

Device Addressstssssosrorss R R

If the Device Address is missing or appears incorrect, the file must be manually populated. To
obtain the MAC address(es) for your system, follow these instructions:

1. Type ifconfig -a.
From the displayed information, find etho: this is the default first Ethernet adapter.
Locate the number next to Hwaddr. This is the MAC address.

Paste the MAC address(es) into the details.properties file.

i d W BN

Save the changes in the properties file.

View license details in Transact

For both informational and troubleshooting purposes, perform the following steps to access the
License Details screen in Transact.

O the following example uses an Transact 2019.2 release version with a 4.5.0.0 license file
installed. Your version may appear differently, depending on your version of Transact.

1. Log in to Transact with Super Administrator privileges. Expand the navigation pane on the left
and click System Configuration.

2. Click License Details to view the contents and settings of the current license.
The following table describes how each of the licensing items is used within the product.
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Field or Switch

Description

Account Name

The name of the company on the license.

Server Type

Production or nonproduction.

Sales Model

Core or consumption-based license. For more
information on consumption-based licenses, refer
to the License Consumption Report in the System
Configuration document

Application Version

Displays the Transact version that is installed
on the environment. This field might contain a
software version that is more recent than the
original software version when the license was
purchased.

License Version

Displays the version of the license generator
schema. License version schemas are compatible
with multiple versions of Transact, and may not
exactly match your version of Transact.

License ID

The unique identifier assigned to each Transact
license.

License Expiry Date

Displays the date on which this Transact license
expires.

License Expiration Display Message

Displays the number of days before license
expiration. This is when the system will begin to
prompt users about upcoming license expiration.

Reporting License Type

Identifies the type of reporting functions that are
supported in this license. The three options for this
field are as follows:

+ Standard: only Dashboard and Throughput
reports are displayed in the user interface.

+ Advanced: this setting includes Throughput
reports and Correction reports.

+ Advanced with Custom Reporting: this setting
includes everything from Advanced, with the
additional ability to create a completely different
user interface, using the Logi library. Thisis a
development license.

Web Service License Type

Identifies the use of Web Services by (1) Image
Count or (2) service hits per day.

Web Service Hits Per Day

If the above field is set to "Web Service hits per
day", the number of daily Transact Web Service
requests displays here.

Additional OCR Language Pack

Lists the language packs that are supported by
OCR engines in this installation.
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Field or Switch

Description

Image Count

Displays the image count for this license, which
may be one of the following:

* Annual total

+ Subscription total for the life of the subscription,
if different than an annual total

* Unlimited

Overage Image Count

The number of images that a user can process
after they've exceeded the image count specified
in their contract.

Remaining Number of Images

Specifies the remaining number of images that can
be processed before Transact stops if the license is
image count based.

Handwriting Recognition+ Switch

Currently not in use.

Handwriting Recognition+ Expiry Date

Currently not in use.

Handwriting Recognition+ Image Count

Currently not in use.

Images

Handwriting Recognition+ Remaining Number of

Currently not in use.

Identification Extraction Switch

Indicates the status of the Identification Extraction
plugin as either ON or OFF.

Identification Extraction Expiry Date

Displays the date when this Identification
Extraction license expires.

Identification Extraction Image Count

Displays the image count for the Identification
Extraction license, which may be one of the
following:

* Annual total

+ Subscription total for the life of the subscription,
if different than an annual total

* Unlimited

Images

Identification Extraction Remaining Number of

Specifies the remaining number of images that
can be processed with the Identification Extraction
plugin if the license is image count-based.

Remaining Hits Per Day

Specifies the number of remaining Web Service
hits allowed in the day if the license is Web Service
by hits per day.

Web Service Switch

Indicates whether web service API calls are
enabled for service.

+ This value is set to ON if this installation
supports using API service calls.

* This value is set to OFF if this installation does
not use API service calls.

Verify Platinum Switch

Indicates whether this installation includes
multi-server connectivity ( YES) or single-server
deployment ( NO).
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Field or Switch

Description

High Performance Switch

Any installation of 8 cores or more allows this
switch to be enabled ( ON).

Enabling high performance allocates half of the
available cores for OCR functions:

« 8-Core Transact license: 4 OCR Cores
+ 16-Core Transact license: 8 OCR Cores
+ 32-Core Transact license: 16 OCR Cores

MAC Address

Lists the MAC address(es) associated with this
installation. If there are multiple cores, each MAC
address is separated by the pipe ( | ) symbol.

Number of Cores

Cites the number of cores for this licensed
installation.

Operating System

Identifies the operating system for this installation
and license.
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Additional resources

This section includes additional resources articles to assist with the installation and upgrade process

for Ephesoft Transact.

Transact Linux uninstallation procedure

Prerequisites

+ Ephesoft Transact is installed on the system.

+ In a multi-server installation scenario, unmount SharedFolders before proceeding with
uninstallation.

Uninstallation steps

Follow the step-by-step uninstallation of Ephesoft Transact on the Linux operating system through
command line installer:
1. Run the uninstallation script using the command . /uninstall. The script must be run by a
super admin.
2. The uninstallation script identifies whether the Ephesoft server is running or not. You have
an option to forcefully stop the server. It is always recommended to stop the server before
proceeding with the uninstallation.
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[root@ip-10-127-1-38 2023.1.00]# ./uninstall
2023-08-02 12:34:40

CRAREREEF @ee REEE
CRAREREE# @eEe celelc]
CEREEFFFF+ @ee @eE. #
@@a@, @Ee @ee '@
@@a, .B@ EEE” @ee eee jeee” +@eH @RE+ QERER;AEEEE

CRACEARE. . CRRRARR' (CEACEARRE ERRERE+
CRACEEEE. . @@+ CGEE CEE; (G #E@ GR ER ' GER REE@ @ee @@

@E@';::;”.G@ .G@.BER @E.GRF @@;EEP; #B@R .GE.GER @@
@@a@, JE@ GR'GEE G, CCCRCEEEE:CEER;EER 0 ER'EER @@
cech .e@ @@E:EEe ee.eee #EEEEER @@.eee @@
e@@+" ! (@@ QGEE @RR  @@,#ee : @R ERE GER BRR @R

CRACEREEEA. CERCEEE# ERE @R, CECRCERE:EECERR #ECEERE; @R eEEEE@
CRRRREERRA. BR.ARR; BER @R, #EERR. ¥#EREE ,EERRT @R ~eeeR

.e@

- @@

-@@ CPREEE (REEEE (EEREE EEEEEE @@ @EREEE @EEeE@
@@ @ @ @ @ @ @@ @ @ @ @
-@@ eeReee @ @ QeERER eeeEe@ @ @ @ @ @
- @@ @ @ @ @ @ @ @ @ @ @
-@@ CPREEE (REEEEE (REEEEE ECEEEEE @ ERCEER @ CEEERE EEEREE

========== Uninstalling Ephesoft application ==========
Ephesoft server is already running. Do you want to forcefully stop the server? Please enter a valid option(y/n)

Selecting y option forcefully stops the Ephesoft server. After that, it uninstalls the Ephesoft
Transact application from the system completely.

Then the script uninstalls the SharedFolders. You have an option y or n for uninstalling
SharedFolders.

Once Ephesoft SharedFolders is uninstalled successfully, the uninstallation script starts
uninstalling the dependent software installed at the time of installation. First, you are
prompted to uninstall Imagemagick. Select y to uninstall the Imagemagick from the system as
shown in the following screen shot:

CRARREEE @ea ‘eee
CRARREEE @ea @EER
QREARF###+ @ea @@a. #
@aa, @ea @Ra '@
@aa, -G GeR” @e@ eee ;@ERT  +EE# @R QEEEEE;EEREER

CRECEEEE. . CREERER' EECEECER GREREE+ AEREER '(REECE EREECEEERER
GREREEER. .E@+ EEE CEE: (R #BR :ER GR ' @ER EEE EER @@

@@R';::; .GR  .GR.GEQ @Q@.GER @E;EeR; #ER .@e.eer @@
@aa, SE@ ER'EER QQ.CRECCRREE:EEEE;EeR | @E'ARR @@
@aa, -@@ @E:@EEE @e,eee #EEEEEE @@.EEE @@
@@E+'''''.@@: @RE@ fRR @@.#ee : @R ERE @Ee eer @

CRAREEEER. CERARERR @RR @R, AECCCCR:EEEEER #QEREEEE; EER @EEEEE
CERRRERER. AR.ERE; @ER @@, #EEEER. #EERe  ,E@EEE” Ger ~eeee

-@@

-@@

-@@ CEEEEE (EERARRR EEEEER EEEEEE @@ @RRRRE EEEEEE
-@@ @ @ @ @ @ @@ @ @ @ @
-@@ @EEEee @ @ (REEEE (@REEEE @ @ @ @ @
-@@ @ @ @ @ @ @ @ @ @ @
-@@ CEEEEE EEEREE EECCER EEEEER @ CEEEEE @ PREEEE EEEEEE

========== Uninstalling Ephesoft application ==========
Ephesoft server is already running. Do you want to forcefully stop the server? Please enter a valid option(y/n).

¥

Removing Ephesoft application. Please wait.

Ephesoft application uninstalled

Do you want to uninstall SharedFolders? Please enter a valid option(y/n).

¥

Removing Ephesoft SharedFolders. Please wait.

SharedFolders uninstalled

Do you want to uninstall Imagemagick? Please enter a valid option{y/n).

¥
Uninstalling Imagemagick. Please wait...
ImageMagick uninstalled
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6.

7.

o.
10.
1.

Uninstallation script asks for the uninstallation of LibreOffice from the system as shown in the
following screen shot:

========== Uninstalling Ephesoft application ==========
Ephesoft server is already running. Do you want to forcefully stop the server? Please enter a valid optien(y/n).

¥

Removing Ephesoft application. Please wait.

Ephesoft application uninstalled

Do you want to uninstall SharedFolders? Please enter a valid option{y/n).

¥

Remowing Ephesoft SharedFolders. Please wait.

SharedFolders uninstalled

Do you want to uninstall Imagemagick? Please enter a valid option{y/n).

¥

Uninstalling Imagemagick. Please wait.

ImageMagick uninstalled

Do you want to uninstall Graphlcsmaglck7 Please enter a valid option{y/n).

¥

Uninstalling Graphicsmagick. Please wait.

GraphicsMagick uninstalled

Do you want to uninstall Libreoffice? Please enter a valid option{y/n).

¥
Uninstalling Libre0office. Please wait...
Libreoffice uninstalled

Selecting y option removes the LibreOffice from the system. Uninstallation script then asks for
the uninstallation of Tesseract from the system as shown in the following screen shot:

£ root@redhat/home/turbo = B8 2
bn you want to uninstall SharedFolders? Please enter a valid option(y/n). la]
K

Removing Ephesogft SharedFolders. Please wait...

SharedFolders uninstalled succesafully.

Do you want to uninstall Imagemagick? Please enter a wvalid oprtion(y/n).
v

Uninstalling Imagemagick. Please wait...

ImageMagick uninstalled successfully.

Do you want to uninstall Ghoscscript? Please enter a valid aptien(y/n).
v

Uninstalling Ghostscript. Please wait...

Ghostescript uninstalled successfully.

Do you want to uninscall MariaDB? Please encer a valid aption(y/n).

Y

Uninstalling MariaDB. Please wait..

MariaDB uninstalled successfully.

Disabling firewall port 3306 for database portc.

Do yvou want to uninscall LibreQffice? Flease enter a valid option(yv/n).
Y

Uninstalling LibreQffice. Please wait...

LibreQffice uninstalled successfully.

Do you want to uninstall Tesssract? Please enter a valid option(y/n).

il

5

While uninstalling Tesseract, Leptonica is also uninstalled. Once Tesseract is uninstalled
successfully, the script then uninstalls Leptonica. Uninstallation script then asks for the
uninstallation of OmniPage from the system.

While uninstalling OmniPage, first POCO is uninstalled.
Once POCO is uninstalled successfully, the script then uninstalls OmniPage from the system.
Ephesoft Transact is successfully uninstalled from the machine.
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Form Authentication and HTTPS support

The Ephesoft Transact installer supports Form Authentication both for HTTP and HTTPS protocols.
The application can be set up to authenticate users on the basis of data provided during the
installation itself. If you are installing Ephesoft Transact on a secure server, you can also specify SSL
Certificate details. All provided data will be saved/updated/mapped automatically in the following
files:

* server.xml (KEphesoft Installation Directory>JavalAppServerconft)
* web.xml (KEphesoft Installation Directory>JavaBAppServerconf)

* dcma-user.connectivity.properties (<KEphesoft Installation
Directory>ApplicationWEB-INFclassesMETA-INFdcma-user-connectivity)

* dcma-batch.properties (<Ephesoft Installation Directory>ApplicationWEB-
INFclassesMETA-INFdcma-batch)

* config.properties (included in the Ephesoft Transact installation package)

If you are installing Ephesoft Transact with HTTPS protocol, the keystore file with SSL certificate
details is copied to the Certs folder of Ephesoft Installation Directory.

Linux installer:
1. Form Authentication with HTTP
2. Form Authentication with HTTPS

3. Form Authentication for silent installation

For Form Authentication for the Windows installer, see Ephesoft Transact Installation Guide for
Windows.

Use Form Authentication with HTTP
1. Start the installation process by executing the installer. When offered to install the system
using silent installer, select n.
2. Follow the installation process until you reach the Authentication Configuration section.
3. Enter 1 to select the Standard Form Authentication mode.

« When Form Authentication is selected, the users are required to provide a username and
password to log on to the application. This Authentication Mode is used by default.

+ PKI Authentication (Public Key Identification) option is provided if you want to use PIV
cards and related certificates.

4. Select the Application Protocol you want to use. Available options:
« HTTP
« HTTPS

a. Select the first option.
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==== Authenticatior figuration ==
sase select Aut tication Mode you w
Form Autl ic
PKI Ruthentication

P
1.
1

sl

'lease select Application Pro 1 you want to us
HTTP
HTTPS

Ry

5. Specify the port on which you will be using your application.

col you want to u

nter the port number on which vou want to run the

6. Fill the User Connectivity Settings section. In this case, we select 2 for MS Active Directory.

© connection details must be provided only for LDAP or MS Active Directory. Tomcat does
not require connection configuration.

Filter:
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Configurable property

Description

User Connection Type

The type of connection you want to use for the application.
« 1 for LDAP

+ 2 for MS Active Directory

+ 3 for Tomcat

Configurable properties common for both LDAP & MS Active Directory

Configurable property

Description

Connectivity URL

Avalid URL to connect to LDAP/Active Directory server. The
connection URL should be in the following format:

ldap://<server address>:<port number>

Connection Name

Avalid username to connect and access LDAP/Active Directory
server (the username of the user responsible for interacting with the
server).

Connection Password

A valid password to connect and access LDAP/Active Directory
server (the password of the user responsible for interacting with the
server).

User Base

The relative path under which all the users' information will be
located. This attribute defines where to look for a user.

User Search

A search string for searching users.

User Subtree

This attribute defines the search scope. Set to true to search the
entire subtree rooted at the User base entry. Set to false to request
a single-level search including only the top level.

Role Base The relative path under which all the roles information will be
located. This attribute defines where to look for a role corresponding
to a user.

Role Name Role name defines which attribute is used for a role.

Role Search A search string for searching roles.

Role Subtree

This attribute defines the search scope. Set to true to search the
entire subtree rooted at the Role base entry. Set to false to request
a single-level search including only the top level.

Properties specific to MS Active Directory configuration

Configurable property

Description

MS AD Group Search Filter

This attribute helps to filter search results and can have the
following operators: |(OR), & AND) and {(NOT).

Example:
((!(cn=a*)) (| (cn=ephesoft*) (& (cn=b*)))
This parameter is optional and can be left empty.
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7. Confirm that provided details are correct by entering n. If you want to update the details, press
y and change the information as needed.

Once the connectivity information is confirmed, realm settings are updated automatically and
authentication configuration is successfully completed.

8. Proceed with the installation process.

Use Form Authentication with HTTPS

1. Start the installation process by executing the installer. When offered to install the system
using silent installer, select n.

2. Follow the installation process until you reach the Authentication Configuration section.
3. Enter 1 to select the Standard Form Authentication mode.

+ When Form Authentication is selected, the users are required to provide a username and
password to log on to the application. This Authentication Mode is used by default.

+ PKI Authentication (Public Key Identification) option is provided if you want to use PIV
cards and related certificates.

4. Select the Application Protocol you want to use. Available options:
« HTTP
« HTTPS

a. Select the second option.

Please select Application Protocol you want to use ?
i. HFTE
2. HTTPS

2

5. Provide details for SSL certificate.
a. Specify the location of the keystore file.

b. Provide and confirm the password for the keystore file.

6. Confirm that provided details are correct by entering n. If you want to update the details, press
y and change the information as needed.

7. Specify the port on which you will be using your application.
8. Fill the User Connectivity Settings section. In this case, we select 2 for MS Active Directory.

© Connection details must be provided only for LDAP or MS Active Directory. Tomcat does
not require connection configuration.
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rch

Connection configuration

to uss

Filter:

Configurable property

Description

User Connection Type

The type of connection you want to use for the application.
« 1 for LDAP

+ 2 for MS Active Directory

+ 3 for Tomcat

Configurable properties common for both LDAP & MS Active Directory

Configurable property

Description

Connectivity URL

A valid URL to connect to LDAP/Active Directory server. The
connection URL should be in the following format:

ldap://<server_ address>:<port_number>.

Connection Name

A valid username to connect and access LDAP/Active Directory
server (the username of the user responsible for interacting with the
server).
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Configurable property Description

Connection Password A valid password to connect and access LDAP/Active Directory
server (the password of the user responsible for interacting with the
server).

User Base The relative path under which all the users' information will be
located. This attribute defines where to look for a user.

User Search A search string for searching users.

User Subtree This attribute defines the search scope. Set to true to search the

entire subtree rooted at the User base entry. Set to false to request
a single-level search including only the top level.

Role Base The relative path under which all the roles information will be
located. This attribute defines where to look for a role corresponding
to a user.

Role Name Role name defines which attribute is used for a role.

Role Search A search string for searching roles.

Role Subtree This attribute defines the search scope. Set to true to search the

entire subtree rooted at the Role base entry. Set to false to request
a single-level search including only the top level.

Properties specific to MS Active Directory configuration

Configurable property Description

MS AD Group Search Filter This attribute helps to filter search results and can have the
following operators: |(OR), & AND) and [(NOT). Example:
((!(cn=a*)) (| (cn=ephesoft*) (&(cn=b*)))

This parameter is optional and can be left empty.

9. Confirm that provided details are correct by entering n. If you want to update the details, press
y and change the information as needed.

Once the connectivity information is confirmed, realm settings are updated automatically and
authentication configuration is successfully completed.

10. Proceed with the installation process.

Configure Form Authentication for silent installation

1. Open the config.properties file shipped along with the installer.
2. Configure the below mentioned parameters.
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[=] config.properties E1
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#This takes the input of whether to use FORM(default) authentication mode or PKI
authentication mode. For FOEM authentication mode, this wvalue should be 1 and for PKI
authentication mode this walue should be 2.

|input authentication mode=1 |

#For FORM authentication mode

#This takes the input whether to use HTTP or HTTPS communhication protocol for FORM
authentication mode. For HTTP this wvalue should be 1 and for HTTPS this walue should be
2

Iinput_application_communication_protocol:1I

#For HTTPS FORM authentication mode

input form https keystore cert path=/opt/certs/cert.keystore
input form https keystore cert password=changeit

[=] config.properties E1
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120
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#This takes input whether to use LDAP user connectivity, Active Directory or
tomcat. For LDAP, this walue should be 1, for Active Directory this walue
should be 2 and for Tomcat this wvalue should be 3. In case of PEI
authentication mode, tomcat option is invalid.
Iinput_connectivity_user_connection=lI

#Common for LDAP and AD.

input realm connection url=ldap://localhost:389
input realm connection name=cn=Manager,dc=ephesoft, dc=com
input realm user password=secret

input realm user base=ou=people,dc=ephesoft,dc=com
input_realm_user_search:cn={U}

input realm user sub tree=true

input realm role base=ou=groups,dc=ephesoft,dc=com
input_realm role name=cn
input_realm role search=unigueMember={0}

input realm role sub tree=true

i ] Connectivity details must be provided only for LDAP or MS Active Directory. Tomcat does
not require connection configuration.

Configurable property Description

input_authentication mode The type of authentication mode you want to use.

« 1 for Form Authentication
« 2 for PKI Authentication

input application communicatio The communication protocol, which will be used for Form
n_protocol Authentication.
+ 1for HTTP

« 2for HTTPS

input form https keystore cer The path to the keystore certificate with SSL information.
t_path Required only if HTTPS is selected.
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Configurable property

Description

input form https keystore cer
t password

The password for the keystore certificate with SSL
information.

Required only if HTTPS is selected.

input connectivity user connec
tion

The type of connection you want to use for the application.
+ 1 for LDAP

+ 2 for MS Active Directory

+ 3 for Tomcat

input realm connection url

Avalid URL to connect to LDAP /Active Directory server. The
connection URL should be in the following format:

ldap://<server address>:<port number>

input realm connection name

A valid username to connect and access LDAP/Active
Directory server (the username of the user responsible for
interacting with the server).

input realm user password

Avalid password to connect and access LDAP/Active
Directory server (the password of the user responsible for
interacting with the server).

input realm user base

The relative path under which all the users' information will
be located. This attribute defines where to look for a user.

input realm user search

A search string for searching users.

input realm user sub tree

This attribute defines the search scope. Set to true to
search the entire subtree rooted at the User base entry. Set
to false to request a single-level search including only the
top level.

input realm role base

The relative path under which all the roles information will
be located. This attribute defines where to look for a role
corresponding to a user.

input realm role name

Role name defines which attribute is used for a role.

input realm role search

A search string for searching roles.

input realm role sub tree

This attribute defines the search scope. Set to true to
search the entire subtree rooted at the User base entry. Set
to false to request a single-level search including only the
top level.

3. Save the changes.

Install and migrate to MariaDB for Linux

Introduction

This section provides information on important changes related to MariaDB and MySQL on Linux.
+ The Ephesoft Transact installer does not install any database management systems (DBMS).
+ Ephesoft Transact does not support MySQL databases.
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For more information on supported database versions, see Ephesoft Transact Technical Specifications.

Install Ephesoft Transact
Follow these instructions if you are installing Ephesoft Transact for the first time.

To perform the steps listed in this document, you will need super-user (root) permissions. If you are
not a super-user, execute the following command to login as the root user:

sudo su root

Check for MariaDB
1. Check your system for an existing instance of MariaDB before installing Ephesoft Transact, as
some Linux operating systems include MariaDB.
+ If you do not have an existing instance of MariaDB, proceed to Install MariaDB.

+ If you have an existing instance of MariaDB that is supported for Ephesoft Transact
2023.1.00, you can return to the Linux install guide for your version.

+ If you have an existing instance of MariaDB that is not supported for Ephesoft Transact
2023.1.00, you will need to uninstall your instance of MariaDB and install a supported
version.

© This removes all data from your database. It is recommended to take a backup of your
database by running the following command:

mysgldump --all-databases --single-transaction --quick --lock-
tables=false > full-backup.sql -uroot -p<password>

2. Refer to your operating system below and run the listed command.
Ubuntu:
sudo apt-get remove MariaDB-server
CentOS or RHEL:
sudo yum remove MariaDB-server
3. Proceed to Install MariaDB.

Upgrade Ephesoft Transact

Follow these instructions if you are upgrading Ephesoft Transact. This section provides instructions
on how to upgrade or migrate your database in the following cases:

+ Existing MariaDB
+ Existing MySQL

Existing MariaDB

If you have an existing instance of MariaDB, ensure that your instance of MariaDB is a supported
version before upgrading Ephesoft Transact. For more information, see Ephesoft Transact Technical
Specifications.
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« If your instance of MariaDB is supported for upgrade to Ephesoft Transact 2023.1.00, you can
return to the Linux upgrade guide for your version.

+ If your instance of MariaDB is not supported for upgrade to Ephesoft Transact 2023.1.00, proceed
to Upgrade MariaDB.

Existing MySQL

Follow these steps if you currently use MySQL with Ephesoft Transact.
1. Back up the ephesoft, report, and report_archive databases from the pre-existing MySQL
database.
a. Run the following command in the MariaDB installation bin folder, located in <Transact
Installation Folder>/Dependencies/mariadb/bin/.

mysgldump -u<root username> -p<root user password> -h<server hostname>
-P<database port number> <Database name> --single-transaction --
routines --quick --lock-tables=false > <Folder location>.sql

© Textlisted in angled brackets are placeholders. Replace the placeholders with the
relevant information. For <Folder location> include the full folder path where the
backup file will be created.

b. Run the mysqldump command for the ephesoft, report, and report_archive databases.
Below are sample commands for each:

mysgldump -uroot -p ephesoft --single-transaction --routines --quick
--locktables=false > /opt/database backup/ephesoft.sqgl

mysgldump -uroot -p report --single-transaction --routines --quick --
lock-tables=false > /opt/database backup/report.sql

mysgldump -uroot -p report --single-transaction --routines --quick-
lock-tables=false > /opt/database backup/report archive.sqgl

2. Stop and disable the service for the MySQL database to prevent it from running.

3. Install a supported version of MariaDB. You can install MariaDB on the same server where
Ephesoft Transact will be installed or choose a dedicated database server. Continue to Install
MariaDB to proceed.

Install MariaDB

This topic provides information on how to install MariaDB on different Linux distributions: Ubuntu,
CentOS, and Red Hat Enterprise Linux (RHEL). For more information on supported operating
systems, see Ephesoft Transact Technical Specifications.

Follow the instructions for your specific Linux distribution, and proceed with the configuration.

RHEL or CentOS

1. Run the following command to add a MariaDB yum repository to your server:
vi /etc/yum.repos.d/MariaDB.repo
2. Enter the following text in the MariaDB.repo file:
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O centosis not supported for Ephesoft Transact 2020.1 or above.
On RHEL 7:

[MariaDB]

name = MariaDB

baseurl = http://yum.mariadb.org/<MariaDB version>/rhel7-amd64
gpgkey=http://yum.mariadb.org/RPM-GPG-KEY-MariaDB

gpgcheck=1

On CentOS 7:

[MariaDB]
name = MariaDB
baseurl = http://yum.mariadb.org/<MariaDB version>/centos7-amd64
gpgkey=http://yum.mariadb.org/RPM-GPG-KEY-MariaDB
gpgcheck=1

3. Run the following command to manually create the cache so that future yum queries will be
quicker:

yum makecache fast

I[ruut@Lucalhust ~]# yum makecache fast
Loaded plugins: langpacks, product-id, search-disabled-repos, subscription-

! manager

MariaDB | 2.9 kB Bo:0@
rhel-7-server-rpms | 3.5 kB 60:00
MariaDB/primary db | 53 kB ©66:08

Metadata Cache Created

Make cache fast

4. Once the MariaDB YUM repository has been added, you can install MariaDB with the following
command:

yum install MariaDB-server MariaDB-client

5. Run the following commands to start the MariaDB service and enable it to start automatically
in the future:
systemctl start mariadb
systemctl enable mariadb
ilrnnTﬂlacalnasr ~]# systemctl start mariadb
ilrnntﬁlaca1has: ~]# systemctl enable mariadb
ICreated 5ym11ﬁk from fetc/systemd/system/mysqgl.service to FJSFFi]hfSyiterdfiyiteﬂfﬁﬂrlﬁﬁb.SEIUIEE.

;Lrnntaﬂ Sym11ﬁk from fEthifitEﬁdfiyitEﬁfﬁfsnlﬂ.SEFUIEE o FJSFFZlhfiyiterdfiyiteﬂfﬁﬂrlﬁﬁb.SEFUIEG.
iErEﬂtEﬂ Sym11ﬁk from fEthEfitEﬁdfﬁ?itEﬁfﬁultl-LSEF.targi:.waﬁfoFar]adD.iEr?!CE to ;usr!lLbxsystemdeystemInarladh.5er?1ce.

Start MariaDB service
6. Secure MariaDB by running the following command:

mysql secure installation
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[root@localhost ~]# mysgl secure installation

NOTE: RUNMING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB

SERVERS IN PRODUCTION USE!

Secure installation

PLEASE READ EACH STEP CAREFULLY!

This prompts you to set the root password, disable remote root login, remove the test
database and anonymous users, and reload privileges.

7. Use the table below to respond to the prompts as they are displayed.

[y/n]

tables now?

changes made so far will take effect immediately.

Prompt Description Response
Set root password? |Setting the root password ensures that nobody can |y
[y/n] log into the MariaDB root user without the proper
authorization.
Important: This password will be used to configure
your MariaDB connection when installing or
upgrading Ephesoft Transact.
Remove anonymous By default, a MariaDB installation has an y
users? [y/n] anonymous user, allowing anyone to log into
MariaDB without needing a user account created
for them. This is intended only for testing, and to
make the installation smoother.
You should remove them before moving into a
production environment.
Disallow root login | Normally, root should only be allowed to connect |y
remotely? [y/n] from 'localhost'. This ensures that someone cannot
guess at the root password from the network.
Remove test By default, MariaDB comes with a database named |y
database and access |'test'that anyone can access. This is also intended
to it? [y/n] only for testing, and should be removed before
moving into a production environment.
Reload privilege Reloading the privilege tables will ensure that all %

a. Run the following command:

mysgl -v

This returns the server version as a response.

8. Verify that a supported version of MariaDB was installed with one of the following:

b. Log in to the MariaDB command shell by running following command and entering the

root password:

mysgl -u root -p
This logs in as the root user and returns the server version as a response.

9. If you are performing a fresh installation of Ephesoft Transact, you have completed the

MariaDB installation. Return to Installation instructions. Otherwise, proceed to Create a new
database to migrate an existing MariaDB environment.
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Ubuntu

© Ubuntu is not supported for Ephesoft Transact 2020.1 or above. You must have the software-
properties-common library installed prior to installing MariaDB on Ubuntu. If the library is not
installed, run the following command:

sudo apt-get install software-properties-common.

1. Run the following command to install GNU Privacy Guard (GPG) to Ubuntu:
sudo apt install gnupg.
2. Run the following command to add the MariaDB GPG key:

sudo apt-key adv --recv-keys --keyserver hkp://
keyserver.ubuntu.com:800xF1656F24C74CD1D8

3. Run the following command to add an APT repository to your server

sudo add-apt-repository ‘deb [arch=amd64,arm64,1386,ppc6del] http://
sfol.mirrors.digitalocean.com/mariadb/repo/<MariaDB version>/ubuntu/
xenial main’

4. Run the following commands to install a supported version of MariaDB:
sudo apt-get update

sudo apt-get install mariadb-server mariadb-client

5. When prompted, create a MariaDB root password. Keep the password in a safe location for
future use.

Create password
6. Re-enter the password and select <Ok> to confirm.
7. Verify that a supported version of MariaDB was installed with one of the following:

a. Run the following command:

select version();
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This returns the server version as a response.

b. Log in to the MariaDB command shell by running following command and entering the
root password:

mysgl -u root -p.

This logs in as the root user and returns the server version as a response.

8. If you are performing a fresh installation of Ephesoft Transact, you have completed the
MariaDB installation. Return to Installation instructions. Otherwise, proceed to Create a new
database to migrate an existing MariaDB environment.

Create a new database

Follow the steps in this section if you are migrating an existing MariaDB or MySQL environment into
your new MariaDB environment.

Once you installed MariaDB, you need to create the following three databases for Ephesoft
Transact: ephesoft, report, and report_archive.

1. Run the following commands on any MariaDB client tool, replacing the <username> with your
username:

CREATE DATABASE IF NOT EXISTS ephesoft ;
CREATE DATABASE IF NOT EXISTS report ;
CREATE DATABASE IF NOT EXISTS report archive ;

GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
FLUSH

ALL
ALL
ALL
ALL
ALL
ALL

PRIVILEGES
PRIVILEGES
PRIVILEGES
PRIVILEGES
PRIVILEGES
PRIVILEGES

PRIVILEGES;

ON
ON
ON
ON
ON
ON

ephesoft.* TO '<username>'@'$';
report.* TO '<username>'@'S$S';

report archive.* TO '<username>'@'S';
ephesoft.* TO '<username>'@'localhost';
report.* TO '<username>'(@'localhost';

report archive.* TO '<username>'@'localhost';

© When the 17 noT EXISTS clause is used, MariaDB returns a warning instead of an error
if the specified database already exists.

2. Update the database details in all three resource tags in the <Ephesoft Transact Installation
Folder>\JavaAppServer\conf\server.xml file. Refer to the image below for an example:

56



Ephesoft Transact Installation Guide for Linux

<Resource namse="jdbe/ephescoft”™ auth="Container"
factory="com.zaxxer hikari. HikaridNDIFactory"
Javax.sgl . DataScurce"”
151ze="100"
onnectionTimeout="300000"
iriyerCla=sNama=r"pgrg mariadb Sdbe Drivar'
[‘ dbcUrl="9dbc:mysqgl://<host name>:<port number>/<Database na.':l.e:-"l
TNT &G ol M) AR CIE T 3T
iat user="<usernameax»"
password="«<password»"
.-',:.,_'.u.-'.','="!ilil:t T

Update resource tags

3. You have successfully installed MariaDB. Continue to Restore MySQL backup if you previously
performed a backup of your MySQL database. Otherwise, return to the Linux guide for your
version of Ephesoft Transact to complete your installation or upgrade.

Restore MySQL backup

Perform these steps if you are migrating your database from MySQL. This section outlines how to
restore your ephesoft, report, and report_archive databases that you backed up in the section titled
Existing MySQL.

© Eensure that the original MySQL database is stopped and disabled, and the new MariaDB
database is running.

1. Use the following command to restore each database, replacing the placeholders in the angled
brackets (< >) with the relevant details:

mysgl —-u<root username> -p<root user password> -P<database server port>
<Database name> < <Folder location>\database backup.sql

Below is a sample to restore each database:
mysgl -uroot -ppassword -P3306 ephesoft < ephesoft.sgll\database backup.sql
mysgl -uroot -ppassword -P3306 report < report.sqgl\database backup.sqgl

mysql -uroot -ppassword -P3306 report archive < report archive.sqgl
\database backup.sql

2. You have successfully restored the ephesoft, report, and report_archive databases in
MariaDB. Return to the Linux guide for your version of Ephesoft Transact to complete your
upgrade.

Upgrade MariaDB

This section provides instructions on how to upgrade your current MariaDB instance to a supported
version. For more information on supported database versions, see Ephesoft Transact Technical
Specifications.

1. Download a supported version of MariaDB from the MariaDB Foundation.

2. Run the following commands to stop the ephesoft and mysql services:

service ephesoft stop

57



Ephesoft Transact Installation Guide for Linux

10.

11.

12.

13.

14.

15.

service mysgl stop

Rename the existing MariaDB folder:

mv /opt/mariadb /opt/mariadb-backup
Move the .tar file to the /opt folder:

mv mariadb-xx.x.xx-linux-x86 64.tar.gz /opt/
© ...« xxisadded asa placeholder. Replace with your current version of MariaDB.

Extract the .tar file:

tar -xvzf mariadb-xx.x.xx-linux-x86 64.tar.gz
© ...« xxisadded asa placeholder. Replace with your current version of MariaDB.

Rename the mariadb-xx.x.xx-linux-x86_64 folder to mariadb.

mv mariadb-xx.x.xx-1linux-86_ 64 mariadb
© ...« xxisadded asa placeholder. Replace with your current version of MariaDB.

Rename the my.cnf file to my.cnf.backup.
mv /etc/my.cnf /etc/my.cnf.backup
Remove the mysql service:

rm -rf /etc/init.d/mysqgld

Open the mariadb folder:

cd /opt/mariadb

Run the mysql_install_db script:

./scripts/mysql install db --basedir=/opt/mariadb --datadir=/opt/mariadb/
data

Restore the my.cnf file:

cp /opt/mariadb-backup/support-files/my.cnf /etc/
Restore the service:

cp /opt/mariadb-backup/support-files/mysqgld /etc/init.d/
Remove the old links:

rm -rf /usr/bin/mysqgl

rm -rf /usr/bin/mysgldump

rm -rf /usr/bin/mysgladmin

Create new links:

ln -s /opt/mariadb/bin/mysgl /usr/bin/mysqgl

In -s /opt/mariadb/bin/mysgldump /usr/bin/mysgldump
ln -s /opt/mariadb/bin/mysgladmin /usr/bin/mysgladmin

Run the following command to add MariaDB to the list of services that will start after system
reboot. This command differs based on your Linux distribution:

Ubuntu
update-rc.d mysgld defaults
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16.

17.

18.

19.

20.

21.

CentOS or RHEL:

chkconfig --add mysgld

Restore the data backups:

mv /opt/mariadb/data /opt/mariadb/data-backup
cp -r /opt/mariadb-backup/data /opt/mariadb/
rm -rf /var/lock/subsys/mysql

Allow permissions within the my.cnf file:

chmod -R 0777 /etc/my.cnf

Open the my.cnf file and insert the following comments:
#innodb large prefix=on

#innodb file format=barracuda
#innodb file per table=true

Adjust the permissions within the my.cnf file:

chmod -R 0755 /etc/my.cnf

Start the database service:

service mysqgld start

Run the upgrade:

./bin/mysql upgrade -uroot -p<password>

The upgrade process is complete. Return to the Linux guide for your version of Ephesoft
Transact to complete your installation or upgrade.

Conclusion

You have successfully configured MariaDB for Ephesoft Transact.

Linux installer update - silent

In Ephesoft Transact, the installer script reads the complete config.properties file, fetches all
the parameters and only then validated defined values on the basis of database selection. If you

want to install the application using an Oracle database, you can leave parameters dedicated to the
MySQL database blank and vice versa.

The config.properties file contains "yes/no" switches that are used to define the parameters to
be validated. The sets of governing and related parameters are given in the following table.

Governing parameters Related parameters

input_run_application_as_non_root_user input_use_existing_user

input_application_user
input_application_user_group

input_run_application_as_non_root_user input_application_user_password
input_application_user_password_required

input_change_server_name input_changed_server_name
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Governing parameters Related parameters
input_change_shared_folder_path input_changed_shared_folder_path
input_existing_shared_folder input_existing_shared_folder_path
input_install_multiserver input_mounted_sharedfolder_path
input_database_type = 1(mysq]l) input_new_database_instance

input_system_ip_name
input_database_username
input_database_port_number
input_database_password
input_admin_database_username
input_admin_database_password
input_application_database_name
input_report_database_name

input_database_type = 2(oracle) input_new_database_schema
input_oracle_database_username
input_oracle_database_password
input_oracle_database_server_name
input_oracle_database_port_number
input_oracle_database_sid_service
input_oracle_database_application_db_schema
input_oracle_database_application_db_password
input_oracle_database_report_db_schema
input_oracle_database_report_db_password
input_oracle_database_report_archive_db_schema
input_oracle_database_report_archive_db_password

If the value of the governing parameter is "y", then its related parameters are validated. If the value
is "n", related parameters can be left empty or default.

Consider the following example.

Suppose we install Ephesoft Transact using MariaDB in silent installation mode. To configure the
parameters, open the config.properties file, which is located in the Response-Files folder of the
application installer.

In this example, the value for input database type is"1" as we are using MariaDB.

input_database type=l

For database configuration, we provide the required values only for MariaDB, leaving the Oracle
parameters empty.
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Start the silent installation and when it is complete, a message appears saying that the installation
was successful.

PKI authentication for Linux

Introduction

This page describes how to configure PKI (Public Key Infrastructure) authentication as the
authentication type when installing Ephesoft Transact for Linux. You can select the PKI
authentication type and import your PIV/CAC certificates during installation. All provided data are
saved, updated, and mapped automatically in the following files:

server.xml located in <Ephesoft_Directory>/JavaAppServer/conf
web.xml located in <Ephesoft_Directory>/JavaAppServer/conf

dcma-user.connectivity.properties located in <Ephesoft_Directory>/Application/WEB-INF/classes/
META-INF/dcma-user-connectivity

dcma-batch.properties located in <Ephesoft_Directory>/Application/WEB-INF/classes/META-INF/
dcma-batch

config.properties (included in the Ephesoft Transact installation package)
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The imported certificates will be stored in the Certs folder of the Ephesoft Transact installation
directory.

The Ephesoft Transact installer also provides an option to select a PKI-config.properties file to
automatically fill the required fields for PIV/CAC configuration. You can provide PIV/CAC details in
the properties file and then simply specify the file location during Transact installation.

O the Ephesoft Transact installer is shipped as a zip file. To install the application, unzip the file
and run the installer.

Prerequisites

There are no prerequisites for this article.

Configure PKI authentication

This section provides information on how to configure PKI authentication with two methods:
+ Using the command-line interface (normal installation)
+ Using the config.properties file (silent installation)

Use the command-line interface

Follow the steps below to configure PKI authentication using the Linux command-line interface to
install Ephesoft Transact.

© Follow these instructions when running a normal installation of Ephesoft Transact.

1. Start the installation process by executing the installer. When prompted to install the system
using the silent installer, select n.

2. Follow the installation process up to the Authentication Configuration step.
3. Enter 2 to select the PKI authentication mode.
The following PKI authentication options are available:
+ Import PKI configurations from the properties file
Enter y to select this option and follow the instructions in Use the config.properties file.
+ Enter all required PIV/CAC authentication details using the command-line interface.
Enter n to select this option and continue with the steps below.

4. Provide the certificate details as they are prompted in the command-line interface. Refer to the
table below for more information on configurable properties.

Configurable property Description

Username Retriever One of the username retriever parameters from the certificate.
* Press 1 for CN.

+ Press 2 for PrincipalName.

* Press 3 for RFC822Name.

+ Press 4 for RegisteredID.
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Configurable property

Description

Server Cert

A certificate that will be used to recognize your server.

Password Password for Server Certificate.

CA Cert The certificate that will be used to recognize the certification
authority.

Password Password for CA Certificate.

Alias Name The name of your server certificate as specified in the Trusted Root

Certification Authorities folder of the Windows Certificate Manager.

5. Press y to change any details. Otherwise, press n to continue.

6. Provide the connector settings as they are prompted in the command-line interface. Refer to
the table below for more information on configurable properties.

Configurable property

Description

Port

Number of the PKI Connector Port.

SSL protocol

Protocol that will be used to secure connection between the client
and the server.

SSL Enable Protocol

The supported versions of selected protocol.

Cipher Text

The algorithm of encryption that will be used between the client and
the server.

7. Press y to change any details. Otherwise, press n to continue.
8. Select the user connection type you want to configure.

a. Enter 1 for LDAP.

b. Enter 2 for Microsoft Active Directory (MSAD).

9. Provide the settings for the realm you configured as they are prompted in the command-line
interface. Refer to the table below for more information on configurable properties.

Configurable property

Description

Connection URL

A valid URL to connect to the LDAP server. The
connection URL should be in the following format: Idap://
<server_address>:<port_number>.

Connection Name

A valid username to connect and access the LDAP server (the
username of the user responsible for interacting with the server).

Connection Password

A valid password to connect and access the LDAP server (the
password of the user responsible for interacting with the server).

User Base

The relative path under which all the users' information will be
located. This attribute defines where to look for a user.

User Search

A search string for searching users.

User Subtree

This attribute defines the search scope. Set totrue to search the
entire subtree rooted at the User Base entry. Set to false to request
a single-level search including only the top level.
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Configurable property Description

Role Base The relative path under which all the roles information will be
located. This attribute defines where to look for a role corresponding
to a user.

Role Name Defines which attribute is used for a role.

Role Search A search string for searching roles.

Role Subtree This attribute defines the search scope. Set to true to search the

entire subtree rooted at the Role Base entry. Set to false to request a
single-level search including only the top level.

Microsoft Active Directory only

MS AD Context Path The directory where the intended user resides. This parameter is
optional and can be left empty.

MS AD Group Search Filter This attribute helps to filter search results and can have the
following operators: |(OR), & AND) and {(NOT). Example:

(((cn=a*))(| cn=a*))(| (cn=ephesoft*)(&(cn=b%*)))
This parameter is optional and can be left empty.

10. Press y to make any changes. Otherwise, press n to continue.

You have successfully configured PKI authentication using the command-line interface.
Use the config.properties file
Follow the steps below to configure PKI authentication using the config.properties file.

© Follow these instructions when running a silent installation of Ephesoft Transact.

1. Open the config.properties file included in the Ephesoft Transact installer.

© vou can either provide the details in the config.properties file or copy the PIV/CAC
configuration section and save it in a separate configurations file. For example, create a PKI-
config.properties file.

2. Refer to the tables below to configure the details required to import PIV/CAC certificates during
installation.

Connection configuration

Configurable property Description

input_pki_server_cert_path Location of the server certificate.
input_pki_server_cert_password Password for the server certificate.
input_pki_ca_cert_path Location of the Certifying Authority certificate.
input_pki_ca_cert_password Password for the server certificate.
input_pki_alias_name Unique string to identify the keystore entity.
input_pki_connector_port_number The number of the PKI connector port.
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Configurable property

Description

input_pki_connector_ssl_protocol

The protocol that will be used to secure a
connection between the client and the server.

input_pki_connector_ssl_enabled_protocol

The supported versions of the selected protocol.

input_pki_connector_chipper_text

The algorithm of encryption that will be used
between the client and the server.

2019.1 and higher

X509UsernameRetrieverParameter

One of the username retriever parameters from
the certificate.

Press 1 for CN.

Press 2 for PrincipalName.
Press 3 for RFC822Name.
Press 4 for RegisteredID.

Authentication mode configuration

Configurable property

Description

input_connectivity_user_connection

The type of connection you want to use for the
application.

Enter 1 for LDAP.
Enter 2 for MSAD.
Enter 3 for Tomcat.

0 Apache Tomcat does not require configuration.

Realm and PIV/CAC certificate details

Configurable property

Description

input_realm_super_admin_group_name

Name of the super-admin group.

input_realm_connection_url

A valid URL to connect to LDAP /Active Directory server.
The connection URL should be in the following format:
Idap://<server_address>:<port_number>.

input_realm_connection_name

A valid username to connect and access the LDAP/Active
Directory server (the username of the user responsible
for interacting with the server).

input_realm_user_base

The relative path under which all the users' information
will be located. This attribute defines where to look for a
user.

input_realm_user_search

A search string for searching users.

input_realm_user_sub_tree

This attribute defines the search scope. Set to true to
search the entire subtree rooted at the user base entry.
Set to false to request a single-level search including
only the top level.
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Configurable property

Description

input_realm_role_base

The relative path under which all the roles information
will be located. This attribute defines where to look for a
role corresponding to a user.

input_realm_role_name

Role name defines which attribute is used for a role.

input_realm_role_search

A search string for searching roles.

input_realm_role_sub_tree

This attribute defines the search scope. Set to true to
search the entire subtree rooted at the Role base entry.
Set to false to request a single-level search including only
the top level.

Microsoft Active Directory only

input_msactivedirectory_group_search_filter

This attribute helps to filter search results and can have
the following operators: |(OR), & AND) and {(NOT).
Example:

((M(cn=a*))(| (cn=ephesoft*)(&(cn=b*)))
This parameter is optional and can be left empty.

You have successfully configured PKI authentication using the config.properties file.

Conclusion

You have successfully configured PKI authentication for Linux. Return to Installation instructions

and proceed with the installation process.

View Linux upgrade or installation logs

If install logs are available, they are located at the following to aid troubleshooting:

/var/log/install-ephesoft.log

Copies of all settings used during updates after 3.1.2.2 can be found in the following file:

/etc/Ephesoft/ephesoft.conf

Samba Share

This section includes additional resources articles related to Samba Share:

Create Samba Share
Create Samba Share on RHEL 6.5 or higher

Create Samba Share on Ubuntu 13.10

Samba Share configuration in multi-cluster environment on Red Hat
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Samba Share configuration in multi-cluster environment on Ubuntu
Create Samba Share

Introduction

Samba is a file sharing service which is based on SMB/CIFS network file sharing protocols.
SMB, stands for Server Message Block, is a protocol for sharing files, printers, serial ports, and
communications abstractions such as named pipes and mail slots between computers.

Samba primarily consists of two key programs plus a few utilities. The two key programs are SMBD
(Server Message Block Demon) and NMBD (NetBIOS Message Block Daemon). The main purpose of
these two services is as follows:

1. File & print services
2. Authentication and authorization
3. Name resolution

4. Service announcement (browsing)

SharedFolders of Ephesoft Transact are network shared folders which can be accessed from
different Ephesoft nodes in multi-cluster. Hence on Linux, Ephesoft Transact uses Samba Share to
make SharedFolders accessible over network as a file share.

This section describes steps to install and configure Samba Share such that Ephesoft Transact
SharedFolders can be accessible from different nodes in a multi-server cluster.

Samba installation

Most Linux systems already have a Samba service installed on the system. If Samba service is not
installed on the system, it can be installed with the following steps:

Create Samba Share on RHEL 6.5 or higher

Create Samba Share on Ubuntu 13.10

Create Samba Share on RHEL 6.5 or higher

1. Make sure that Internet is available on the system.
2. Make sure that you have the proper permissions to install software on the system.

To install software on Red Hat, you need to have super-user permissions, thus in order to
install Samba, you must use root to install it.

yum update
yum install samba
3. Add a user to Samba and assign a password to that user.
smbpasswd —-a root
* -ais for adding the user to Samba.
* root is the username to be added to Samba.
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* smbpasswd adds the user to Samba and assigns a Samba password to that user. You will see
an error message if the user does not exist in the Linux system.

Error adding user to Samba as user does not exist on Linux machine
4. Test Samba demons smb and nmb with the following commands:
service smb restart

service nmb restart

Restarting smb and nmb

Create Samba Share on Ubuntu 13.10

1. Make sure that Internet is available on the system.
2. Make sure that you have the proper permissions to install software on the system.

To install software on Ubuntu, you need to have super-user permissions, thus in order to install
Samba, you must use sudo to install it.

sudo apt-get update
sudo apt-get install samba
3. Add a user to Samba and assign a password to that user.
sudo smbpasswd -a turbo
+ -aisfor adding the user to Samba.
* turbo is the username to be added to Samba.

* smbpasswd adds the user to Samba and assigns a Samba password to that user. You will see
an error message if the user does not exist in the Linux system.

turba@turbo-VirtualBox by 1 § sudo smbpasswd -8 testuser
New SHE passward:
Retype now SME word:

iled

d to ad for user testuser.
turbogturbe-virtualBox -/Desktop §

Error adding user to Samba as user does not exist on Linux machine
4. Test Samba demons smbd and nmbd with the following commands:
sudo service smbd restart

sudo service nmbd restart
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sudo service smbd restart

sudo service mmbd restart

il L , process 4547
turbo@turbo-virtealBox

Restarting smbd and nmbd

Samba Share configuration in multi-cluster environment on Red Hat

Add a folder to network share

Samba shares can be configured through the /etc/samba/smb.conf file, which holds configuration

details for the Samba server.

1. Open smb.conf in /etc/samba/smb.conf using VI editor. Open the file with root permissions as

you may need to edit the file.

vi /etc/samba/smb.conf

2. To make SharedFolders present at /opt/Ephesoft/SharedFolders as shareable on Samba Share,

do the following:

a. Give read, write, and execute permissions to everyone on SharedFolders by executing the
following command (by default, the Ephesoft Transact installer assigns rwx permission to

everyone on SharedFolders):
chmod -R 777 /opt/Ephesoft/SharedFolders

b. Add the following lines to the end of smb.conf file:

[ephesoft]

comment=ephesoft
path=/opt/Ephesoft/SharedFolders
browseable=yes

writable=yes

create mode=0777

directory mode=0777

share mode=yes

guest ok=yes

valid users=root

Details of parameters added to smb.conf:

Parameter Description

comment Comment for the shared folder.

path Specifies the path of shared folder.

browseable Enables browsing of the files from the file system.
writeable Makes the shared folder writeable.

create mode Create files with group=rw permissions.
directory mode Create dirs. with group=rw permissions.

guest ok Allows guest access.
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Parameter Description

valid users Specifies list of valid users who can access the shared folder
(users must be part of user-group assigned to the shared folder).

share mode Assign multiple users to a list of valid users as one credential can
be used by single machine at a time.

You must create the share with write, creation, readable and browseable permissions etc.
The statements mentioned above ensure this.

3. Save the smb.conf file and restart smb and nmb demons by executing the following
commands:

service smb restart

service nmb restart

You can now access this shared folder.

Access SharedFolders on different Ephesoft Transact nodes in a multi-
cluster setup

In order to set up SharedFolders on different Ephesoft Transact nodes in multi-cluster setup, you
need to mount the network share on a folder on every Ephesoft Transact Linux node, as Linux
does not understand network paths as Windows does. On Windows, network share can be directly
accessed using \ip -addr but on Linux, it can be done using Samba protocol, which works in a
different manner.

© The installer creates an empty folder at the same location on every Ephesoft Transact node
other than the node on which the actual shared folder lies; i.e. path of empty folder is the same

as path of actual shared folder on the machine where an actual shared folder lies. For example, in
the above configuration, where SharedFolder was added to Samba Share, the actual folder resides
at /opt/Ephesoft/SharedFolders, so an empty folder is created at the same path on each machine
using the Ephesoft Transact installer.

Now you have to mount the SharedFolders network on every empty folder created by the installer
on each Ephesoft Transact node.

Mount network share on empty folders created by installer
You can mount the Samba Share over an empty folder by executing the following command:

mount -t cifs -o user=root,password=root //<ip-address>/ephesoft /opt/
Ephesoft/SharedFolders

* password is the password of smbuser for which smbpasswd was set.

You can access the mounted shared folder locally by accessing /opt /Ephesoft/SharedFolders
as this folder acts as a mount point for network share. You can create/modify files/folders locally
on this path, and changes are reflected on the network share and on all the machines where this
network share is mounted.
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+ * [ /nomeyturbo/Ephesoft/sharedFolders/

en Paent Home

csv-export-folder  database-update docushare-export- download-emails  ephesoft-system-
folder folder

Ibm-cm-export-  mallreom-impert  NSl-export-folder  plugin-upload-

application-script

export-batch- final-drop-folder font grid-computing- hocr-folder
folder import folder folder
property report-data sample-batches scannedimages searchablepdf tabbed-pdf- temp
import export-folder

SharedFolders is available locally on mounted folder

+ ‘ [ Jhomefturbof/Ephesoft/SharedFolders/
‘pen Parent Home

application-script BC1 BC2 BC3 csvexportfolder  database-update docushare-export- download-emails  ephesoft-system-
folder folder

-cm-export-  mailroom-import  NSl-export-folder plugin-upload-
Ider folder

export-batch- final-drop-folder font
folder

Create New Folder

Enter the new name:
property report-data sample-batches| ed-pdf- temp
rt-fold
Creating folder on the mounted folder
* . & wnbc\r192. 168, 10E. 21 fephasolt!
Hame
appication-script cRepporifolder  database-update  coCushane-gxport-  downioad-gmalls | ephesoll-pysiem.
ok Teskchiar
pot-Datche fin gl nop A plder grid=compauting. sz refiobder I Cm -t « malroom-import  NSlaaport Jokder [plugin-upkad-
fokder Fnpart fokdor Toider
report-data sHmpke-Datches scannedimages searthablepd® tabbed-pdf

Impoit et -fokder
Changes of folder creation reflected on the network share

O The Ephesoft Transact META-INF properties file contains the path of locally mounted folders
and not the network path, as Linux does not understand network share like Windows does. Linux
makes use of smb protocol to access the shared folder. Hence you have to mount network shared
folders locally on your system so that Ephesoft Transact is able to see data on the same path on

every system.
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Samba Share configuration in multi-cluster environment on Ubuntu

Add a folder to network share

Samba shares can be configured through the /etc/samba/smb.conf file, which holds configuration
details for the Samba server.

1. Open smb.conf in /etc/samba/smb.conf using VI editor. Open the file with sudo permissions as
you may need to edit the file.

sudo vi /etc/samba/smb.conf

2. To make SharedFolders present at /home/turbo/Ephesoft/SharedFolders as shareable on
Samba Share, do the following:

a. Give read, write, and execute permissions to everyone on SharedFolders by executing the
following command (by default, the Ephesoft Transact installer assigns rwx permission to
everyone on SharedFolders):

sudo chmod -R 777 /home/turbo/Ephesoft/SharedFolders

b. Add the following lines to the end of smb.conf file:

[ephesoft]

comment=ephesoft
path=/home/turbo/Ephesoft/SharedFolders
browseable=yes

writable=yes

create mode=0777

directory mode=0777

share mode=yes

guest ok=yes

valid users=turbo

Details of parameters added to smb.conf;

Parameter Description

comment Comment for the shared folder.

path Specifies the path of shared folder.

browseable Enables browsing of the files from the file system.

writeable Makes the shared folder writeable.

create mode Create files with group=rw permissions.

directory mode Create dirs. with group=rw permissions.

guest ok Allows guest access.

valid users Specifies list of valid users who can access the shared folder
(users must be part of user-group assigned to the shared folder).

share mode Assign multiple users to a list of valid users as one credential can
be used by single machine at a time.

You must create the share with write, creation, readable and browseable permissions etc.
The statements mentioned above ensure this.
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3. Save the smb.conf file and restart smbd and nmbd demons by executing the following
commands:

sudo service smbd restart

sudo service nmbd restart

You can now access this shared folder.

Access SharedFolders on different Ephesoft Transact nodes in a multi-
cluster setup

In order to set up SharedFolders on different Ephesoft Transact nodes in multi-cluster setup, you
need to mount the network share on a folder on every Ephesoft Transact Linux node, as Linux
does not understand network paths as Windows does. On Windows, network share can be directly
accessed using \ip -addr but on Linux, it can be done using Samba protocol, which works in a
different manner.

© The installer creates an empty folder at the same location on every Ephesoft Transact node
other than the node on which the actual shared folder lies; i.e. path of empty folder is the same

as path of actual shared folder on the machine where an actual shared folder lies. For example, in
the above configuration, where SharedFolder was added to Samba Share, the actual folder resides
at /home/turbo/Ephesoft/SharedFolders, so an empty folder is created at the same path on each
machine using the Ephesoft Transact installer.

Now you have to mount the SharedFolders network on every empty folder created by the installer
on each Ephesoft Transact node.

Mount network share on empty folders created by installer
You can mount the Samba Share over an empty folder by executing the following command:

sudo mount -t cifs -o user=turbo,password=PasswOrd //192.168.108.21/ephesoft /
home/turbo/Ephesoft/SharedFolders

* password is the password of smbuser for which smbpasswd was set.

You can access the mounted shared folder locally by accessing /home/turbo/Ephesoft/
SharedFolders as this folder acts as a mount point for network share. You can create/modify files/
folders locally on this path, and changes are reflected on the network share and on all the machines
where this network share is mounted.
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+ * [ /nomeyturbo/Ephesoft/sharedFolders/

en Paent Home

csv-export-folder  database-update docushare-export- download-emails  ephesoft-system-
folder folder

Ibm-cm-export-  mallreom-impert  NSl-export-folder  plugin-upload-

application-script

export-batch- final-drop-folder font grid-computing- hocr-folder
folder import folder folder
property report-data sample-batches scannedimages searchablepdf tabbed-pdf- temp
import export-folder

SharedFolders is available locally on mounted folder

+ ‘ [ Jhomefturbof/Ephesoft/SharedFolders/
‘pen Parent Home

application-script BC1 BC2 BC3 csvexportfolder  database-update docushare-export- download-emails  ephesoft-system-
folder folder

-cm-export-  mailroom-import  NSl-export-folder plugin-upload-
Ider folder

export-batch- final-drop-folder font
folder

Create New Folder

Enter the new name:
property report-data sample-batches| ed-pdf- temp
rt-fold
Creating folder on the mounted folder
* . & wnbc\r192. 168, 10E. 21 fephasolt!
Hame
appication-script cRepporifolder  database-update  coCushane-gxport-  downioad-gmalls | ephesoll-pysiem.
ok Teskchiar
pot-Datche fin gl nop A plder grid=compauting. sz refiobder I Cm -t « malroom-import  NSlaaport Jokder [plugin-upkad-
fokder Fnpart fokdor Toider
report-data sHmpke-Datches scannedimages searthablepd® tabbed-pdf

Impoit et -fokder
Changes of folder creation reflected on the network share

O The Ephesoft Transact META-INF properties file contains the path of locally mounted folders
and not the network path, as Linux does not understand network share like Windows does. Linux
makes use of smb protocol to access the shared folder. Hence you have to mount network shared
folders locally on your system so that Ephesoft Transact is able to see data on the same path on

every system.
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