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Preface

This guide describes how to configure the Kofax eFlow ePortal application and connectors, and also
provides information on filters, conversion, collection creation, and acknowledgment.

The Kofax eFlow ePortal application is an add-on application to the Kofax eFlow platform, which
uses an eFlow station called ePortal. When configured, the ePortal station can read emails and
electronic data, create collections, and automatically import them into the eFlow workflow. The
collections are then processed further by eFlow.

Product documentation

The full documentation set for Kofax eFlow ePortal is available on the Product documentation page.

The documentation set includes the following items:

Name Description

Kofax eFlow ePortal Installation Guide Provides instructions for installing the Kofax eFlow
ePortal application.

Kofax eFlow ePortal User's Guide Provides information on the application
configuration, connectors, filtering, conversion,
collection creation, and acknowledgment.

Kofax eFlow ePortal Release Notes Details the list of newly added features, resolved
issues, known issues with an applicable workaround,
and the changes made since the previous release.

Kofax eFlow ePortal Technical Specifications Describes the prerequisites and the required
hardware and software to work with the ePortal
application.

Offline documentation

To access the documentation offline, download the KofaxeFlowePortalDocumentation_2.1.0_EN.zip
file from the Kofax Fulfillment Site and extract it on a local drive available to your users.


http://docshield.kofax.com/Portal/Products/en_US/eFlowePortal/2.1.0-R67HsbyRfX/eFlowePortal.htm
https://delivery.kofax.com/
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Training

Kofax offers both classroom and online training to help you make the most of your product. To
learn more about training courses and schedules, visit the Kofax Education Portal on the Kofax
website.

Getting help with Kofax products

The Kofax Knowledge Base repository contains articles that are updated on a regular basis to
keep you informed about Kofax products. We encourage you to use the Knowledge Base to obtain
answers to your product questions.

To access the Kofax Knowledge Base:

1. Go to the Kofax website home page and select Support.

2. When the Support page appears, select Customer Support > Knowledge Base.

© The Kofax Knowledge Base is optimized for use with Google Chrome, Mozilla Firefox or
Microsoft Edge.

The Kofax Knowledge Base provides:
+ Powerful search capabilities to help you quickly locate the information you need.
Type your search terms or phrase into the Search box, and then click the search icon.
* Product information, configuration details and documentation, including release news.

Scroll through the Kofax Knowledge Base home page to locate a product family. Then click a
product family name to view a list of related articles. Please note that some product families
require a valid Kofax Portal login to view related articles.

From the Knowledge Base home page, you can:
+ Access the Kofax Community (for all customers).
Click the Community link at the top of the page.
+ Access the Kofax Customer Portal (for eligible customers).

Click the Support link at the top of the page. When the Customer & Partner Portals Overview
appears, click Log in to the Customer Portal.

+ Access the Kofax Partner Portal (for eligible partners).

Click the Support link at the top of the page. When the Customer & Partner Portals Overview
appears, click Log in to the Partner Portal.

+ Access Kofax support commitments, lifecycle policies, electronic fulfillment details, and self-
service tools.

Go to the General Support section, click Support Details, and then select the appropriate tab.


https://learn.kofax.com/
https://knowledge.kofax.com/
https://www.kofax.com/

Chapter 1
About Kofax eFlow ePortal

This chapter illustrates the data flow of the Kofax eFlow ePortal application and explains the
different process stages and terms used in the ePortal application. The purpose of the ePortal
application is to import electronic documents and emails into the eFlow workflow.

ePortal terms

@ / eDoc

— I

/ Envelope \ g

Connector eBatch eDoc
Envelope \
@ eDoc
Term Description
Connector ePortal connectors retrieve documents from remote servers.

An eBatch is a list of envelopes to be processed by an ePortal connector. The maximum
number of envelopes to process at once is defined in the <MaxWorkUnit> property in the

<Stations> section of the ePortal. AppConfig file.

eBatch
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Term Description

Envelope An envelope contains at least one eDoc as well as metadata.
* Reporting data

+ Global status: The envelope status

+ Detailed status: The eDoc status

« Temp folder architecture

Typically, an email is an envelope: It contains none, one or several documents.

There can be two files on the remote server with the same name, with .TIF and .XML format.
Complex files, such ZIP or EML are parsed before they are imported.

Using an envelope object enables every ePortal stage to process a combination of documents,
such as TIF, Email, TIF + XML, TIF + JPG + PRD + XML, and so on.

The envelope metadata is only used by the ePortal connectors for archiving and setting user
tags. For example, the email subject can be set as a user tag.

eDoc An electronic document is a document that is available on the remote server. For example:
+ Email

+ Email attachment

* TIF, PDF, XML, or more

Mail Account | A Mail Account allows the ePortal connector to connect to a remote server.
It includes the following properties:

« ID

+ Description

+ Username

+ Password (If basic authentication applies to the connector)

+ Client ID (If OAuth is applies for the connector)

+ Tenant ID (If OAuth is applies for the connector)

+ Client secret ID (If OAuth is applies for the connector)

You can add several accounts to the <MailAccounts> section of the ePortal. AppConfig file,
but an ePortal connector can only use the account that is linked to the station by its ID and is

enabled.
eDoc An eDoc provider is a remote server on which electronic documents reside.
provider
Mailbox A Mailbox is an electronic document source from which ePortal retrieves files.

ePortal process
The process of importing documents into the eFlow workflow with the Kofax eFlow ePortal

application comprises actions, such as extracting, filtering, converting, organizing, and archiving the
data.

ePortal process stages

The ePortal includes the following process stages:
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Connecting

ePortal uses connectors to retrieve data from remote servers, such as email servers. For more
information on connector configuration, see Connector.

Filtering

The ePortal filters are used to classify the eDoc of the envelope and link the AttachedDocs
(DocAttachment), AttachedFiles (FileAttachment) to their main AcceptedDoc. For more information
on filtering, see Filtering.

Converting

The ePortal converters are used to convert various file types to TIF CCITT4, create JPGs from
color images, and create PRD files from searchable PDFs. For more information on converter
configuration, see Conversion.

Collection creating

The ePortal prepares all eDocs of the envelope as a collection to import into eFlow. For more
information on collection creation configuration, see Collection creation.

Archiving (Acknowledgment)

There are three types of archives: Success, Rejected and Error. An acknowledgment email for each
types of archiving can be configured and sent to inform the senders that their files have been
processed. For information on acknowledgment configuration, see Acknowledgment.

The process stages can be controlled using the ePortal configuration file EPortalApp.Config. The
following figure illustrates the process stages of the ePortal application.
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Remote server

POP3
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configuration

Archive REJE

T
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—

|

|
\

Archive server

Each stage processes an envelope object created by ePortal connector.
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Chapter 2

ePortal configuration

You can configure ePortal using the EPortal. AppConfig file located in the Setup folder of the eFlow
application.

The following is an example for the Setup folder path.

C:\ProgrambData\TIS\eFlow 6\AppData\Server\<APP NAME>\Setup

Configuration file

The configuration file includes the following sections:
* Connection string

* Features

* Stations

+ Section

The following is the structure of the configuration file.

<?xml version="1.0" encoding="utf-8"?>

<Configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://

www.w3.0rg/2001/XMLSchema">
<DefaultStation>Default</DefaultStation>
<DefaultSection>Default</DefaultSection>
<ConnectionString Value="DATA SOURCE=.\EFLOW; INITIAL CATALOG=ePortal">
<UserName>5B4C62489605D01B</UserName>
<Password>5B4C62489605D01B</Password>
</ConnectionString>

<Features> ... </Features>
<Stations> ... </Stations>
<Sections> ... </Sections>
</Configuration>

Connection string

The <ConnectionString> section is used to connect to the ePortal database.

<ConnectionString Value="DATA SOURCE=.\EFLOW; INITIAL CATALOG=ePortal">
<UserName>sa</UserName>
<Password>sa</Password>

</ConnectionString>

1
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Features

The <Features> section contains the configuration for filtering, conversion, collection creation, and
archiving of images.

<Features>
<Filtering> ... </Filtering>
<Conversion> ... </Conversion>
<CollectionCreation> ... </CollectionCreation>
<Archives> ... </Archives>
<Features>
Stations

The <stations> section contains the configuration of the connectors to each ePortal station, such
as POP3_OAUTH, EXCHANGE_ONLINE, IMAP_GMAIL, EML, or FILE.

The configuration contains a node defining the default station, followed by nodes for specific
stations. If a station-specific configuration is defined, that configuration is used. If no station-
specific configuration is found, the default station configuration is used.

<DefaultStation>ABC</DefaultStation>
<Stations>
<Station Name="ABC">
<..0>
</Station>
<Station Name="DEF">
<.o.0>
</Station>
</Stations>

In the above example the following configurations are used:

+ For an ePortal station named ABC, the <Station Name="ABC"> configuration is used.
+ For an ePortal station named DEF, the <Station Name="DEF"> configuration is used.

+ For an ePortal station named XYZ, the default <DefaultStation> configuration is used.

Station properties

<Station Name="YourStationName">

<QueryWF Enabled="false" />

<MaxWorkUnit Value="10" />

<Acknowledgement Enabled="true" />

<UpdatePriority Enabled="true" />

<ActiveAccounts>
<ActiveAccount Id="Gmail oauth" Enabled="true" />
<ActiveAccount Id="smtp oauth exchange" Enabled="true" />

</ActiveAccounts>

</Station>
Property Description
QueryWF Checks in the eFlow database whether the collection was created correctly.
MaxWorkUnit Number of emails/files to process per eBatch.

12
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Property Description
Acknowledgement Enables acknowledgment emails. You must also activate acknowledgment in the
archive configuration.
UpdatePriority Sets the eFlow collection priority according to the email priority, such as High
importance or Low importance.
ActiveAccount ID of an account defined in the <Sections> section.
Sections

The <sections> section defines the specific working folder and the mail accounts used by an
ePortal station when processing on a specific server.

For example, for a specific server, you can define a <Qa> section and a <Production> section.

The section that is used by default is defined in the <DefaultSection>.

<DefaultSection>Default</DefaultSection>

Example:

<Sections>
<Section Name="Default">

<WorkDir>C:\Temp\ePortal</WorkDir>

<MachineNames>
<MachineName>NAME OF CLIENT1</MachineName>
<MachineName>NAME OF CLIENT2</MachineName>

</MachineNames>

<MailAccounts>
<MailAccount Id="Gmail oauth">

Section properties

Property name Description

WorkDir Defines the path to the folder in which temporary files are created before being
imported into eFlow.

MachineNames Can be empty or set to a specific server name to use the same account with different
configurations, such as a test configuration and a production configuration.

MailAccounts List of accounts used by the ePortal connector to import emails or files into eFlow.
See Connectors for more information.

Backward compatibility of configuration files

The older configuration files ePortal.xml and EPortal. AppConfig are still supported. However, to
support new features, the new settings must be added manually to the file or replaced with the
latest configuration.

13
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When you install a new version of ePortal, the ePortal engine checks the configuration file version
to decide whether updates are needed. The configuration file is updated with default values.

14



Chapter 3

Connectors

ePortal uses connectors to retrieve data from remote servers, such as email servers. The connectors
perform the following actions:

1.

Connect or disconnect to or from an eDoc provider such as an email server, an SMTP server,
or an FTP server. The connector uses the mail accounts defined in the ePortal station
configuration to connect to the server.

2. Inthe EPortal.AppConfig file, check the number of remote files to import as an eBatch.

3. Return an eBatch containing a list of files to import in the eFlow workflow. An envelope can

contain one or more eDocs, wherein eDoc is the file that is to be imported.

4. Delete, move, or change the remote file properties when it is archived. Depending on the

configuration, the file is archived in the SUCCESS, REJECT, or ERROR archive.

ePortal provides the following connectors:

POP3_OAUTH connector
IMAP_GMAIL connector
EXCHANGE_ONLINE connector
File connector

EML connector

Archive connector

POP3_OAUTH connector

POP3_OAUTH connector is an upgraded version of the POP3 connector, which implements OAuth
for secure delegate access. This connector does not require a password for the mail account
configuration in EPortal.AppConfig file.

The POP3_OAUTH connector retrieves a batch of emails from a POP3 server. The emails are parsed
by the envelope (MessageHandler). Each envelope has a unique ID on the POP3 server that enables
the connector to retrieve it. The POP3_OAUTH connector can only read or delete emails. Once all
the emails in the batch are parsed, the connector returns an eBatch that can be processed by each
ePortal stage.

Unsynchronized mode

Unsynchronized mode checks the mailbox for unread messages and deletes the emails in the
mailbox after they have been imported into the eFlow workflow.

15
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Synchronized mode

Synchronized mode first synchronizes the ePortal database with the POP3 server and then checks
the database for unread messages. The synchronized mode does not delete the emails from the
mailbox after they have been imported.

Autorun mode

Disable the autorun mode in the following scenarios and run the ePortal manual station.

Scenario 1: Whenever you add a new mail account in POP3_OAUTH protocol in the
EPortal. AppConfig file, you need to manually authorize yourself in the ePortal station by entering
configured mail account credentials and permissions consent.

Scenario 2: When the password for your email account expires or changes, re-authorize yourself by
opening the ePortal station manually.

Enable the autorun mode for the ePortal station.

Configuration

Any application that implements the OAuth standard to authenticate and authorize its users, the
application needs to be registered with the corresponding Application/Web servers.

The following step-by-step procedure explains how to register an ePortal app and the minimum
set of privileges needed for it. More granular role-based access privileges are possible, but this is
subject to the IT policies of the individual organizations.

Azure cloud configuration for Office 365

This section describes the Azure cloud configuration for Office 365. After you configure Azure cloud,
ePortal can automatically read emails from Outlook.

O The figures and user interfaces used in the following procedure are taken from the Microsoft
Azure website and they might change occasionally. Hence, we request you to follow the latest
procedure mentioned in the Microsoft Azure website, which is updated time-to-time. If you still
face issues while authorizing your application, we recommend you take assistance from a user
who has expertise in authorizing an application.

1. Signintohttps://portal.azure.com using your work account. Follow the on-screen

instructions to complete the sign-in procedure.
After a successful sign-in, the Azure home page appears.

16
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_P R S T

Welcome to Azure!

Don't have a subscription? Check out the following options,

t D

Start with an Azure free trial

Get $200 free credit toward Azure products and senvices
Plus 12 months of popular free senvices

Manage Azure Active Directory

Manage access, set smart policies, and enhance security
with Azure Active Directory.

Learn more o

»

Access student benefits
Gt free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

Azure services

— .
L8N

e | @ —_ ] h 4

Virtual lqpu Senaces S\orege SQL databases Azure Database Azure Cosmos Kubermnetes Function ADp More 3

machines accounts for Postgres... DB senaces

2. Onthe Azure home page, under Manage Azure Active Directory, click View.
The Overview page appears.

e e

Home

i ) Kofax, Inc. | Overview

Azure Active Directory

«

@ switch tenant + Create atenant (' what's new [ preview features < Got feedback?

@ oOverview -

# Getting started
€ Azure Active Directory can help you enable remote work for your employees and partners. Learn more
BB preview hub

& Diagnose and solve problems

Kofax, Inc.

Manage
[£ search your tenant
& users
& Groups B Tenant information @ Azure AD Connect
Your role Status
8. Roles and administrators User More info Enabled
& administrative units (Preview) License
Azure AD Premium P2 Last sync
8 Enterprise applications . o Less than 1 hour ago
enan

8 Cevices bed8bas!-75e2-4d6¢-Baas-Miec... ([N

B App registrations Primary domain

o faxinc.onmicrosoft.com
& identity Governance ketwne ormicrosait co

B Application proxy

" Licenses Sign-ins

B Azure AD Connect

¥ Custom domain names
Only global administrators, security administrators, security
readers, and report readers can view sign-ins. Mare info o7
Your role User

Ml Company branding

@ User settings

Manage App registrations

Register your application. You can register your application in a directory or outside of a directory.
1. On the left sidebar, under Manage, click App registrations.
The App registrations page appears.

17
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Home > Kofax, Inc

Kofax, Inc. | App registrations #

.
Azure Active Directory

«

+ New registration @ Endpoints f’ Troubleshooting Q Download (Preview) 7 Got feedback?
@ overview

s 0 Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on how it's changed. =
# Getting started

@8 Preview hub

A Diagnose and solve problems @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library {ADAL) and Azure AD Graph. We will continue to provide technical support and sec
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more
Manage
& users All applications  Owned applications
& Groups ;
L Start typing a name or Application ID to filter these results
& Roles and administrators This account isn't listed as an owner of any applications in this directory.

I . View all applications in the directory
A administrative units (Preview)

8 Enterprise applications
Gl Devices

& App registrations

{& 1dentity Governance
I application proxy

a Licenses

® Azure AD Connect

2. Click New registration.
The Register an application page appears.

et T o

Home > Kofax, Inc.

Register an application

* Name
The user-facing display name for this application (this can be changed laten,

Supported account types

Wha can use this application or access this API?

(®) Accounts in this organizational directory only (Kofax, Inc. anly - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

) Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microseft accounts only

Help me choose.

Redirect URI {optional)

we'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

web ~ | | eq. hipsiyymyapp.comzauth

eding, you agree to the Microsoft Platform Policies =7

3. In the Name field, type the application name that is to be displayed to the users.

4. Under Supported account types, select Accounts in this organizational directory only
(Kofax, Inc. only - Single tenant).

18
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O sclect this option if you want to build a Line-of-Business (LOB) application. It maps only a
single tenant to Azure AD (Active Directory). This is the default option and is only available if
you register your application in a directory. The default is Azure AD multi-tenant and personal
Microsoft accounts if you register the application outside of a directory.

5. Under Redirect URI (optional), select Public client/native (mobile & desktop) from the list
and click Register.

The following page appears.

Home > Kofax. Inc. > ePortal

i ePortal < X

ature updates. Applications will need to be

Documentation

Sign in users in 5 minutes

Manage authentication

You can configure application settings based on the platform or device you are targeting.
1. On the left sidebar, under Manage, click Authentication.
The Authentication page appears.

19
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Kofax, Inc. > ePortal

3 ePortal | Authentication =

2 Search (Ctrl+/) «

B Overview

Bs

 Got feedback?

Platform configurations
& Quickstart

A Integration assistant (preview) redirect URIs, specific authentication settings, or fields specific to the platform.

Manage Add a platform

B eranding

D Authentication
Supported account types
Certificates & secrets
‘Who can use this application or access this API?
Token configuration

@ Accounts in this organizational directory only (Kofax, Inc. only - Single tenant)

- APl permissions (O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Expose an AP
Help me decide...

Owners,

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

& Roles and administrators (Preview)

M Manifest

) Advanced settings
Support + Troubleshooting

& Troubleshooting Default client type
& New support request Treat application as a public client.
Required for the use of the following flows where a redirect URI is not used:
* Resource owner password credential (ROPC) Learn more !
* Device code flow Learn more]!
s Integrated Windows Authentication {(IWA) Learn more ]!

Depending on the platform or device this application is targeting, additional configuration may be required such as

2. Under Platform configurations, click Add a platform.

The Configure platforms section appears on the right side of the page.

SRS

Home > Kofax. Inc. > ePortal

3 ePortal | Authentication =

Q Got feedback?

B overview

Platform configurations
& quickstart
| Depending on the platform or detice this application is targeting, additional configuration may be required such 35
A Integration assistant (preview) redirect URIs, specific authentication settings, or fiekds specific to the platform.

Manage + Add a platform

= eranding

D Authentication
= Supported account types
Certificates & secrets

Who can use this application or access this API?

Token configuration
Accounts in this organizational directory only (Kofax, Inc. only - Single tenant)
this org I directory only (Ko Iy - Singl
= APl permissions O Accountsin any organizations!directory (Any Azure AD directory - Mulitensnty
@ Expose an APl
Help me decide.
I Owners
A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. f you need to enable personal accounts, you can do 5o using the manifest
editor. Lear more about these rest

& Roles and administrators (Preview)

0 Manifest
Advanced settings
Support + Troubleshooting

)
£ Toubleshosting Default client type
Treat application as a public client. (Cves

2 New support request
Required for the use of the following flows where a redirect URI is not used:

dcr

dential (ROPC) Learn more
2

* Integrated Windows Authentication (WA) Leam more

Configure platforms

Web applications

Mobile and desktop applications

@ ws/mucs

Objective-C, Swift, Xamarin

] Mobile and desktop
applications

NP, Console, loT & Limited-
vices, Classic 105 + Android

Single-page application

Configure browser client appi
progressive web applications.

o Anaroia

Java, Kotlin, Xamarin

3. Click Mobile and desktop applications.

The Configure Desktop + devices section appears on the right side of the page.
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e e

Home > Kofax, Inc. > ePortal

3 ePortal | Authentication #

EE

h(ctr+/)

B Overview
& quickstart
A Integration assistant (preview)
Manage
B sunding
D Authentication
Certficates & secrets
1l Token configuration
> APl permissions
@ Expose an APl
I Owners
& Roles and administrators (Preview)
M Manifest
Support + Troubleshooting
& Troubleshooting

B Newsupport request

B save X pisc QO Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URI, specific authentication settings, or fields specific to the platform.

+ Add a platform

Supported account types

Who can use this application or access this API?

(® Accounts in this organizational directory only (Kofax, Inc. only - Single tenant)
O Accounts in any organizationl dirctory (Any Azure AD directory - Multtenan)

Help me decide.

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do 50 using the manifest
editor. Learn more about these restrictions,

Advanced settings
Default client type ©

Treat application as  public clent. Yes
Required for the use of the following flows where a redirect URI is not used: —

o Resource owner password credential (ROPC) Lea more(7'
Device code flow Learn morec!
o Integrated Windows Authentication (WA) Learn more ]

Configure Desktop + devices X
< All platforms Quickstart  Docsf!
Redirect URIs

The URIS we will accept s destinations when returning authentication responses (tokens)
after successfully authenticating users. Also referred to 2s reply URLS, Learn more about
Redirect URIs and their restrictions

1 hios /i n
[ nttpsi//login.ive.com/oauth20_desktopsrf (LivesDK) [P
[ msalfo88dds0-1976-4dd9-besd-Obgeafesa70d://auth (MSAL only) [P

Custom redirect URIs

httpsy/contoso.com

4. Select https://login.microsoftonline.com/common/oauth2/nativeclient, and click
Configure.

On the Authentication page, under Redirect URIs, you can see the selected option.

S e Sl

Home > Kofax, Inc. > ePortal

3 ePortal | Authentication =

0 Search (Cirl+/) « =]

B Overview

 Got feedback?

Platform configurations

& Quickstart

Depending on the platform or device this application is targeting, additional configuration may be required such as

Integration assistant (preview) redirect URIs, specific authentication settings, or fields specific to the platform.

Manage T Add a platform
B Branding
D Authentication ~ Mobile and desktop applications Quickstart  Docsif!

Certificates & secrets Redirect URIs

ill Token configuration
maore about Redirect URIs and their restrictions!
-©- AP permissions

@ Expose an API https.//login.microsoftonline.com/common/oauth2/nativeclient [

. Owners [ https://login.ive.com/cauth20_desktop.sif (LivesDK) [

Roles and administrators (Preview) [ msalfbasddso-197d-4dda-bead-0bdestesatod://auth (MSAL only) ([

M Manifest Add URI

Support + Troubleshooting

2 Troubleshooting Supported account types

& New support request Who can use this application or access this API?
(®) Accounts in this organizational directory only (Kofax, Inc. only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
Help me decide...

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

Advanced settings

0]

The URIs we will accept as destinations when returning authentication respanses (tokens) after successfully authenticating users. Also referred to as reply URLS. Lean
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Manage certificates and secrets

Upload certificates or create client secrets to enable confidential applications.
1. On the left sidebar, under Manage, click Certificate & secrets.
The Certificate & secrets page appears.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Kofax, Inc. > ePortal

ePortal | Certificates & secrets =

£ search (Ctrl+/) “«  Got feedback?

B oveniew Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). Far 2 higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart
# Integration assistant (preview) .
Certificates
Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B Branding — .
T Upload certificate

3 Authentication i .
Thumbprint Start date Expires
Certificates & secrets

m No certificates have been added for this application.
1l Token configuration

-9 AP| permissions

@ Expose an API .
Client secrets

%, Owners . "
: A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

& Roles and administrators (Preview)
New client secret
| Manifest
Description Expires Value
Support + Troubleshooting

) No client secrets have been created for this application
& Troubleshoating

& New support request

2. Under Client secrets, click New client secret.
The Add a client secret pop-up appears.
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< S e (O

Home > Kofax, Inc. > ePortal

P Search (Ctri+/) «
# overview
& Quickstart

# Integration assistant (preview)

Manage

B Branding

3 Authentication
Certificates & secrets

{I! Token canfiguration

- API permissions

& Expose an API

Owners

Roles and administraters (Preview)

M Manifest

Support + Troubleshooting
& Troubleshooting

& Newsupport request

ePortal | Certificates & secrets =

7 Got feedback?

Add a client secret

Description

‘ Client sectet key for ePortal

Expires

O In 1 year
O in2years
(®) Never

Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

New client secret
Description Expires Value

N client secrets have been created for this application,

3. In the Description box, enter a description.
4. Under Expires, select Never.

5. Click Add.

On the Certificates & secrets page, under Client secrets, you can see the client secret details.

s e e ey

Home > Kofax, Inc. > ePortal

i overview
& Quickstart

# Integration assistant (preview)

Manage
B Branding
D Authentication
Certificates & secrets
il Token econfiguration
2 APl permissions
& Expose an AP
¥ owners
& Roles and administrators (Preview)

| Manifest
Support + Troubleshooting

& Troubleshooting

8 New support request

ePortal | Certificates & secrets =

2 Search (Ctrl+/) «

& Got feedback?
@ Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this blade.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as 3 credential.

Certificates
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys,
T upload certificate

Thumbprint Start date Expires

Ne certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting 2 token. Also can be referred to as application password

New client secret
Description

Expires Value

Client sectet key for ePortal 12/31/2299 do1HQ0xDy18H6j8.Td-)j5WyaPIOb__t
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0 Note down the Client secrets value which can be referred in future activities.

Manage API permissions

Add the required permissions to authorize applications to call APIs.
1. On the left sidebar, under Manage, click API permissions.
The API permissions page appears.

)

Home > Kofax Inc. > ePortal

- ePortal | APl permissions =

€ O refresh | Got feedback?

B Overview

Configured permissions

& Quickstart . .
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of canfigured permissions should include

# Integration assistant (preview) all the permissions the application needs. Learn more about permissions and consent

Manage T~ Add a permission Grant admin consent for Kofax, Inc.
B eranding APl / Permissions name Type Description Admin consentreq... Status
3 Authentication ~ Microsoft Graph (1)

Certificates & secrets User.Read Delegated  Sign in and read user profile

il Token configuration
-9 API permissions
@& Expose an API

. owners

m Roles and administrators (Preview)

H Manifest
Support + Troubleshooting

& Troubleshooting

& New support request

2. Under Configured permissions, click Add a permission.
The Request API permissions section appears on the right side of the page.
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Home > Kofax. Inc. > ePortal

- ePortal | API permissions

P se:

ctri+) «
B overview

& auidstart

A Integration assistant (preview)
Manage

B srnding

Authentication

©

Certificates & secrets

1! Token configuration

9 API permissions

3

Expose an AP|

5

Owners

Roles and administrators (Preview

W Manifest
Support + Troubleshooting
2 Toubleshooting

& New support request

O Fefresh

Q Got feedback?

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co
all the permissions the application needs. Lear more about

+ Add a permission

API / Permissions name Type Description ‘Admin consent reg...
Microsoft Graph (1)
UserRead Delegated  Sign in and read user profile

Microsoft APIs

Select an AP

Commonly used Microsoft APIs

Microsoft Graph
Take advantage of the trement

single endpoint.

N
&

E
) Azure Batch

Schedule large-scale parallel and HC
applications i the cloud

€ e Desons

Integrate with Azure DevOps and Azure
DevOps server

/A Pewre service Management

Programmatic access to much of the
g

KO ————

Programmatic ac
functionality in Dynamics

‘
65 Business

APls my organization uses

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneN

Request API permissions

My APIs

dous amount of data in Office 3

[ Acure Data Catalog

Programmatic
resources to reg
search data as

(@) ey

ults 25 well a5 the
ertificates within your

Manage your key
keys, secrets,

ey Vaults

= Asure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

B o

Access the capabilties of CRM business
software and ERP systems

obility + Securiy, and Windows 10.
SharePoint, Planner, and more through a

Aaue Dot ake

Access to storage and compute for big
data analytic sc

() Azure Rights Management
i services
Allow validated users to read and write
protected content

Data Export Service for
Microsoft Dynamics 365
Export data from Microsoft Dynamics
CRM organization to an external
destination

B oo

Programmatic access to Dynammics ERP

3. Click Microsoft Graph.

Home > Kofax, Inc. > ePortal

- ePortal | APl permissions 2

[2 cil- «
B overview
& Quickstart
A Integration assistant (preview)
Manage
B ernding
D Authentication
Certificates & secrets
1l Token configuration
> APl permissions
@ Expose an API
I Owners
& Roles and administrators (Preview)
M Manifest
Support + Troubleshooting
& Troubleshooting

B Newsupport request

O refresh | Got feedback?

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co
all the permissions the application needs. Leam more about permissions and consent

+ Add a permission admin consent

AP/ Permissions name Type Description Admin consent req...
\Microsoft Graph (1)
UserResd Delegated Sign in and read user profile

& Microsoft Graph

Request API permissions

<Al APIs

https://graphmicrosoftcom/ Docs o

Delegated permissions.
Your application needs to access the APl as the signed-in user.

Select permissions

What type of permissions does your application require?

Application permissions

Your applicati
signed-in use

on runs as 3 background ser

or dazmon without a

expand all

[F sermesawid

[ Useeadwiteal

Permission

> identityRiskyuser

N/ user (1)

UserReadWrite (O

Read and write all users' ull profiles

Add permissions

Read and write access to user profile

Admin consent required

4. Click Delegated permissions > Select Permission, and then select the following three

permissions.

+ Pop.AccessAsUser.All
* User.ReadBasic.All
+ User.ReadWrite

5. Click Add permissions.
On the API permissions page, under API/ Permissions name, you can see all three

permissions.
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Kofax, Inc. > ePortal

- ePortal | APl permissions =

P search (Ctrl+/) « () Refrash & Got feedback?

18 Overview A\ You are editing permission(s) to yeur application, users will have to consent even if they've already done so previously.

& Quickstart

# Integration assistant (preview) Configured permissions

" Applications are autharized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
anage

all the permissions the application needs. Learn more about permissions and consent

B Branding

{ Add a permission /" Grant admin consent for .
D Authentication
API / Permissions name Type Description Admin consent req...  Status
Certificates & secrets
v Microsoft Graph (3) e
Il Token configuration
POP.AccessAsUser.All Delegated  Read and write access to mailboxes via POP. - R

- APl permissions

User.ReadBasic Al Delegated  Read all users’ basic profiles -

Expose an AP

User.ReadWr Delegated  Read and write access to user profile - b

Owners

M Manifest

Roles and administrators (Preview)

Support + Troubleshooting
4 Troubleshooting

& New support request

Manage exposing an API

Define the scope to allow or restrict access to data or functionality protected by an APL.
1. On the left sidebar, under Manage, click Expose an APIL.
The Expose an API page appears.

e e oo

Home > Kofax, Inc. > ePortal

& ePortal | Expose an APl #

P Search (Cirl+/) « & Got feedback?

H Overview - B
Application ID URI (D5et

& Quickstart
# Integration assistant (preview) Scopes defined by this API
Manage Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this

API can request that a user or admin consent to ane or more of these.
B Branding
2D Authentication b Add 3 scope

Certificates & secrets Scopes Who can consent Admin consent display .. User consent display na...  State

m
1l Token canfiguration No scopes have been defined

9 API permissions

& Expose an AP|
Authorized client applications

. owners
Authorizing a client application indicates that this API trusts the application and users should not be asked to consent when the dlient calls
4 Roles and administrators (Preview) this API

| Manifest

Support + Troubleshooting

Client Id Scopes
& Troubleshooting

No dlient applications have been autharized

& New support request

2. Under Scopes defined by this API, click Add a scope.
The Add a scope section appears on the right side of the page.
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3.

SRS SIS

Home > Kofax, Inc. > ePortal

& ePortal | Expose an APl »

O Got feedback?

>
B overview -

Application ID URI DSet
& Quickstart

7 Integration assistant (preview) Scopes defined by this API

Manage Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of ths
AP can request that a user or admin consent to one or more of these.
B srnding

D Authentication + Addascope

Certficates & secrets

Add a scope X

Youll need to set an Application ID URI before you can add a permission. We've chosen one,
but you can change it

Application 1D URI* ©
2piy//f0330050-1976-4dl9-besd-Obgedfesa70d

Scopes Who can consent Admin consent display ...  User consent display na... State
Il Token configuration No scopes have been defined
@ Expose an API
Authorized client applications
I Owners
& Roles and administrators (Preview) this AP
M Manifest
Client Id Scopes
& Troubleshooting
& New support request
Click Save and continue
e S
Home > Kofax, Inc. > ePortal Add a scope X
& ePortal | Expose an APl #
[ search ctri+ « QD Gotfeedback? FilesRead
B oveniew api//fb88dd50-197d-4dd9-bed-ObIedfe6a70d Files.Read
Application 1D URI [ 2pi//fb88dd50-197d-4ddo-besd-Obgesfeearod NPAC
& Quickstart Who can consent?
Admins and users.
Scopes defined by this API Admin consent display name * @
9 Define custom scopes to restrict access to data and functionality protected by the APL. An application that requires access to parts of this Read user files
Admin consent description * (O
D Authentication Allows the app to read the signed-in user's files. v
+ Adda scope
Certificates & secrets

Token configuration

1

No scopes have been defined
o APl permissions

@ Expose 2n API
. owners Authorized client applications

Roles and administrators (Preview)

this 401
| vanifest

Support + Troubleshooting Add a client applicator

& Troubleshosting Client1d scopes

& New support request No client applications have been authorized

Authorizing a client application indicates that this AP! trusts the application and users should not be asked to consent when the clent calls

User consent display name @

Read your files -

User consent description ©

the app to read your files]

sute ©
@@ oe)

For Who can consent?, select Admins only.

For State, select Enabled.

Click Add scope.

On the left sidebar, click Overview.
The Overview page appears.
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Home > Kofax. Inc. > ePortal

EH ePortal #

« @ oelete @ endpoints

B overview @ Gota second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart
A Essentials
A Integration assistant (preview)
¢ Display name eportal
Manage ‘Application (client) ID : b88dd50-197d-4dds-be8d-Obgedfe6a70d
B eranding Directory (tenant) D bedabasf-75e2-4d6c-gaas-ffocabaatft
Object ID 33613b84-€717-4238-bbb-5beadf030998

9 authentication

Certificates & secrets

111 Token configuration
o apt permissions

oo b Moo e iy (MOALY el Moot Gapl A o s

@ Expose an API
# Owners

S Roles and administrators (Preview)

Call APIs

e® m °
(s Y [0
Build more powerful apps with rich user and business data

from Microsoft services and your own company's data
sources.

H Manifest

Support + Troubleshooting

v s

£ Troubleshosting

& New support request

Sign in users in 5 minutes

@ Wekcome tothe new and improved App registraions. Locking 1 les how ' changed rom App egitations(Legacy? Leam mere

@ Staring June 30th, 2020 we will o longer add any new features to Azure Aciv Directory Authentiation Lirary (ADAL) and Azure AD Graph. W

Supported account types

Redirect URIs

Application ID URI

Managed application in .

My organization only

eportal

Documentation

ication scen:

Help and Support

1 public client

974-4dd9-bead-0bgedfe6a70d

but we wil no longer provide feature updates. Applications will need to be

8. Note down the Application (client) ID.
9. On the left sidebar, click Expose an APL.
The Expose an API page appears.

Microsoft Azure P Search rescurces, services, and docs (G+/)

Home > Kofax, Inc. > ePortal

& ePortal | Expose an APl »

£ Search (Ctrl+/) «

i Overview

P Got feedback?

Application ID URI | api;//fb88dd50-197d-4dd9-bedd-0b9edfe6a70d

VA

& Quickstart

' Integration assistant (preview)

Scopes defined by this API
Manage

B Branding
3 Authentication
) Add a scope

Certificates & secrets

1l Token configuration

- APl permissions

@ Expose an API

¥ Owners Autharized client applications

w Roles and administrators (Preview) +this APL

B Manifest

Support + Troubleshooting Add a client application

&2 Troubleshooting Client Id

& New support request No client applications have been autharized

Scopes ‘Who can consent

api;//fb8sdds50-197d-4dd9-besd-0b9e4fe6a70d/Files.. m Admins only

Admin censent display ...

Read user files

Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this
API can request that a user or admin consent to one or more of these.

User consent display na...  State

Read your files Enabled

Authorizing 3 client application indicates that this API trusts the application and users should not be asked to consent when the client calls

10. Under Authorized client applications, click Add a client application.

The Add a client application section appears on the right side of the page.
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- SIS

Home > Kofax, Inc. > ePorta

ortal | £ . Add a client application
& ePortal | Expose an 2

dlient 10 ©

| «  Q cotfeedvackz ‘fos8ddso-197-4d9-besd-Oboestesarod

8 overview

_ Authorized scopes ©
Application 1D URI [ 2pi/fbe8dds0-1973-4d09-beBd-0bsedfe6arod Bl/w
& quickstant L] Fesd

A Integration assistant (preview)

Scopes defined by this API
Manage

m scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this
B sranding n request that a user or admin cansent to ne or more of these.
D Authentication
+ Addascope
Certificates & secrets

" Scopes Who can consent Admin consent display ... User consent display na.. ~State
1l Token configuration

api//fbes

pies.. [B) Admins oty Read user s e yur s enables

> APl permissions o-besd-Oboe

@ Expose an APl

., Owners Authorized client applications

3 Rolesan scminstator Greviewy  AUOTEng  chen applcation ccate hat i 4 st he appcation anusrs shouk ot e asked 0 consnt hen hecnt cals
W Manifest

Support + Troubleshooting + Add a clent application

& Troubleshooting Client Id Scopes

& New support request No client applications have been authorized

‘Add application Cancel

11. Inthe Client ID field, paste the copied client ID.
12. Under Authorized scopes, select the check box.
13. Click Add application.
You can see that the required values are available on the Expose an API page.

A L

Home > Kofax, Inc. > ePortal

& ePortal | Expose an APl #

P search (Ctri+/) “ O Got feedback?

B overview

Application ID URI | api//fb88dd50-157d-4dd3-bead-0bedfesa70d D ‘/ m

& Quickstart

# Integration assistant (preview)
Scopes defined by this API

Manage
9 Define custom scopes to restrict access to data and functionality protected by the APL. An application that requires access to parts of this
& pranding API can request that a user or admin consent to one or more of these.

3 Authentication

Add a scope
Certificates & secrets
" Scopes ‘Who can consent Admin consent display ...  User consent display na..  State
Il Token configuration
& APl permissions api//83dd50-197d-4dd9-besd-0bgedfesarod Files... [T Admins only Rezd user files Read your files Ensbled
& Expose an AP
¥ Owners Authorized client applications
& Roles and administrators (Preview) mzr:;;zmg a client application indicates that this API trusts the application and users should not be asked to consent when the client calls
M Manifest
Support + Troubleshooting T~ Add a client application
42 Troubleshooting Client Id Scopes
& New support request fb88dd50-197d-4ddo-besd-0bgedfesarod 1

Manage owners

Use the Owners page to see the owners of ePortal.

On the left sidebar, under Manage, click Owners.
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The Owners page appears.

e o)

Home > Kofax, Inc. > ePortal

ePortal | Owners =

e owners  Got feedback?

(Cirl+/ « { Add owners

# Overview
& Quickstart

# Integration assistant (preview)

Name Email User name Job Title
Manage [] JonnDoe John.Doe@kofax.com John Doe@kofax com Wission Director
B Branding

D Authentication
Certificates & secrets

{ll Token configuration

<& APl permissions

@ FExpose an AP

=% Owners

w Roles and administrators (Preview)

H Manifest

Support + Troubleshooting
f Troubleshooting

.i. New support request

In addition to users with permission to manage any applications, the users listed here can view and edit this application registration.

Type

Member

0 An admin can add more than one owner.

Manage roles and administrators (Preview)

Use the Roles and administrators (Preview) page to see the various administrative roles. On the

left sidebar, under Manage click Roles and administrators (Preview).

The Roles and administrators (Preview) page appears.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Kofax, Inc. > ePortal

.@. ePortal | Roles and administrators (Preview)

P search (Ctrl+/) « O Refresh [z Preview festures | ) Got feedback?

B overview

@ Getjustin-tim access toa ol when you need it using PIM. Learn more about PIM >

& Quickstart

Administrative roles

#  Integration assistant (pr
Administrative roles can be used to grant access to specific areas of this resource. Assign owners using the owner tab to grant full access to this resource.

& Troubleshooting

w support request

Manage Assignable roles are roles that can be assigned here to allow managing this resource. Directory-level roles have inherited access to this resource and can only be assigned at the directory level here
& eranding
P Search by name or description Assignable : Yes. * Add filters
D Authentication
. b
Certificates & secrets Role + Description

1! Token configuration i Application administrator Can create and manage all aspects of 2pp registrations and enterprise 2pps.
o 4Pl permissions # Application developer Can create application registrations independent of the ‘Users can register applications' setting
P——  Cloud application administrator Can create and manage all aspects of app registrations and enterprise apps except App Proxy.
B owners  Directory readers Canread basic directory information. Commonly used to grant directory read access to applications and guests.
5| s T RS i Global administrator Can manage all aspects of Azure AD and Microsoft services that use Azure AD identities.
B Manfest i Global reader Can read everything that a global administrator can, but not update anything

 Hybrid identity administrator I Can enable, deploy, configure, manage, monitor, and troubleshoot cloud provisioning and authentication services.
Support + Troubleshooting

 Security administrator Can read security information and reports, and manage configuration in Azure AD and Office 355.

Type

Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in

Built-in

30



Kofax eFlow ePortal User's Guide

Manage manifest

Use the Manifest page to update the application by directly modifying its JSON representation.
1. On the left sidebar, under Manage, click Manifest.
The Manifest page opens with an editor.

SRSl

Home > Kofax. Inc. > ePortal

[ ePortal | Manifest

7 Upload L Downlosd | < Got feecback?

The editor below allows you to update this application by directly modifying its JSON representation. For more details, see: Understanding the Azure Active Directory application manifest
& Quidstart
7' Integration a ® 1 false A2 B 1of
' Integration assistant (preview) 2 1d": "336F3b84-e7F7-4238-bfbb-Sbeadf030998" , v =
3 "acceptiappedClains”: null, trud ra
Manage 4 accessTokenAcceptedversion”: null,
5 addns™: [],
“allowpublicClient”: null,
appId”: "fb8addse-197d-4ddo-besd-eboeafesazed”,
8 appRoles”: [],
o “oauth2Allowr1Pathhatching”: False,

11} Token configuration

Pl permissions

nd administrators (Preview
0 wanifest 19
Support + Troubleshooting n

2 Toubleshooting I

& Newsupport request b ° e
26 “oauth2AllowIdTokenImplicitFlow": false,
27 “oauth2AllowImplicitFlow”: false,

28 oauth2permissions”: [

the app to read the signed-in user’s files”,
files”

431-ce77a2d76d4F"

2. Replace "false" with "true" for all the occurrences and click Save.

Manage branding

The Branding page lets you define the logo, Home page URL, Terms of service URL, and other
branding details.

1. On the left sidebar, under Manage, click Branding.
The Branding page appears.
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o= e e e

Home > Kofax, Inc. > ePortal

«
H overview
& Quickstart
# Integration assistant (preview)
Manage
E= Branding
D Authentication
Certificates & secrets
I Token configuration
= API permissions
& Expose an APl
I owners
& Roles and administrators (Preview)

H Manifest
Support + Troubleshaating

& Troubleshooting

& New support request

g7 ePortal | Branding  »

P Got feedback?

Name * @ | ePortal

Logo None provided

Upload new loge (O [ selecta file

Home page URL @ ‘ e.g. https://myapp.com

Terms of service URL @ ‘ e.g. https://myapp.com/termsofservice

Privacy statement URL @ | e.g. hitpsy//myapp.com/privacystatement

Publisher domain (@ A\ kofaxinconmicrosoft.com

The application’s consent screen will show ‘Unverified .
Learn more about publisher domain

Publisher verification (preview)

Update domain

Associate a verified Microsoft Partner Center (MPN) account with your application. A verified badge will appear in

various places, including the application consent screen. Learn more

MPN ID Add MPN ID

verify publisher

@ e application publisher domain is set to kofaxinc.onmicrosoft.com, but
onmicrosoft.com publisher domains are not allowed. Please use 3 custom domain in
order to proceed. Note: this domain must be a DNS verified domain on the tenant and

match the primary contact domain for your MPN account.

Publisher display name Mot provided

2. Optional. To upload a new logo, click E and select the logo you want to upload.
3. Click Update domain.
The Publisher domain section appears on the right side of the page.

Ao roes e sdcoc o)

Home > Kofax, Inc. > ePortal

&7 ePortal | Branding  #

B Overview

Name* @

& Quickstart

. Logo
# Integration assistant (preview)

Manage

B sranding Home page URL ©

D Authentication
Certificates & secrets

11! Token configuration

Publisher domain A\ Kofaxinconmicrosoftcom

o APl permissions

@ Expose an APl

Upload newlogo © |

Terms of service URL © [ e. https://myapp.com/term

Q Got feedback?

[(eportal ]

None provided

=
)
)
!

[ea mpssjmyappcom

vice

privacysatement URL © [ 23, Rip/myapp compraamEnt

Update domain

The application's consent screen will show ‘Unverified
Learn more about publis

. Owners Publisher verification (preview)

Roles and administrators (Preview)

M Manifest
MPN ID
Support + Troubleshooting

& Troubleshooting

B Newsupport request

Associate a verified Microsoft Partner Center (MPN) account with your application. A verified badge will appear in
various places, including the application consent screen. Learn morec!

ec?

publishe
tion publisher domain i set to kofaxinc.onmicrosoft.com, but
onmicrosoft.com publisher domains are not allowed. Please use  custom domain in
order to proceed. Note: this domain must be a DNS verified domain on the tenant and
match the primary contact domain for your MPN account.

Publisher display name ~ Not provided

Publisher domain X

Select a verified domain  Verify a new domain

Select from the verified domains associated with Kofax, Inc.

kofaxcom <~

To verfy a new dom
domain’ View custom

ofax, Inc. go to the Custom domain names page and select ‘Add custom

[ - e

4. On the Select a verified domain tab, select a domain that is associated with your organization

from the list.
5. Click Save.

6. On the left sidebar, click Overview.
The Overview page appears.
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e e

jome > Kofax, Inc. > ePortal

= ePortal »

Call APIs

*® m'

Sign in users in 5 minutes

7. Note down the Application (client) ID and Directory (tenant) ID for future reference.

Configure EPortal.AppConfig

Configure the EPortal.AppConfig file for your email account.
1. Copy the following XML content.

<MailAccount Id = "pop3 oauth outlook" DisplayName="pop3 oauth outlook"
Host="outlook.office365.com" Port="995" SSL="true"
IgnoreCertificateErrors="false"
UserName="abc.xyz@kofax.com" Protocol="POP3 OAUTH"
TenantID="bcd8ba5f-75e2-4d6c-8aa5-fff6c8baalff"
ClientID="ce82dd43-79c0-4445-957e-54f4e2ce430b">
<MailEncoding>UTF-8</MailEncoding>
<DefaultCharset>UTF-8</DefaultCharset>
<Folders>
<Folder>INBOX</Folder>
</Folders><Filter />
<Impersonate Enabled = "false" />
</ MailAccount >

© Host for pop3 outlook is outlook.office365.com.

2. Open the EPortal.AppConfig file located at C: \ProgramData\TIS\<eFlow6>\AppData
\Server\<Application name>\Setup, and paste the copied content under the
<MailAccounts/> section.

3. Change the ID, DisplayName, UserName, TenantID, and ClientID.
4. Copy the following XML content.
<ActiveAccount Id="pop3 ocauth outlook" Enabled="true" />

ure updates. Applications will need to be

5. In the EPortal.AppConfig file under <ActiveAccounts> section, paste the copied content, and

save the file.
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Run the ePortal manual station

Do the following to run the ePortal manual station.
1. In the eFlow LaunchPro, from the Stations list, select ePortal manual station.

i Bi; your default browser is Internet Explorer, make sure that JavaScript is enabled.

2. If the username (email id) for Outlook is not configured in the EPortal. AppConfig file for the
computer using ePortal, the following page appears.

File Options Help

Messages

KOFAX
Pick an account

John Doe
John.Doe@kofax.com
Connected to Windows

+ Use another account

Back

3. Select an account, and then type your password to sign in.
After a successful sign-in, the following page appears.

s

Fle Options Help

essages

=. Microsoft
John Doe@kofax com

Permissions requested

ePortal
kofax.com

This ication is not published by

This app would like to:

\~ Read and write access to your mail

ccess to data you have given it access to

s View your basic profile
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4. Click Accept.

5. After accepting the permission, the ePortal Manual station starts fetching the Outlook

messages from the configured folder.

eFLOW

File Options Help

©

o change,_onine_outiook
Fet

... éx:hange_onllrve_nmlaok

From: JohnDoe@gmail.com
Subject: [EXTERNAL] samples for testing
NbAttachment: 2
NbAttachedEmail: 0
Filtering step .
Fitered
Converting files...
Converter config
Converting Blooming_Buds.PDF...
Converted
Converting Blooming_Buds TIF .
Converted
Files converted
Merging step.
Converting the body to TIF...
Adding the body to the file Blooming_Buds.
Adding the body to the file Blooming_Buds...
Merged
Creating collection 1/2.
Collection created: f180a27e-4aba-dcdd-bef4-79eefe 303649
Creating collection 2/2.
Collection created: fcebd11d-5521-4696-8b5c-36 1fae2cbbca
Archiving step.
Archived: Email saved to C:\Archive\Success\2020\10\07:
Collections [00000001] locked
Collections [00000002] locked
Collections [00000001] freed

g
Importing email 1/1..
Messageld: AAMAGVIODEwNDczLWGxNW UtNDEMC 1iYWJkLT Ux YjUy ZTRIOTZNABGAAAAAABmwd4caPwgQqgtaZnnNHLx_BwAsJD2GSg_VTZdycvoNVStsAAADburmAAAsJD 2GSg_VTZdycvoNVStsAAADbxzUAAA=

Collections [00000002] freed

Google cloud configuration for Gmail

You can create a new project, enable, and configure it for Gmail.

O The figures and user interfaces used in the following procedure are taken from Google's
website and they might change occasionally. Hence, we request you to follow the latest procedure
mentioned in Google's website, which is updated time-to-time. If you still face issues while
authorizing your application, we recommend you to take assistance from a user who has

expertise in authorizing an application.

1. Go to https://console.cloud.google.com and follow the on-screen instructions to sign into the

Google Cloud Platform.
After a successful sign-in, the Google Cloud Platform main page appears.

= Google Cloud Platform Q v
Manage resources CREATEPROJECT B3 CREATEFOLDER ~ MOVE  DELETE
= Filter e m No resource selected
(m} Name D Last accessed Charges @ Labels e, I
No reslts to display

RESOURCES PENDING DELETION -

Please select at least one resource.

8 e a

C  HIDE INFO PANEL

ACTIVITY

2. On the Google Cloud Platform main page, click CREATE PROJECT.
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The New Project page appears.

= Google Cloud Platform

New Project

You have 12 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
[ GmailOauth| (7]

Project ID: gmailoauth-288511. It cannot be changed later. EDIT

Location *
B Mo organization BROWSE

FParent organization or folder

CREATE CAMCEL

3. In the Project name * field, type a name for the project.
4. Inthe Location field, select the location as "No organization".

5. Click CREATE.
The following page appears.
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= Google Cloud Platform

f Home Dashboard
Act

YW Marketplace iy
Recommendations

& Billing

API APIs & Services >

¥ Support >

© 1AM &Admin >

® Getting started

& security >
A Anthos >
comPuTE

@ AppEngine >
£} Compute Engine >
@  Kubemetes Engine >

() Cloud Functions
)»  Cloud Run

& VMware Engine

SToRAGE
@ Bigtable
%%  Datastore >

httpsi/console.cloud.google.com/home/dashboard +

6. On the left sidebar, select Home > Dashboard.
The Dashboard page appears.

Platform
A Home N DASHBOARD ACTIVITY RECOMMENDATIONS /' CUSTOMIZE
&
¥ Marketplace @  How Google Cloud is helping during COVID-19. Leam more DIsMiss.
& Biling
API  APIs & Services > $e Project info H API APIs H & Google Cloud Platform status H
. Project name.
W Support > Gmailoauth Requests (requests/sec) Al services normal
10
. Project D

© 1AM &Admin > gmaioauth288511 . - Go'to Cloud status dashboard
® Getting started Project number 0

dperaaesaezs A Nodata is available for the selected time frame. - .
@ security > o =2 Monitoring 3

ADD PEOPLE TO THIS PROJECT . Setup alering polcies
A Anthos >

o Create uptime checks
> Gotoprojectsettings 4% 445 sem 515 !
comPUTE
& Enat N View all dashboards
-© ngine 3
App Engi & Resources H > Goto APIS overview
&} Compute Engine > This project has no resources - GotoMonitoring
@  Kuberetes Engine >
= Trace H @ Error Reporting H

(+)  Cloud Functions

No trace data from the past 7 days No sign of any errors. Have you set up Error Reporting?
)»  Cloud Run
& VMware Engine > Get started with Stackdriver Trace => Lear how to set up Error Reporting
Sromes ® Getting Started H B News H
@ Bigtable AT Explore and enable APIs Whatis APIirst? 5 opportunities to create business value

13 hours ago
Wi Datastore > Y beploy a prebuit solution Next On
digital transformation

7. Under Getting Started, click Explore and enable APIs.
The APIs & Services page appears.
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Google Cloud Platform

Q  Search products and resources

API APIs & Services APIs & Services

4 Dashboard

W ubrary

+ ENABLE APIS AND SERVICES

Thour 6hours 12 hours

1day 2days 4days 7days 14days 30days

or  Credentials Traffic * Errors * Median latency *
108 10
OAuth consent screen
Domain verification
Page usage agreements A me. A Nodata s available the selected time frai
Aug 08 Aug 16 g2 B Aug09 A6 A9 23 Aug30 Aug09 Aig23 A 30 -
Fitter ()
Name & Requests Errors (%) Latency, median (ms) Latency, 95% (ms)
BigQuery API
BigQuery Storage API
Cloud Datastore API
Cloud Debugger AP

Cloud Logging AP
Cloud Monitoring API

Cloud saL

Cloud Storage

Cloud Storage API

Cloud Trace API

Google Cloud APIs

Google Cloud Storage JSON API

a Service Management API
8511

8. On the left sidebar, click Library.
The API Library page appears.

Google Cloud

Dpersting systerme

Google Workspace

Healthcare

Science & research )

Google Drive API

Google

Google Emerprise AFls 170)

Climate 1

eae and manags ressurzes in
Blog & CM3 Google Drive.
Securty

CRM

Developer s
YouTube
Networking )]

Storage

YouTube Data APIv3

Monitaring

Mabile (13)

¥ouTube 3

Google Workspace

E

Google Calendar API

Google Enterprise A

Manage calendars and events in

Google Calendar

YouTube Analytics API

Google

Retrieves your YouTube Analytics

dar

9. Under Google Workspace, click Gmail API.

The Gmail API page appears.

M

Gmail AP

and manags Gmail mailsox

VIEW ALL (3)

YouTube Reporting API

Google

Schedules reporting

containing your YouTube Analytics

ds

nd downlesds the resuing.

Google Sheets API
Google Enterprise

The Shests AP gives you ful

appearence of your spreadsheet

VIEW ALL (25)

o]

Google Werkspace
Marketplace SDK

Google

Publish applications to the Soogle
Werkspac

Marketpls
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Google Cloud Platform Q  Search products and

Gmail API

Flexible, RESTful access to the user's inbox

EUCTN TRy THis AP 2

OVERVIEW DOCUMENTATION SUPPORT
Overview
The Gmail AP! lets you view and manage Gmail mailbox data like threads, Additional details

messages, and labels.

Type: APIs & services

Last updated: 12/10/19
About Google
Category: Email, G Suite

Google's mission is to organize the world's information and make it
universally accessible and useful. Through products and platforms like
Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google
plays @ meaningful role in the daily lives of billions of people.

Service name: gmail.googleapis.com

Tutorials and documentation

Leam more (2

Support

Leam more

Terms of Service

10. Click Enable.
The Overview page appears.

Google Cloud Platform Q  Search products and resources

APIS & Services Oveniew] W DISABLE API
1 Gmail API

Overview

@  Tousethis API, you may need credentials. Click ‘Create credentials'to get started CREATE CREDENTIALS
@ Metrics —_——

Quotas

Details i Traffic by response code

o+ Credentials Name

Request/sec (2 hr average)
Gmail API

8y 106
Google
Service name

gmail googleapis.com L
time frame.

Overview
The Gmail AP! lets you view and manage Gmail mailbox data like
threads, messages, and labels.

Activation status
Enabled

(07 Sin0d  Teett  Th1d  Sa1s  Mont7 Wed19  Fn2t

Tutorials and documentation

“

> Viewmetrics
Leammore

Try in API Explorer

Maintenance & support

11. On the left sidebar, click Credentials.
The Credentials page appears.
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Google Cloud Platform 2 Gmailoauth v

Q

Search products and resources

APIs & Services

i Credentials + CREATE CREDENTIALS
Gmail API
Overview OAuth client ID
Credentials con  Fequests v
@ Metics To view all credentials o Service account
Enables server-to-serv
Quotas
A Remembert
O« Credentials Hf\p me choose

 consent so your app can access the user's data

el authentication using robot accounts

 few questions to help you decide which type of credential to use

OAuth 2.0 Client1Ds
O neme

No OAuth clients to display
Service Accounts

O emai Name

No service accounts to display

Creation date

Usage with this service (1ast 30 days) @ &

12. Click CREATE CREDENTIALS > OAuth client ID.
The Create OAuth client ID page appears.

Google Cloud Platform 8 Gmailoauth v

API APIs & Services & Create OAuth client ID

& Dashboard

it Library information.

o= Credentials

Q

Search products and resources

Aclient ID is used to identify a single pp to Google's OAuth servers. If your app runs on
mltiple platforms, each will need ts own client ID. See Setting up OAuth 2.0 for more

A Tocreate an OAuth client ID, you must first set a product name on the consent screen

OAuth consent screen

Domain verification

s Page usage agreements.

Type

Usage with llservices (iast 30 days) @

v

Client 1D

CONFIGURE CONSENT SCREEN

Manage service accounts

CONFIGURE CONSENT SCREEN

13. Click CONFIGURE CONSENT SCREEN.

The OAuth consent screen page appears.
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Google Cloud Platform Q  Search products and resources

API APIs & Services OAuth consent screen

% Dashboard Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project

o Library
o+ Credentials User Type

O Internal @

#  OAuth consent screen

Only available to users within your organization. You will not need to

Domain verfication submit your app for verification.

S5 Pageusage agreements © Extemal @

Available to any user with a Google Account.

Let us know what you think about our OAuth experience

14. Under User Type, select External and click CREATE.
The Edit app registration page appears.
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15.

16.

Google Cloud  $¢ My Project 94443 ~ [ Q, Search Products, resources, docs (/)
API APIs & Services Edit app registration
i+  Enabled APls & services @) OAuthconsentscreen — @) Scopes — E) Testusers — @) Summary
it Library
o= Credentials App information
w o T CE e This shows in the consent screen, and helps end users know whao you are and contact
you
=o  Page usage agreements
App name ¥
[ Project_1 l
The name of the app asking for consent
User support email *
[ gautamigd@gmail com - l
For users to contact you with quest ent
App logo EBROWSE l

Upload an ze

App domain

To protect you and your users, Google only allows apps using 0Auth to use Autharized
Domains. The following infarmation will be shown to your users on the consent screen.

Application home page
[ https:/iwww kofae com/ l

Provide users a link to your home page

Application privacy policy link
[ httpa:/iwwna kofax com/legal/privacy l

<l

Provide users 3 link to vnus nushlic arivacy nalic

In the following fields provide with the required information:

+ App name: Name of the application.

+ User support email: User support email.

+ Application home page: Application home page link with HTTP or HTTPS.
+ Application privacy policy link: Application privacy policy link.

+ Application term of service link: Link for terms of service.

* Authorized domain: Type the domain name without HTTPS or HTTP.

Click SAVE AND CONTINUE. The Scopes page appears.
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Google Cloud 8¢ IMAP-gmail-testappl [ Q, Search Products, resources, docs (/)

API APIs & Services Prepare for verification

& Enabled APls & services * OQAuthconsentscreen — * Scopes — ® Optionalinfo — ®  Final review
3 .

i Library
Scopes express the permissions you request users to authorize for your
ow  Credentials app and allow your project to access specific types of private user data
from their Google Account. Learn more
iv OAuth consent screen

If you add sensitive () or restricted { @) scopes, like scopes that let you
S Fageusags agreements 3CcCess a user's emails or contacts, you will need to submit your app for
verification. Learn more

ADD OR REMOVE SCOPES

Your non-sensitive scopes

[ ] APl P Scope User-facing description

Ko rows to display

& Your sensitive scopes
Sensitive scopes are scopes that request access 1o private user data.

® APl P Scope User-facing description

No rows 1o display
<l

17. Click ADD OR REMOVE SCOPES.
18. Select the Gmail API option that has https://mail.google.com/, and then click UPDATE.
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= Filter Erter property name or valus

B s~ T Scope
O Cloaud ...tauth/trace readonly
Trace 4F1
[ Cloud ...Jauth/trace.append
Trace AP
= Email AP https://mail.google.com/
O cmailar ..fauth/gmail modify
O Email AP .../ auth/gmail.compose
[l Email AP ...fauth/gmail addens
.current.action.compose
O cmailar .../auth/gmail.addens
.Current.message.action
O Email AP ..., auth/gmail.readanly
[l Email AP ...fauth/gmail. metadata
O cmailar .../auth/gmail.insert

Manually add scopes

finished, click "Add 1o table”.

User-facing description

Read Trace data for a project or application

Write Trace data for a project or application

Read, compese, send, and permanently delete all your
amail from Gmail

Read, compose. and send emails from your Gmail
accournt

MManage drafts and send emails

hanage drafts and send emails when you interzct
with the add-on

Wiew your email messages when you interact with the
add-on

Wisw your email messages and settings

Wigw your email message metadata such as labels
and headers, but not the email body

Add emails into your Gmail mailbox

Rows per page: 10w 21 - 30 of 39 < >

If the scopea you would like 1o add do not appear in the table above, you can enter them here. Each scope should be on
a new line or separated by commas. Please provide the full scope string (beginning with "https-"). When you are

ADD TOTABLE

19. On the left sidebar, click Credentials.

The Credentials page appears.
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Google Cloud

API APIs & Services

< Dashboard
o Library

or  Credentials

i OAuthconsent screen
@ Domain verification

S0 Page usage agreements

Credentials + CREATECREDENTIALS i DELETE

APIkey

Create credentials t0.30)  identifies your project using a simple AP key to check quota and access

OAuth client ID

A Toprotectyr Requests user consent so your app can access the user's data soogle. Learn more

Service account

Enables server-to-server, app-level authentication using robot accounts

API| Keys
O wame Help me choose Key
Asks a few questions to help you decide which type of credential to use
O © arikey ATzaSyDYHV...qQrOVGLISE 1@

OAuth 2.0 Client IDs
O Neme

No OAuth clients to display
Service Accounts

O emal Name 4

No service accounts to display

Creation date

Usage with all serices (last 30 days) @

CONFIGURE CONSENT SCREEN

Usage with all services (last 30 days) @
o 7

Client ID

Manage service accounts

20. Click CREATE CREDENTIALS > API key.
The API key created Web dialog appears.

API key created

Use this key in your application by passing it with the parameter

Your APl key
| AIzaSyDYHVIEZ2t7NWENGOFSqBPgZGrOVEL1SE ]

AR Y d

CLOSE  RESTRICT KEY

21. Click RESTRICT KEY. The Restrict and rename API key page appears.
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Google Cloud Platform

Q  Search products and resources

API APIs & Services

& Dashboard
W ubrary
o Credentials

OAuth consent screen

Domain verification

<«

Restrict and rename API key C' REGENERATE KEY @ DELETE

Name *
APIkey 1

Key restrictions

A Thiskey s unrestrcted. Restrictions help prevent unauthorized use and quota
theft. Leam more &3

licati , P addresses,
APIkey. You can set ane application restriction per key.

@® None
© HTTP referrers (web sites)

O 1P addresses (web servers, cron jobs, etc.)
O Android apps

O iosapps

API restrictions

AP restrictions specify the enabled APls that this key can call

© Dont restrictkey
Tris key can call

@ Restrict key

1 4P1 -

Selected APIs:

Gmail API

Note: It may take up to 5 minutes for settings to take effect

[ IO

APIKey
ATZaSyDYHV1EZ2tTNERADF SqBPgZ9Qr DVGL SE

Use this key in your application by passing it with key=APT_KEY parameter.

Creation date ‘September 4, 2020 at 5:39:20 PM GMT+5

Created by subrataadx@gmail.com (you)
Total usage (last 30 o
days)

L]

22. Under Application restrictions, select None.
23. Under API restrictions, select Restrict key.
24. Click Save.

Google Cloud Platform

Q  Search products and resources

API APIs & Services

& Dashboard
W ubrary
o« Credentials

OAuth consent screen

Domain verification

Page usage agreements

Credentials

+ CREATECREDENTIALS @ DELETE

APIkey

1020 identifiesy using a simple API key to check quota and

OAuth client ID
A Toprotecty Requests user con

nt S0 your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

API| Keys

O eme Help me choose

O © artkey| 47w estons o hopyudacidowhichtyps fcradertl 1o 1se
APIkey

OAuth 2.0 Client IDs

O Neme

No OAuth clients to display

Creation date

Service Accounts

O emai

No service accounts to display

Name 1

3o0gle. Learn more

Key Usage with all services (last 30 days) @

AIzaSYDYHV...qQrDVGLISE T 0

Type

Usage with al serices (i2st 30 days) @

CONFIGURE CONSENT SCREEN

Client 1D

Manage service accounts

25. On the left sidebar, click Credentials and then click CREATE CREDENTIALS > OAuth client ID.

The Create OAuth client ID page appears.
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= Google Cloud Platform

API APIs & Services & Create OAuth client ID

O canceL

<« Dashboard L ‘s servers. If your app runs on
- multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
it Lbrary information.
o« Credentials
B 8
W 1 types
[  Domain verification Name *
Desktop client 1
o Page usage agreements “The name of your OAUth 2.0 clien. This name is only used o identy the client nthe
console and will ot be shown o end users.

26. From the Application type list, select Desktop app and click CREATE.

The OAuth client created Web dial

O Note down your Client ID and Cli
configuration.

0g appears.

OAuth client created

The client
Services

APIs &

@  Ohuthis limited to 100 sensitive scope logins until the OAuth
; ST "
that can take several days.
Your Client ID

7af1u8adkfao]

‘Your Client Secret
SwHoSZF2YMbkmitkY fheGZnem

ent Secret as you will require them in Application

27. Click OK. The following page appears.
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Google Cloud Platform

Q  Search products and resources

API APIs & Services Credentials + CREATE CREDENTIALS

< Dashboard

W ubrary

W DELETE

Create credentials to access your enabled APIs. Leam more

A Toprotect you and your users, your d )y Google. Learn more
©Ov  Credentials
OAuth consent screen APl Keys
Domain verification O tame Creation date & Restrictions. Key
So  Pageusage agreements O © arikeyt Sep4,2020 Gmail API AIzaSyDYHV...gQrDVGL1SE
OAuth 2.0 Client IDs
0O Neme Creation date Type
O  esktopclient1 Sep 4,2020 Desktop
Service Accounts
O emal Name 1 Usage with allservices (tast 30 days) @

No service accounts to display

CONFIGURE CONSENT SCREEN

Usage with all services (1ast 30 days) @

0 |

Client ID

488743634823~ f7qf :] |

Manage service accounts

28. On the left sidebar, click OAuth consent screen.
The OAuth consent screen appears.

Gmailoauth v

Google Cloud Platform

Q  Search products and resources

API APIs & Services OAuth consent screen

‘Scopes for Google APIs

Dashboard

Google il ver
B Ubrary

 your,
verification by Google before its published. Learn more.

©Ov  Credentials

OAuth consent screen

emal

Domain verification profile

openid

Page usage agreements
A nittpsy/mail google.com

Add scope.
Authorized domains

otect you and your users, Goagle only allows applications that aut
OAuthto use A omains. Your applicat .

Domains. Learn more:

verfcation by Google before its published. Learn more.

A kofaxcom
example.com
Type inthe domain and press.

Application Homepage link

Show Must be hosted on an Author

hitps:/www kofax.com/

‘Application Privacy Policy link
sn e consent screen. Must be hosted o

hitps:/www kofax.comyLegal/Privacy
‘Application Terms of Service link
sn e consent screen. M

hitps:/ or hitp:

a DY st orvetcaton | | Garce

Domain.

imitations. Learn more about ho
behave before its verifed.

Let us know what you think about our OAuth
experience.

OAuth grant limits

Total user cap before verification

imit the number of users who can grant
permission to sensitive scopes. This user cap wil be
in place until your app is verified by Google. Your total
user cap s setto 100 users.

0 users /100 user cap

Token grant rate.

e limit s 10,000 grants per day. The per day token
grant rate resets every day.

Raise limit

300

Sep3,20205:52PM

No data for this time interval

29. Click Submit for verification. The Verification required Web dialog appears.
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30.

31.
32.

33.

34.

Verification required

Your
take sev

Select allthe descriptions that best describe your app
Gmail other
Emal

nt + Please explain below
Email Backup/ Takeout

Email Productivity

Email Monitoring and Reporting

How will each scope be used?
Restrict

CANCEL ~ SUBMIT

Select the Please explain below check box, and in the How will each scope be used? field,
provide a meaningful explanation.

For example, see the following explanation.

"Our application will read Gmail messages from a particular Gmail folder.
After reading messages, the messages will be saved on a local computer
with attachments (if any attachments exist) and will do further process.
If the process is successful, messages will be deleted from the

Gmail folder."

In the Contact email address field, enter your contact email address.
Click Submit.

O Acthis point, the OAuth consent screen is verified, but application is yet to be verified.
Unverified app does not impact anything.

Copy the following XML content.

<MailAccount Id = "pop3 oauth testmail" DisplayName="pop3 ocauth testmail"
Host="pop.googlemail.com" Port="995" SSL="true" IgnoreCertificateErrors="false"
UserName="ProgramTesting@gmail.com" Protocol="POP3 OAUTH"
ClientID="89205223141133cjceblmui8floimb67jn67raffn5hl.apps.googleusercontent.com"
ClientSecretID="MiVbIAJpGwBxpUjFkxIF8ven">

<MailEncoding>UTF-8</MailEncoding>

<DefaultCharset>UTF-8</DefaultCharset>

<Folders>
<Folder>ALL MAIL</Folder>
</Folders>
<Filter />
<Impersonate Enabled = "false" />

</ MailAccount >

Open the EPortal.AppConfig file, located at C: \ProgramData\TIS\<eFlow6>\AppData
\Server\<Application name>\Setup, and paste the copied content under
<MailAccounts/> section.
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35. Change the Id, Displayname, UserName, ClientID, ClientISecretID, and then save the file.

0 Note down the Client ID and Client Secret which can be referred in future activities.

36. In the eFlow LaunchPro, on the Stations list, select ePortal manual station.
If opened for the first time the following page appears.

&G Sign in with Google

Choose an account

to continue to ePortal

J JohnDoe@gmail.com

J JohnDoe2@amail.com

J JohnDoe3@gmail.com

@ Use another account

o

Before using this app, you can review Eportal's
privacy policy and terms of service.

English (United States) ~ Help Privacy Terms

37. Select the Gmail account that you provided as the contact email address. The following page
appears.
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O your Gmail account is not signed in from the computer where you are using the ePortal,

then you need to sign in using your Gmail username and password.

A

This app isn't verified

This app hasn't been verified by Google yet. Only proceed if you know and trust the
developer.

If you're the developer, submit a verification request to remove this screen. Learn more

Advanced BACK TO SAFETY

38. Click Advanced.
The following page appears.
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A

This app isn't verified

This app hasn't been verified by Google yet. Only proceed if you know and trust the
developer.

If you're the developer, submit a verification request to remove this screen. Learn more

Hide Advanced BACK TO SAFETY

Google hasn't reviewed this app yet and can't confirm it's authentic. Unverified apps may
pose a threat to your personal data. Learn more

GGo to ePortal (unsafe)

39. Click Go to ePortal (unsafe).
The Grant ePortal permission Web dialog appears.
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Grant ePortal permission

Read, compose, send, and
M permanently delete all your
email from Gmail

40. Click Allow. The Confirm your choices page appears.
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-~

& Sign in with Google

Confirm your choices
o lohnDoe@gmail.com

You are allowing ePortal to:

ﬂ Read, compose, send, and permanently delete all
your email from Gmail

Make sure you trust Eportal

You may be sharing sensitive info with this site or app.
Learn about how Eportal will handle your data by reviewing
its privacy policies. You can always see or remove access
in your Google Account.

Learn about the risks

English (United States) ~ Help Privacy

Terms

41. Click Allow.

42. After accepting the permission, the ePortal Manual station starts fetching the Gmail

messages from the configured folder.
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&) SimpleDemoEportal - ePortall

- File Options Help
E )

_Messages [
Connected to Gmail_oauth

Fetching email...Gmail_oauth

Importing email 1/1...

Messageld: 1729d668b093651c
From: JohnDoe@gmail.com

Subject: ePortal testing

Converter config:
Converting 00001981.TIF...
Converted

Converting 2019-03_Abrechnung_K-60256_50055pdf ..
Converted

Converter config:
Files converted
Merging step
Converting ﬂ'-ebodytn TIF...
Adding the body to the file mumam..,
Merged
Creating collection 1/2...
Collection created: 0048e925-11cc-4642-9264-414b56 3096 2e
Collection created: c5eb06dc-34f3-401c-914-515%2132579
Archived: Email saved to C:\Archive\Success'\2020"06\29;
Collections [00001881] locked
Collections [00001882] locked
Collections [00001881] freed
Collections [00001882] freed
Connected to Gmail_oauth
Fetching email.. Gmail_oauth
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IMAP_GMAIL connector

IMAP_GMAIL connector is an upgraded version of IMAP connector, which implements OAuth
for secure delegate access. This connector does not require password for the email account
configuration in the EPortal.AppConfig file.

The IMAP_GMAIL connector retrieves a batch of emails from an email server using the IMAP
protocol. With the IMAP protocol it is possible to set a message as read, delete, or move; and we
use Gmail API for this. Gmail API use the OAuth 2.0 protocol for authentication and authorization.
Google supports common OAuth 2.0 scenarios such as those for web server, client-side, installed,
and limited-input device applications.

Unsynchronized mode

Depending on the archive configuration, the emails in the mailbox are deleted, moved, or set as
read after the eDocs are imported into the eFlow workflow.

By default, ePortal sets imported files as READ, so when ePortal retrieves emails with the exchange
online filter IsRead=false, it only imports new emails.

Synchronized mode

Not required.

Autorun mode

Disable the autorun mode in the following scenarios and run the ePortal manual station.

Scenario 1: Whenever you add a new email account in IMAP_GMAIL protocol, in the
EPortal. AppConfig file, manually authorize yourself in ePortal station by entering configured email
account credentials and permissions consent.

Scenario 2: When the password for your email account expires or changes, authorize yourself again
by opening ePortal station manually.

Enable the autorun mode for the ePortal station.

Configuration

Any application that implements OAuth standards to authenticate and authorize its users, it needs
to be registered with the corresponding Application/Web servers.

The following step-by-step procedure explains how to register an ePortal application, and the
minimum set of privileges needed for it. More granular role-based access privileges are possible,
but this is subjected to the IT policies of the individual organizations.

Google cloud configuration for Gmail

You can create a new project, enable, and configure it for Gmail.
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O The figures and user interfaces used in the following procedure are taken from the Google's
website and they might change occasionally. Hence, we request you to follow the latest procedure
mentioned in the Google's website, which is updated time-to-time. If you still face issues while
authorizing your application, we recommend to take assistance from the user who has expertise

in authorizing an application.

1. Go to https://console.cloud.google.com and follow the on-screen instructions to sign into the

Google Cloud Platform.
After a successful sign-in, the Google Cloud Platform main page appears.

= Google Cloud Platform Q v 2 0 a
Manage resources 3 CREATEPROJECT 3 CREATEFOLDER ~ MOVE  DELETE C  HIDE INFO PANEL

= Filter e m No resource selected
Name D Last accessed Charges @ Label:
O & oo PERMISSIONS LABELS ACTIVITY

No results to display

RESOURCES PENDING DELETION
o Please select at least one resource.

2. On the Google Cloud Platform main page, click CREATE PROJECT.
The New Project page appears.
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= (Google Cloud Platform

New Project

You have 12 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

[ Project name *

GmailOauth| (7]

Project ID: gmailoauth-288511. i cannot be changed later.  EDIT

Location *
B Mo organization BROWSE

Parent organization or folder

CREATE CAMCEL

3. Inthe Project name * field, type a name for the project.
4. Inthe Location field, select the location as "No organization".

5. Click CREATE.
The following page appears.
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= Google Cloud Platform

f Home Dashboard
Act

YW Marketplace iy
Recommendations

& Billing

API APIs & Services >

¥ Support >

© 1AM &Admin >

® Getting started

& security >
A Anthos >
comPuTE

@ AppEngine >
£} Compute Engine >
@  Kubemetes Engine >

() Cloud Functions
)»  Cloud Run

& VMware Engine

SToRAGE
@ Bigtable
%%  Datastore >

httpsi/console.cloud.google.com/home/dashboard +

6. On the left sidebar, select Home > Dashboard.
The Dashboard page appears.

Platform
A Home N DASHBOARD ACTIVITY RECOMMENDATIONS /' CUSTOMIZE
&
¥ Marketplace @  How Google Cloud is helping during COVID-19. Leam more DIsMiss.
& Biling
API  APIs & Services > $e Project info H API APIs H & Google Cloud Platform status H
. Project name.
W Support > Gmailoauth Requests (requests/sec) Al services normal
10
. Project D

© 1AM &Admin > gmaioauth288511 . - Go'to Cloud status dashboard
® Getting started Project number 0

dperaaesaezs A Nodata is available for the selected time frame. - .
@ security > o =2 Monitoring 3

ADD PEOPLE TO THIS PROJECT . Setup alering polcies
A Anthos >

o Create uptime checks
> Gotoprojectsettings 4% 445 sem 515 !
comPUTE
& Enat N View all dashboards
-© ngine 3
App Engi & Resources H > Goto APIS overview
&} Compute Engine > This project has no resources - GotoMonitoring
@  Kuberetes Engine >
= Trace H @ Error Reporting H

(+)  Cloud Functions

No trace data from the past 7 days No sign of any errors. Have you set up Error Reporting?
)»  Cloud Run
& VMware Engine > Get started with Stackdriver Trace => Lear how to set up Error Reporting
Sromes ® Getting Started H B News H
@ Bigtable AT Explore and enable APIs Whatis APIirst? 5 opportunities to create business value

13 hours ago
Wi Datastore > Y beploy a prebuit solution Next On
digital transformation

7. Under Getting Started, click Explore and enable APIs.
The APIs & Services page appears.
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Google Cloud Platform

Q  Search products and resources

API APIs & Services APIs & Services

4 Dashboard

W ubrary

+ ENABLE APIS AND SERVICES

Thour 6hours 12 hours

1day 2days 4days 7days 14days 30days

or  Credentials Traffic * Errors * Median latency *
108 10
OAuth consent screen
Domain verification
Page usage agreements A me. A Nodata s available the selected time frai
Aug 08 Aug 16 g2 B Aug09 A6 A9 23 Aug30 Aug09 Aig23 A 30 -
Fitter ()
Name & Requests Errors (%) Latency, median (ms) Latency, 95% (ms)
BigQuery API
BigQuery Storage API
Cloud Datastore API
Cloud Debugger AP

Cloud Logging AP
Cloud Monitoring API

Cloud saL

Cloud Storage

Cloud Storage API

Cloud Trace API

Google Cloud APIs

Google Cloud Storage JSON API

a Service Management API
8511

8. On the left sidebar, click Library.
The API Library page appears.

Google Cloud

Dpersting systerme

Google Workspace

Healthcare

Science & research )

Google Drive API

Google

Google Emerprise AFls 170)

Climate 1

eae and manags ressurzes in
Blog & CM3 Google Drive.
Securty

CRM

Developer s
YouTube
Networking )]

Storage

YouTube Data APIv3

Monitaring

Mabile (13)

¥ouTube 3

Google Workspace

E

Google Calendar API

Google Enterprise A

Manage calendars and events in

Google Calendar

YouTube Analytics API

Google

Retrieves your YouTube Analytics

dar

9. Under Google Workspace, click Gmail API.

The Gmail API page appears.

M

Gmail AP

and manags Gmail mailsox

VIEW ALL (3)

YouTube Reporting API

Google

Schedules reporting

containing your YouTube Analytics

ds

nd downlesds the resuing.

Google Sheets API
Google Enterprise

The Shests AP gives you ful

appearence of your spreadsheet

VIEW ALL (25)

o]

Google Werkspace
Marketplace SDK

Google

Publish applications to the Soogle
Werkspac

Marketpls
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Google Cloud Platform Q  Search products and

Gmail API

Flexible, RESTful access to the user's inbox

EUCTN TRy THis AP 2

OVERVIEW DOCUMENTATION SUPPORT
Overview
The Gmail AP! lets you view and manage Gmail mailbox data like threads, Additional details

messages, and labels.

Type: APIs & services

Last updated: 12/10/19
About Google
Category: Email, G Suite

Google's mission is to organize the world's information and make it
universally accessible and useful. Through products and platforms like
Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google
plays @ meaningful role in the daily lives of billions of people.

Service name: gmail.googleapis.com

Tutorials and documentation

Leam more (2

Support

Leam more

Terms of Service

10. Click Enable.
The Overview page appears.

Google Cloud Platform Q  Search products and resources

APIS & Services Oveniew] W DISABLE API
1 Gmail API

Overview

@  Tousethis API, you may need credentials. Click ‘Create credentials'to get started CREATE CREDENTIALS
@ Metrics —_——

Quotas

Details i Traffic by response code

o+ Credentials Name

Request/sec (2 hr average)
Gmail API

8y 106
Google
Service name

gmail googleapis.com L
time frame.

Overview
The Gmail AP! lets you view and manage Gmail mailbox data like
threads, messages, and labels.

Activation status
Enabled

(07 Sin0d  Teett  Th1d  Sa1s  Mont7 Wed19  Fn2t

Tutorials and documentation

“

> Viewmetrics
Leammore

Try in API Explorer

Maintenance & support

11. On the left sidebar, click Credentials.
The Credentials page appears.
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Google Cloud Platform 2 Gmailoauth v

Q

Search products and resources

APIs & Services

i Credentials + CREATE CREDENTIALS
Gmail API
Overview OAuth client ID
Credentials con  Fequests v
@ Metics To view all credentials o Service account
Enables server-to-serv
Quotas
A Remembert
O« Credentials Hf\p me choose

 consent so your app can access the user's data

el authentication using robot accounts

 few questions to help you decide which type of credential to use

OAuth 2.0 Client1Ds
O neme

No OAuth clients to display
Service Accounts

O emai Name

No service accounts to display

Creation date

Usage with this service (1ast 30 days) @ &

12. Click CREATE CREDENTIALS > OAuth client ID.
The Create OAuth client ID page appears.

Google Cloud Platform 8 Gmailoauth v

API APIs & Services & Create OAuth client ID

& Dashboard

it Library information.

o= Credentials

Q

Search products and resources

Aclient ID is used to identify a single pp to Google's OAuth servers. If your app runs on
mltiple platforms, each will need ts own client ID. See Setting up OAuth 2.0 for more

A Tocreate an OAuth client ID, you must first set a product name on the consent screen

OAuth consent screen

Domain verification

s Page usage agreements.

Type

Usage with llservices (iast 30 days) @

v

Client 1D

CONFIGURE CONSENT SCREEN

Manage service accounts

CONFIGURE CONSENT SCREEN

13. Click CONFIGURE CONSENT SCREEN.

The OAuth consent screen page appears.
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Google Cloud Platform Q  Search products and resources

API APIs & Services OAuth consent screen

% Dashboard Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project

o Library
o+ Credentials User Type

O Internal @

#  OAuth consent screen

Only available to users within your organization. You will not need to

Domain verfication submit your app for verification.

S5 Pageusage agreements © Extemal @

Available to any user with a Google Account.

Let us know what you think about our OAuth experience

14. Under User Type, select External and click CREATE.
The Edit app registration page appears.
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15.

16.

Google Cloud  $¢ My Project 94443 ~ [ Q, Search Products, resources, docs (/)
API APIs & Services Edit app registration
i+  Enabled APls & services @) OAuthconsentscreen — @) Scopes — E) Testusers — @) Summary
it Library
o= Credentials App information
w o T CE e This shows in the consent screen, and helps end users know whao you are and contact
you
=o  Page usage agreements
App name ¥
[ Project_1 l
The name of the app asking for consent
User support email *
[ gautamigd@gmail com - l
For users to contact you with quest ent
App logo EBROWSE l

Upload an ze

App domain

To protect you and your users, Google only allows apps using 0Auth to use Autharized
Domains. The following infarmation will be shown to your users on the consent screen.

Application home page
[ https:/iwww kofae com/ l

Provide users a link to your home page

Application privacy policy link
[ httpa:/iwwna kofax com/legal/privacy l

<l

Provide users 3 link to vnus nushlic arivacy nalic

In the following fields provide with the required information:

+ App name: Name of the application.

+ User support email: User support email.

+ Application home page: Application home page link with HTTP or HTTPS.
+ Application privacy policy link: Application privacy policy link.

+ Application term of service link: Link for terms of service.

* Authorized domain: Type the domain name without HTTPS or HTTP.

Click SAVE AND CONTINUE. The Scopes page appears.
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Google Cloud 8¢ IMAP-gmail-testappl [ Q, Search Products, resources, docs (/)

API APIs & Services Prepare for verification

& Enabled APls & services * OQAuthconsentscreen — * Scopes — ® Optionalinfo — ®  Final review
3 .

i Library
Scopes express the permissions you request users to authorize for your
ow  Credentials app and allow your project to access specific types of private user data
from their Google Account. Learn more
iv OAuth consent screen

If you add sensitive () or restricted { @) scopes, like scopes that let you
S Fageusags agreements 3CcCess a user's emails or contacts, you will need to submit your app for
verification. Learn more

ADD OR REMOVE SCOPES

Your non-sensitive scopes

[ ] APl P Scope User-facing description

Ko rows to display

& Your sensitive scopes
Sensitive scopes are scopes that request access 1o private user data.

® APl P Scope User-facing description

No rows 1o display
<l

17. Click ADD OR REMOVE SCOPES.
18. Select the Gmail API option that has https://mail.google.com/, and then click UPDATE.
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= Filter Erter property name or valus

B s~ T Scope
O Cloaud ...tauth/trace readonly
Trace 4F1
[ Cloud ...Jauth/trace.append
Trace AP
= Email AP https://mail.google.com/
O cmailar ..fauth/gmail modify
O Email AP .../ auth/gmail.compose
[l Email AP ...fauth/gmail addens
.current.action.compose
O cmailar .../auth/gmail.addens
.Current.message.action
O Email AP ..., auth/gmail.readanly
[l Email AP ...fauth/gmail. metadata
O cmailar .../auth/gmail.insert

Manually add scopes

finished, click "Add 1o table”.

User-facing description

Read Trace data for a project or application

Write Trace data for a project or application

Read, compese, send, and permanently delete all your
amail from Gmail

Read, compose. and send emails from your Gmail
accournt

MManage drafts and send emails

hanage drafts and send emails when you interzct
with the add-on

Wiew your email messages when you interact with the
add-on

Wisw your email messages and settings

Wigw your email message metadata such as labels
and headers, but not the email body

Add emails into your Gmail mailbox

Rows per page: 10w 21 - 30 of 39 < >

If the scopea you would like 1o add do not appear in the table above, you can enter them here. Each scope should be on
a new line or separated by commas. Please provide the full scope string (beginning with "https-"). When you are

ADD TOTABLE

19. On the left sidebar, click Credentials.

The Credentials page appears.
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Google Cloud

0= Credentials.
Service account

API APIs & Services Credentials + CREATECREDENTIALS i DELETE

N APIkey

& Dashboard Greate credentials 1030, identifies your project using a simple AP key o check quota and access
i Library OAuth client ID

A Toprotectyr Requests user consent so your app can access the user's data soogle. Learn more

Enables server-to-server, app-level authentication using robot accounts

i OAuthconsent screen API Keys
@ Domain verification O neme Help me choose Key
Asks 2 few questions to help you decide which type of credential to use
So Pageusage agreements O @ srikey ALzaSyDYHV. .. gQrOVGLISE [}

OAuth 2.0 Client IDs
O Neme

No OAuth clients to display
Service Accounts

O emal Name 4

No service accounts to display

Creation date

Usage with all serices (last 30 days) @

CONFIGURE CONSENT SCREEN

Usage with all services (last 30 days) @
o 7

Client ID

Manage service accounts

20. Click CREATE CREDENTIALS > API key.
The API key created Web dialog appears.

API key created

Use this key in your application by passing it with the parameter.

Your APl key
| AIzaSyDYHVIEZ2t7NWENIOFSqBPgZGrOVEL1SE ]

AR Y d

CLOSE  RESTRICT KEY

21. Click RESTRICT KEY. The Restrict and rename API key page appears.
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Google Cloud Platform

Q  Search products and resources

API APIs & Services

& Dashboard
W ubrary
o Credentials

OAuth consent screen

Domain verification

<«

Restrict and rename API key C' REGENERATE KEY @ DELETE

Name *
APIkey 1

Key restrictions

A Thiskey s unrestrcted. Restrictions help prevent unauthorized use and quota
theft. Leam more &3

licati , P addresses,
APIkey. You can set ane application restriction per key.

@® None
© HTTP referrers (web sites)

O 1P addresses (web servers, cron jobs, etc.)
O Android apps

O iosapps

API restrictions

AP restrictions specify the enabled APls that this key can call

© Dont restrictkey
Tris key can call

@ Restrict key

1 4P1 -

Selected APIs:

Gmail API

Note: It may take up to 5 minutes for settings to take effect

[ IO

APIKey
ATZaSyDYHV1EZ2tTNERADF SqBPgZ9Qr DVGL SE

Use this key in your application by passing it with key=APT_KEY parameter.

Creation date ‘September 4, 2020 at 5:39:20 PM GMT+5

Created by subrataadx@gmail.com (you)
Total usage (last 30 o
days)

L]

22. Under Application restrictions, select None.
23. Under API restrictions, select Restrict key.
24. Click Save.

Google Cloud Platform

Q  Search products and resources

API APIs & Services

& Dashboard
W ubrary
o« Credentials

OAuth consent screen

Domain verification

Page usage agreements

Credentials

+ CREATECREDENTIALS @ DELETE

APIkey

1020 identifiesy using a simple API key to check quota and

OAuth client ID
A Toprotecty Requests user con

nt S0 your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

API| Keys

O eme Help me choose

O © artkey| 47w estons o hopyudacidowhichtyps fcradertl 1o 1se
APIkey

OAuth 2.0 Client IDs

O Neme

No OAuth clients to display

Creation date

Service Accounts

O emai

No service accounts to display

Name 1

3o0gle. Learn more

Key Usage with all services (last 30 days) @

AIzaSYDYHV...qQrDVGLISE T 0

Type

Usage with al serices (i2st 30 days) @

CONFIGURE CONSENT SCREEN

Client 1D

Manage service accounts

25. On the left sidebar, click Credentials and then click CREATE CREDENTIALS > OAuth client ID.

The Create OAuth client ID page appears.
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= Google Cloud Platform

API APIs & Services & Create OAuth client ID

O canceL

<« Dashboard L ‘s servers. If your app runs on
- multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
it Lbrary information.
o« Credentials
B 8
W 1 types
[  Domain verification Name *
Desktop client 1
o Page usage agreements “The name of your OAUth 2.0 clien. This name is only used o identy the client nthe
console and will ot be shown o end users.

26. From the Application type list, select Desktop app and click CREATE.

The OAuth client created Web dial

O Note down your Client ID and Cli
configuration.

0g appears.

OAuth client created

The client
Services

APIs &

@  Ohuthis limited to 100 sensitive scope logins until the OAuth
; ST "
that can take several days.
Your Client ID

7af1u8adkfao]

‘Your Client Secret
SwHoSZF2YMbkmitkY fheGZnem

ent Secret as you will require them in Application

27. Click OK. The following page appears.
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Google Cloud Platform

Q  Search products and resources

API APIs & Services Credentials + CREATE CREDENTIALS

< Dashboard

W ubrary

W DELETE

Create credentials to access your enabled APIs. Leam more

A Toprotect you and your users, your d )y Google. Learn more
©Ov  Credentials
OAuth consent screen APl Keys
Domain verification O tame Creation date & Restrictions. Key
So  Pageusage agreements O © arikeyt Sep4,2020 Gmail API AIzaSyDYHV...gQrDVGL1SE
OAuth 2.0 Client IDs
0O Neme Creation date Type
O  esktopclient1 Sep 4,2020 Desktop
Service Accounts
O emal Name 1 Usage with allservices (tast 30 days) @

No service accounts to display

CONFIGURE CONSENT SCREEN

Usage with all services (1ast 30 days) @

0 |

Client ID

488743634823~ f7qf :] |

Manage service accounts

28. On the left sidebar, click OAuth consent screen.
The OAuth consent screen appears.

Gmailoauth v

Google Cloud Platform

Q  Search products and resources

API APIs & Services OAuth consent screen

‘Scopes for Google APIs

Dashboard

Google il ver
B Ubrary

 your,
verification by Google before its published. Learn more.

©Ov  Credentials

OAuth consent screen

emal

Domain verification profile

openid

Page usage agreements
A nittpsy/mail google.com

Add scope.
Authorized domains

otect you and your users, Goagle only allows applications that aut
OAuthto use A omains. Your applicat .

Domains. Learn more:

verfcation by Google before its published. Learn more.

A kofaxcom
example.com
Type inthe domain and press.

Application Homepage link

Show Must be hosted on an Author

hitps:/www kofax.com/

‘Application Privacy Policy link
sn e consent screen. Must be hosted o

hitps:/www kofax.comyLegal/Privacy
‘Application Terms of Service link
sn e consent screen. M

hitps:/ or hitp:

a DY st orvetcaton | | Garce

Domain.

imitations. Learn more about ho
behave before its verifed.

Let us know what you think about our OAuth
experience.

OAuth grant limits

Total user cap before verification

imit the number of users who can grant
permission to sensitive scopes. This user cap wil be
in place until your app is verified by Google. Your total
user cap s setto 100 users.

0 users /100 user cap

Token grant rate.

e limit s 10,000 grants per day. The per day token
grant rate resets every day.

Raise limit

300

Sep3,20205:52PM

No data for this time interval

29. Click Submit for verification. The Verification required Web dialog appears.
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30.

31.
32.

33.

Verification required

Trust  which may
take several weeks. Leam more

Select allthe descriptions that best describe your app
Gmail other
Email Client + Please explain below
Email Backup/ Takeout
Email Productivity
Email Monitoring and Reporting

How will each scope be used?
Restricted Gmail Showless A
hitps:/mail.google.comy

Our 3pp reads Gmail messages from a particular older After read
essages, atlocal

Project 105 of any other projects that use OAuth

Contact email address

4 My usage of Restricted Scopes complies with all Additional Requirements for
Specific API
and transfer of data.

Allfelds are required unless labeled optional

CANCEL ~ SUBMIT

Select the Please explain below check box, and in the How will each scope be used? field,
provide a meaningful explanation.

For example, see the following explanation.

"Our application will read Gmail messages from a particular Gmail folder.
After reading messages, the messages will be saved on a local computer
with attachments (if any attachments exist) and will do further process.
If the process is successful, messages will be deleted from the

Gmail folder."

In the Contact email address field, enter your contact email address.
Click Submit.

O Acthis point, the OAuth consent screen is verified, but application is yet to be verified.
Unverified app does not impact anything.

Copy the following XML content.

<MailAccount Id="Gmail ocauth" DisplayName="Gmail oauth" Host="" Port="0"
SSL="true"
IgnoreCertificateErrors="false"
UserName="abc.xyz@gmail.com" Protocol="IMAP GMAIL"
ClientID="178056894859-
ulbikaamgkjvlhlpkn4ftf575sllglok.apps.googleusercontent.com"
ClientSecretID="AkKRNOwB-YORbgBoLJapsSnvV8">
<MailEncoding>UTF-8</MailEncoding>
<DefaultCharset>UTF-8</DefaultCharset>
<Folders>
<Folder>Eportal Input</Folder>
</Folders>
<Filter>UNSEEN</Filter>
<Impersonate Enabled="false" />
</MailAccount>
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34. Open C:\ProgramData\TIS\<eFlow6>\AppData\Server\<Application name>\Setup
\EPortal.AppConfig, and paste the copied content under <MailAccounts/> section.

i B messages are in sub-folder of Gmail, then the folder structure will be like the following:

<Folder>/Eportal_Input/<sub-folder name>/<Folder>

35. Change UserName, ClientID and ClientISecretID, and save the file.

36. In the eFlow LaunchPro, on the Stations list, select ePortal manual station.
If opened for the first time the following page appears.

&G Sign in with Google

Choose an account

to continue to ePortal

d JohnDoe@agmail.com

J JohnDoe2@amail.com

J JohnDoe3@agmail.com

@ Use another account

Before using this app, you can review Eportal's
privacy policy and terms of service.

English (United States) - Help Privacy Terms
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37. Select the Gmail account that you provided as the contact email address. The following page
appears.

i Bi; your Gmail account is not signed in from the computer where you are using the ePortal,
then you need to sign in using your Gmail username and password.

A

This app isn't verified

This app hasn't been verified by Google yet. Only proceed if you know and trust the
developer.

If you're the developer, submit a verification request to remove this screen. Learn more

Advanced BACK TO SAFETY

38. Click Advanced.
The following page appears.
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This app isn't verified

This app hasn't been verified by Google yet. Only proceed if you know and trust the
developer.

If you're the developer, submit a verification request to remove this screen. Learn more

Hide Advanced BACK TO SAFETY

Google hasn't reviewed this app yet and can't confirm it's authentic. Unverified apps may
pose a threat to your personal data. Learn more

GGo to ePortal (unsafe)

39. Click Go to ePortal (unsafe).
The Grant ePortal permission Web dialog appears.
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Grant ePortal permission

Read, compose, send, and
M permanently delete all your
email from Gmail

40. Click Allow. The Confirm your choices page appears.
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-~

& Sign in with Google

Confirm your choices
o lohnDoe@gmail.com

You are allowing ePortal to:

ﬂ Read, compose, send, and permanently delete all
your email from Gmail

Make sure you trust Eportal

You may be sharing sensitive info with this site or app.
Learn about how Eportal will handle your data by reviewing
its privacy policies. You can always see or remove access
in your Google Account.

Learn about the risks

English (United States) ~ Help Privacy

Terms

41. Click Allow.

42. After accepting the permission, the ePortal Manual station starts fetching the Gmail

messages from the configured folder.
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&) SimpleDemoEportal - ePortall

- File Options Help
E )

_Messages [
Connected to Gmail_oauth

Fetching email...Gmail_oauth

Importing email 1/1...

Messageld: 1729d668b093651c
From: JohnDoe@gmail.com

Subject: ePortal testing

Converter config:
Converting 00001981.TIF...
Converted

Converting 2019-03_Abrechnung_K-60256_50055pdf ..
Converted

Converter config:
Files converted
Merging step
Converting ﬂ'-ebodytn TIF...
Adding the body to the file mumam..,
Merged
Creating collection 1/2...
Collection created: 0048e925-11cc-4642-9264-414b56 3096 2e
Collection created: c5eb06dc-34f3-401c-914-515%2132579
Archived: Email saved to C:\Archive\Success'\2020"06\29;
Collections [00001881] locked
Collections [00001882] locked
Collections [00001881] freed
Collections [00001882] freed
Connected to Gmail_oauth
Fetching email.. Gmail_oauth




Kofax eFlow ePortal User's Guide

EXCHANGE_ONLINE connector

EXCHANGE_ONLINE connector is an upgraded version of EWS connector, which implements
OAuth for secure delegate access. This connector does not require password for the mail account
configuration in the EPortal.AppConfig file.

The EXCHANGE_ONLINE connector retrieves a batch of emails from a Microsoft Exchange Server or
Office 365 using Microsoft graph API and Oauth 2.0 mechanism in Azure cloud. After all emails from
the batch are parsed, the connector returns an eBatch that can be processed by each ePortal stage.

Unsynchronized mode

Depending on the archive configuration, the emails in the mailbox are deleted, moved, or set as
read after the eDocs are imported into the eFlow workflow.

By default, ePortal sets imported files as READ, so when ePortal retrieves emails with the exchange
online filter IsRead=false, it will only import new emails.

Synchronized mode

Not required.

Autorun mode
Disable autorun mode in below scenarios and run the ePortal manual station.

Scenario 1: Whenever you add a new email account in EXCHANGE_ONLINE protocol, in the
EPortal. AppConfig file, manually authorize yourself in ePortal station by entering configured email
account credentials and permissions consent.

Scenario 2: When the password for your email account expires or changes, re-authorize yourself by
opening ePortal station manually.

Enable the autorun mode for ePortal station.

Configuration

Any application that implements OAuth standard to authenticate and authorize its users, the
application needs to be registered with the corresponding Application/Web servers.

The following step-by-step procedure explains how to register an ePortal application, and the
minimum set of privileges needed for it. More granular role-based access privileges are possible,
but this is subjected to the IT polices of the individual organizations.

Azure cloud configuration for Office 365

This section describe the Azure cloud configuration for Office 365. After you configure Azure cloud,
ePortal automatically can read emails from Outlook.
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O The figures and user interfaces used in the following procedure are taken from the Microsoft
Azure website and they might change occasionally. Hence, we request you to follow the latest
procedure mentioned in the Microsoft Azure website, which is updated time-to-time. If you still
face issues while authorizing your application, we recommend to take assistance from the user

who has expertise in authorizing an application.

1. Signintohttps://portal.azure.com using your work account. Follow the on-screen

instructions to complete the sign in procedure.
After a successful sign-in, the Azure home page appears.

_ £ search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

>

fits

Start with an Azure free trial Manage Azure Active Directory Access student be
2 credit toward Azure products and services Manag O te rt policies, and enhance sacurity Gat free software, Azur
ths of popular free senices

Azure services

+ @ @ = & G © &

machines acoounts for Postgres. DB senices

Virtual App Services Slorage SOL databases  Azure Database  Azure Cosmos Kubernetes Function App

2. Onthe Azure home page, under Manage Azure Active Directory, click View.

The Overview page appears.
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Home
i ) Kofax, Inc. | Overview
Azure Active Directory

«

@ Switch tenant + Create atenant (' What's new

@ Overview
A Getting started
BB preview hub

X Diagnose and solve problems

Kofax, Inc.

Manage
[© search your tenant
& users
& Groups B Tenant information > Azure AD Connect
Your role Status
&. Roles and administrators User More info Enabled
A administrative units (Preview) License
Azure AD Premium P2 Last sync

8 Enterprise applications Less than 1 hour ago

Tenant ID

E ODevices bed8bas(-75e2-4c6c-Baas-fffec... [N

B App registrations Primary domain

¢ kofaxinc.onmicrosoft.com
& 1dentity Governance

B Application proxy
& Licenses Sign-ins

B Azure AD Connect

& Custom domain names

Company branding

@ user settings

[ Preview features

@ Azure Active Directory can help you enable remote waork for your employees and partners. Learn more

& Got feedback?

Only global administrators, security administrators, security
readers, and report readers can view sign-ins. Mare info o

Your role User

Manage App registrations

Register your application. You can register your application in a directory or outside of a directory.

1. On the left sidebar, under Manage, click App registrations.

The App registrations page appears.

e i

Home » Kofax, Inc.

Kofax, Inc. | App registrations #

’ .
Azure Active Dire

«

+ New registration @ Endpoints f’ Troubleshooting L Download (Preview)

@ overview
# Getting started
Preview hub

FiS Diagnose and solve problems
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

Manage

& Users

All applications QOwned applications

& Groups )
L Start typing 2 name or Application ID to filter these results

& Roles and administrators

& Administrative units (Preview)
H§ Enterprice applications

Ol Devices

. App registrations

[ 1dentity Governance

B2 Application proxy

s Licenses

B Azure AD Connect

< Got feedback?

@ Welcome to the new and impraved App registrations (now Generally Available). See what's new and lesm more on how it's changed. =

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and sec

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

2. Click New registration.
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The Register an application page appears.

= Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > Kofax. Inc.

Register an application

* Name

The user-facing display name for this application (this can be changed later

Supported account types

3. In the Name field, type the application name that is to be displayed to the users.

4. Under Supported account types, select Accounts in this organizational directory only
(Kofax, Inc. only - Single tenant).

O sclect this option if you want to build a Line-of-Business (LOB) application. It maps only a
single tenant to Azure AD (Active Directory). This is the default option and is only available if
you register your application in a directory. The default is Azure AD multi-tenant and personal
Microsoft accounts if you register the application outside of a directory.

5. Under Redirect URI (optional), select Public client/native (mobile & desktop) from the list

and click Register.
The following page appears.
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SRS

Home > Kofax. Inc. > ePortal

EH ePortal # X
0 Search (Ctrl+)) « @ oelete @ endpoints
L ezue @ ot second? We would fove your feedback on Microsotidentity platform (oreviously Azure AD fo developer). =
& Quickstart
A Essentials
A Integration assistant (preview)
Display name. ePortal Supported account types  : My
Manage Aapplication (client) ID : f688dd50-197d-4ddg-besd-0bde4fe6ar0d Redirect URls 0web, 0spa, 1 public client
B eronding Directory tenant) D : bedabast-7Se2-4dsc-8aas-fscabaatt Application 1D UR 3pi//f83dd50-197-4dds-begd-ObSedfesaTod
Object D 33613b84-2717-4236-bfbb-5beadi030998 Managed application inL... : ePortal

D authenticstion
Certifictes & serets @ Wecome to the new and improved App registrations. Looking tolean how s changed from App registrations (Legacy)? Lear more

1l Token configuration

o APl permissions @ Sterting June 30th, 2020 we will no longer add any new features to Az Library (ADAL) and o rt pdates but we will no longer provide feature updates. Applications will need to be
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
@ expose an API

. Owners
& Roles and administrators (Preview) Call APIs Documentation
B Manifest Microsoft ide platform

Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph
Glossary

Help and support

Support + Troubleshooting

£ Troubleshosting

& New support request
Build more powerful 2pps with rich user and business data
from Microsoft services and your own company's data
sources.

Vi

AP permi

Sign in users in 5 minutes

Manage authentication

You can configure application settings based on the platform or device you are targeting.
1. On the left sidebar, under Manage, click Authentication.
The Authentication page appears.

o= i Sl I

Home > Kofax Inc. > ePortal

) ePortal | Authentication =

R Search (Ctrl+/) « B s

B Overview

2 Got feedback?

Platform configurations
& Quicksta

Depending on the platform cr device this application is targeting, additional configuration may be required such as

Integration assistant (preview) redirect URIs, specific authentication settings, or fields specific to the platform
Manage -+ Add a platform
= Branding

2 ATTETHED Supported account types

Certificates & secrets
‘Who can use this application or access this API?

Token configuration

(® Accounts in this organizational directory only (Kofax, Inc. only - Single tenant)
© APl permissions (O Accounts in any organizational directory (Any Azure AD directary - Multitenant)
@ Expose an API
Help me decide...
¥ Owners
A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

& Roles and administrators (Preview)
B Manifest

Advanced settings
Support + Troubleshooting

& Troubleshooting Default client type

& New support request Treat application as a public client.
Required for the use of the following flows where a redirect URI is not used:

* Resource owner password credential (ROPC) Learn more '
* Device code flow Learn mare]!
o Integrated Windows Authentication (IWA) Learn more !
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2. Under Platform configurations, click Add a platform.

The Configure platforms section appears on the right side of the page.

RIS

08 ®g

Home > Kofax, Inc. > ePortal

3 ePortal | Authentication #

5 « ] . Q Got feedback?
B Overview
Platform configurations

& Quickstart

) ng on the platform or device this application i targeting, additional configuration may be required such s
' Integration assistant (preview) redirect URls,specific on settings, o fields specific to the platform,
Manage + Add a platform
B eranding

o) i Supported account types
Cer

ficates & secrets
Who can use this application or access this API?

| Token configuration
(@ Accounts in this organization di

tory only (Kofax, Inc. only - Single tenant)

@

APl permissions O Accounts in any organizational directory (Any Azure AD directory - Mltitenant)

3

Expose an API

Helpn

Owners
A\ Due to temporary differences in supy
accounts for an existi
editor. Leamn

rted functionality, we don't recommend enabling personal Microsoft
gistration. If you need to enable personal accounts, you can do 5o using the manifest
about these restrictions,

Roles and administrators (Preview)

M Manifest

Advanced settings
Support + Troubleshaoting

2 Troubleshosting Default client type ©

2 New support request Treat application as a public client.
Required for the use of the following flows where a redirect URI is not used:

* Resource ov
* Device code fi
o Integrated Win

er pass

credential (ROPC) Learn morec
morecs
Authentication (WA) Learm more ()

Configure platforms X

Web applications

Single-page application

Build, host, and de
application. NET,

y a web server
ython

Mobile and desktop applications

@ ws/mcs s

Objective-C

wift, Xamarin Kotlin, Xamarin

Wi UWP, Consale, IoT & Limited-
entry Devices, Classic i0S + Android

3. Click Mobile and desktop applications.

The Configure Desktop + devices section appears on the right side of the page.

e e

Home > Kofax, Inc. > ePortal

3 ePortal | Authentication =

« (=] Q Got feedback?

B Overview

Platform configurations
& Quickstart

B Depending on the platform or device this application is targeting, additional configuration may be required
' Integration assistant (preview redirect UR's, specific authentication settings,or ields speciic to the platform,

Manage + Add a platiorm
B sunding

D Authentication
Supported account types
Certifcates & secrets
Who can use this application or access this API?
1l Token configuration .
@® Accounts i this organizational directory only (Kofax, Inc. only - Single tenant)
> APl permissions O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Expose an APl

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do 50 using the manifest
editor. Leam bout these ions,

Ml Vanifest

Advanced settings
Support + Troubleshooting

2 Trosbleshoating Default client type ©

B New support request Treat application as a public client.
Required for the use of the following flows where a redirect URI is not used:

« Resource owner password credential (ROPC) Leam more(7
« Device code flow Leam more
« Integrated Windows Authentication (WA) Leam more

Configure Desktop + devices x
<Al platforms Quicstart  Docscf
Redirect URIs

The URIs we will accept as d

after successf
Redirect U

Gestinations when returing authentication responses (tokens)
ly authenticating users. Also referred to as reply URLS. Learn more about
and their restrictionsc'

[ 2/natived s}
[ httpsy//loginlive.com/oauth20_desktop.srf (LivesDK) [y
[J msalfo88dds0-1976-4ddo-besd-Obgeafesa70d://auth (MSAL only) [

Custom redirect URIs

httpsy/contoso.com

4. Select https://login.microsoftonline.com/common/oauth2/nativeclient, and click

Configure.

On the Authentication page, under Redirect URIs, you can see the selected option.
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e S ol

Home > Kofax. Inc. > ePortal

3 ePortal | Authentication #

P Search (Ctri+)) « [ save X Discard | O Got feedback?

I Overview .
Platform configurations

& Quickstart

R Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant (preview) redirect URIs, specific authentication settings, or fields specific to the platform.
Manage T Add a platform

= eranding

D Authentication ~ Mobile and desktop applications Quickstart  Docse' [
Certificates & secrets Redirect URIs
1l Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. Also referred to as reply URLs. Learn

more about Redirect URIs and their restrictionsg!
-®- API permissions

@ Expose an AP https://login.microsoftonline.com/comman/oauth2/nativeclient [
¥ Owners [] https://login.live.com/cauth20_deskiop.sif (LivesDK) [
& Roles and administrators (Preview) [ msalfbsaddso-1974-4ddg-besd-0bgedfesarod: /auth (MSALonly) [

Bl Manifest Add URI

Support + Troubleshooting
&2 Troubleshooting Supported account types
&

& New support request Who can use this application or access this API?

@ Accounts in this organizational directory only (Kofax, Inc. only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide...

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest

editor. Learn mere about these restrictions.

Advanced settings

Manage certificates and secrets

Upload certificates or create client secrets to enable confidential applications.
1. On the left sidebar, under Manage, click Certificate & secrets.
The Certificate & secrets page appears.
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)

Home > Kofax, Inc. > ePortal

ePortal | Certificates & secrets =

O search (Ctrl+/) « 0 Got feedback?

B Branding = ;
Upload certificate
3 Authentication
Thumbprint start date Expires

Certificates & secrets
m No certificates have been added for this application.
il Token configuration
-9 AP permissions

@ Expose an API i
Client secrets

I, Owners . .
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

& Roles and administrators (Preview)

8 Manitest New client secret
anifes

Description Expires Value
Support + Troubleshooting

P Troubleshooting No client secrets have been created for this application.
g

& New support request

B oveniew Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). Far 2 higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart

# Integration assistant (preview) .
Certificates

Manage Certificates can be used as secrets to prove the application’s identity when requesting 2 token. Also can be referred to as public keys.

2. Under Client secrets, click New client secret.
The Add a client secret pop-up appears.

< S e

Home > Kofax, Inc. > ePortal

ePortal | Certificates & secrets =

P Search (Cirl+/) « 7 Got feedback?

B Overview Add a client secret

& Quickstart Description
# Integration assistant (preview) ‘ Client sectet key for ePortal
Manage Expires
QO In1year
E Branding O
= In 2 years
D Authentication (®) Never

Certificates & secrets

1l Token configuration

- API permissions

@ Expose an API .
Client secrets

Owners N
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Roles and administrators (Preview)

Mew client secret
M Manifest

Description Expires Value
Support + Troubleshooting

N No client secrets have been created for this application.
& Troubleshooting

2 New support request

3. In the Description box, enter a description.
4. Under Expires, select Never.
5. Click Add.

On the Certificates & secrets page, under Client secrets, you can see the client secret details.
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Kofax, Inc. > ePortal

ePortal | Certificates & secrets =

O Search (Ctrl+/) « O Got feedback?

I Oveniew Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this blade.
& Quickstart

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

#  Integration assistant (preview) scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Manage
= Certificates
& Branding
Certificates can be used as secrets te prove the application’s identity when requesting a token. Also can be referred to as public keys.
2 Authentication
Certificates & secrets T Upload certificate
ill Token configuration Thumbprint Start date Expires

- - ) R
API permissions No certificates have been added for this application.

Expose an AP

¥, Owners

& Roles and administrators (Preview) Client secrets

B Manifest A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
Support + Troubleshooting T New client secret

&2 Troubleshooting Description Expires Value

B New support request Client sectet key for ePartal 12/31/2299 do1Hq.0xDy1BHEj8.7d-Jj5WvaPIOb_ _t

0 Note down the Client secrets value which can be referred in future activities.

Manage API permissions

Add the required permissions to authorize applications to call APIs.
1. On the left sidebar, under Manage, click API permissions.
The API permissions page appears.
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Home > Kofax, Inc. > ePortal

B overview

& Quickstart

Manage

=

Branding
D Authentication

Certificates & secrets

1l Token configuration
-® API permissions

@ Expose an API

Owners

M Manifest

Support + Troubleshaoting

£ Troubleshooting

& New support request

Fa Integration assistant {preview)

- ePortal | AP permissions =

B Search (Ctri+/) <«

() Refresh

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

v

Add a permission

API / Permissions name
~ Microsoft Graph (1)

UserRead

Delegated

Sign in and read user profile

Roles and administrators (Preview)

Admil

n consentreq... Status

2. Under the Configured permissions, click Add a permission.
The Request API permissions section appears on the right side of the page.

RS e o S o)

Home > Kofax. Inc. > ePortal

- ePortal | APl permissi

P se:

(ctr

«

B Ovenvew
& auidstart
A Integration assistant (preview)
Manage
= eranding
D Authentication
Certificates & secrets
1l Token configuration
> APl permissions
& Expose an AP
. Owners
& Roles and administrators (Preview)
| Menitest
Support + Troubleshooting
& Troubleshooting

& New support request

ons <

O Refresh | QO Got feedback?

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co
all the permissions the application needs. Learn more about permissions 2nd consent

+ Add a permission

API/ Permissions name Type Description Admin consent req..
“Micro
UserRead Delegated  Sign in and read user profile

Request API permissions

Select an AP

Microsoft APIs  APls my organization u

Commonly used Microsoft APIs
Microsoft Graph

N ————
le pe sy Lt

E
Ty Azure Batch

Schedule large-scale parallel and HC
applications in the cloud

€ raweDesops

Integrate with Azure DevOps and Azure
DevOps server

/A Arure Service Management

Programmatic access to much of the
ionaity available through the Azure
|

K TP ————

Programmatic access to
fu

«
nality in Dynamics 365 Business

ses

My APIs

mount of data in Office 365, Enter
Outiook/Exchange, OneDrive, OneN

[l Azure Data Catalog

Programmatic
resources to reg
search data as

(@) ey

Manage your key vaults as well as the
keys, secrets, and certiicates within your
y Vaults

Azure Storage
Secure, massively scalable object and

data lake storage for unstructured and
ni-structured data

B o cun

Access the capabilties of CRM business
< stems

obility + Securiy, and Windows 10.
SharePoint, Planner, and more through a

Aaue Dot ake

Accessto and compute for big

data analytic sc

() Azure Rights Management
i Services
Allow validated users to read and write
protected content

Data Export Service for
icrosoft Dynamics 365
Export data from Microsoft Dynamics
CRM organization to an external
destinatior

B oo

Programmatic access to Dynamics ERP
data

3. Click Microsoft Graph.
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SRS

Home

o

& Quickstart

Kofax, Inc. > ePortal

ePortal | API permissions =

tegration assistant (preview)

Manage + Add a permission

D Authentication

Certificates & secrets

randing

11! Token configuration

9 APl permissions

@ Expose an API

nd administrators (Preview)

st

Support + Troubleshooting

’r

roubleshooting

lew support request

O refresh | O Got feedback?

Configured permissions

dmins as part of the consent process. The list of co

AP/ Permissions name.

Delegated  Sign in and read user profile

Request API permissions

CAll APIS
, Microsoft Graph
® ossgahmoosticons 0o 7

What type of permissions does your application require?

Delegated pert

Your appl

Select permissions

| B

Permission
> IdentityRiskyUser

N/ user (1)

g UeRedwie ©
Read and write access to user profile

O] Usecheadwitent ©
Read and write all users' full profiles

Admin consent required

4. Click Delegated permissions > Select Permission, and then select the following six
permissions:

Click Add permissions.

Mail.ReadWrite

Mail.ReadWrite.Shared

Mail.Send
Mail.Send.Shared
User.ReadBasic.All
User.ReadWrite

On the API permissions page, under API/ Permissions name, you can see all six permissions.
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e e e e )

Home > Kofax, Inc. > ePortal

—- ePortal | APl permissions  »

£ search (Ctrl+/) « () Refresh ' Got feedback?

& Overview A\ ou are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart

# Integration assistant (preview) Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
Manage all the permissions the application needs. Learn more about permissions and consent
B Branding

Add a permission " Grant admin

3D Authentication
AP/ Permissions name Type Description Admin consent req...  Status
Certificates & secrets
- “ Microsoft Graph (6)
Il Token canfiguration

Mail ReadWrite Delegated  Read and write access to user mail - b
-©- AP| permissions

Mail ReadWrite Shared Delegated  Read and write user and shared mail - o
@ Expose an APl

Mail Send Delegated  Send mail as a user - o

Owners
. Mail.Send.Shared Delegated  Send mail on behalf of others. e

4 Roles and administrators (Preview)

User.ReadBasic All Delegated  Read all users' basic profiles - b
M Manifest

User.ReadWrite Delegated  Read and write access to user profile - b

Support + Troubleshooting
4 Troubleshooting

& New support request

Manage exposing an API

Define the scope to allow or restrict access to data or functionality protected by an APIL.
1. On the left sidebar, under Manage, click Expose an APL.
The Expose an API page appears.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Kofax, Inc. > ePortal

& ePortal | Expose an APl #

B overview - ~
Application ID URI (DSet

& Quickstart
# Integration assistant (preview) Scopes defined by this API
Manage Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this

API can request that a user or admin consent to one or more of these.
B eranding
D Authentication } Add a scope

Certificates & secrets Scopes Who can consent Admin consent display ... User consent display na...  State

",
il Token configuration No scopes have been defined
9 AP permissions

& Expose an API
Autharized client applications

Owners
Authorizing a client application indicates that this API trusts the application and users sheuld not be asked to consent when the client calls
& Roles and administrators (Preview) this API.
M Manifest

Support + Troubleshooting
Client 1d Scopes
& Troubleshooting
R No client applications have been autharized
& New support request

2. Under Scopes defined by this API, click Add a scope.
The Add a scope section appears on the right side of the page.
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3.

SRS SIS

Home > Kofax, Inc. > ePortal

& ePortal | Expose an APl »

O Got feedback?

>
B overview -

Application ID URI DSet
& Quickstart

7 Integration assistant (preview) Scopes defined by this API

Manage Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of ths
AP can request that a user or admin consent to one or more of these.
B srnding

D Authentication + Addascope

Certficates & secrets

Add a scope X

Youll need to set an Application ID URI before you can add a permission. We've chosen one,
but you can change it

Application 1D URI* ©
2piy//f0330050-1976-4dl9-besd-Obgedfesa70d

Scopes Who can consent Admin consent display ...  User consent display na... State
Il Token configuration No scopes have been defined
@ Expose an API
Authorized client applications
I Owners
& Roles and administrators (Preview) this AP
M Manifest
Client Id Scopes
& Troubleshooting
& New support request
Click Save and continue
e S
Home > Kofax, Inc. > ePortal Add a scope X
& ePortal | Expose an APl 2
[ search ctri+ « QD Gotfeedback? Files Read
B oveniew api//fb88dd50-197d-4dd9-bed-ObIedfe6a70d Files.Read
Application 1D URI [ 2pi//fb88dd50-197d-4ddo-besd-Obgesfeearod NPAC
& Quickstart Who can consent?
Admins and users.
Scopes defined by this API Admin consent display name * @
9 Define custom scopes to restrict access to data and functionality protected by the APL. An application that requires access to parts of this Read user files
Admin consent description * (O
D Authentication Allows the app to read the signed-in user's files. v
+ Adda scope
Certificates & secrets

Token configuration

1

No scopes have been defined
o APl permissions

@ Expose 2n API
. owners Authorized client applications

Roles and administrators (Preview)

this 401
| vanifest

Support + Troubleshooting Add a client applicator

& Troubleshosting Client1d scopes

& New support request No client applications have been authorized

Authorizing a client application indicates that this AP! trusts the application and users should not be asked to consent when the clent calls

User consent display name @

Read your files -

User consent description ©

the app to read your files]

sute ©
@@ oe)

For Who can consent?, select Admins only.

For State, select Enabled.

Click Add scope.

On the left sidebar, click Overview.
The Overview page appears.
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Home > Kofax. Inc. > ePortal

- ePortal # X

« @ oelete @ endpoints

B overview @ Gota second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart
A Essentials

A Integration assistant (preview)

¢ Display name eportal Supported account types  : My organization only

Manage ‘Application (client) ID : b88dd50-197d-4dds-be8d-Obgedfe6a70d Redirect URs 1 public client

= sranding Directory (tenant) D bedabasf-75e2-4d6c-gaas-ffocabaatft Application 1D UR! 974-4dd9-beBd-ObSedfesarod
Object ID 33613b84-€717-4238-bbb-5beadf030998 Managed application in|... : ePortal

D Authentication
Certfcates & secrets @ Weicome tothe new and improved App egitrations: Looking tolear how it changed from App registrations (Legacy)? Learn more
1l Token configuration

o APl permissions @ Staring June 30th, 2020 we will o longer add any new features to Azure Aciv Directory Authentiation Lirary (ADAL) and Azure AD Graph. W w© " pdates but we willnolonger provide eature upeates. Apiiatons il eed o be
upgraded to Microsoft Authentiction Lirary (MSAL) and Microsokt Graph. Learn more

@ Expose an API
. Owners

& Roles and administrators (Preview) Call APIs Documentation
H Manifest

[ \
& Troubleshooting Q

& New support request

ication scen:

v s

Build more powerful 2pps with rich user and business data

from Microsoft services and your own company's data
sources.

Help and Support

Sign in users in 5 minutes

8. Note down the Application (client) ID.
9. On the left sidebar, click Expose an APL.
The Expose an API page appears.

Microsoft Azure P Search rescurces, services, and docs (G+/)

Home > Kofax, Inc. > ePortal

& ePortal | Expose an APl »

2 Search (Ctrl+/) « P Got feedback?

i Overview

Application ID URI | apii//fb88dd50-197d-4dd9-bead-0bgedfesa7od D | VAl

& Quickstart

' Integration assistant (preview)
Scopes defined by this API

Manage
9 Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this
& eranding API can request that a user or admin consent to one or more of these.

3 Authentication

Add a scope
Certificates & secrets
" Scopes ‘Who can consent Admin consent display ...  User consent display na... State
1l Token configuration
o 45! permissons spi/fo8dds0-197d-4dds-bead-0bge4fecaTodFiles.- [IB] Admins only Read user files Read your files Enabled
@ Expose an API
¥ Owners Autharized client applications
& - . Autherizing a client application indicates that this API trusts the application and users should not be asked to consent when the client calls
s Roles and administrators (Preview) this ABI
B Manifest
Support + Troubleshooting I~ Add 2 client zpplication
£ Troubleshooting Client1d Scopes
& New support request No client applications have been autharized

10. Under Authorized client applications, click Add a client application.
The Add a client application section appears on the right side of the page.
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- SIS

Home > Kofax, Inc. > ePorta

ortal | £ . Add a client application
& ePortal | Expose an 2

dlient 10 ©

| «  Q cotfeedvackz ‘fos8ddso-197-4d9-besd-Oboestesarod

8 overview

_ Authorized scopes ©
Application 1D URI [ 2pi/fbe8dds0-1973-4d09-beBd-0bsedfe6arod Bl/w
& quickstant L] Fesd

A Integration assistant (preview)

Scopes defined by this API
Manage

m scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this
B sranding n request that a user or admin cansent to ne or more of these.
D Authentication
+ Addascope
Certificates & secrets

" Scopes Who can consent Admin consent display ... User consent display na.. ~State
1l Token configuration

api//fbes

pies.. [B) Admins oty Read user s e yur s enables

> APl permissions o-besd-Oboe

@ Expose an APl

., Owners Authorized client applications

3 Rolesan scminstator Greviewy  AUOTEng  chen applcation ccate hat i 4 st he appcation anusrs shouk ot e asked 0 consnt hen hecnt cals
W Manifest

Support + Troubleshooting + Add a clent application

& Troubleshooting Client Id Scopes

& New support request No client applications have been authorized

‘Add application Cancel

11. Inthe Client ID field, paste the copied client ID.
12. Under Authorized scopes, select the check box.
13. Click Add application.
You can see that the required values are available on the Expose an API page.

A L

Home > Kofax, Inc. > ePortal

& ePortal | Expose an APl #

P search (Ctri+/) “ O Got feedback?

B overview

Application ID URI | api//fb88dd50-157d-4dd3-bead-0bedfesa70d D ‘/ m

& Quickstart

# Integration assistant (preview)
Scopes defined by this API

Manage
9 Define custom scopes to restrict access to data and functionality protected by the APL. An application that requires access to parts of this
& pranding API can request that a user or admin consent to one or more of these.

3 Authentication

Add a scope
Certificates & secrets
" Scopes ‘Who can consent Admin consent display ...  User consent display na..  State
Il Token configuration
& APl permissions api//83dd50-197d-4dd9-besd-0bgedfesarod Files... [T Admins only Rezd user files Read your files Ensbled
& Expose an AP
¥ Owners Authorized client applications
& Roles and administrators (Preview) mzr:;;zmg a client application indicates that this API trusts the application and users should not be asked to consent when the client calls
M Manifest
Support + Troubleshooting T~ Add a client application
42 Troubleshooting Client Id Scopes
& New support request fb88dd50-197d-4ddo-besd-0bgedfesarod 1

Manage owners

Use the Owners page to see the owners of ePortal.

On the left sidebar, under Manage, click Owners.
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The Owners page appears.

e o)

Home > Kofax, Inc. > ePortal

ePortal | Owners =

e owners  Got feedback?

(Cirl+/ « { Add owners

# Overview
& Quickstart

# Integration assistant (preview)

Name Email User name Job Title
Manage [] JonnDoe John.Doe@kofax.com John Doe@kofax com Wission Director
B Branding

D Authentication
Certificates & secrets

{ll Token configuration

<& APl permissions

@ FExpose an AP

=% Owners

w Roles and administrators (Preview)

H Manifest

Support + Troubleshooting
f Troubleshooting

.i. New support request

In addition to users with permission to manage any applications, the users listed here can view and edit this application registration.

Type

Member

0 An admin can add more than one owner.

Manage roles and administrators (Preview)

Use the Roles and administrators (Preview) page to see the various administrative roles. On the

left sidebar, under Manage click Roles and administrators (Preview).

The Roles and administrators (Preview) page appears.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Kofax, Inc. > ePortal

.@. ePortal | Roles and administrators (Preview)

P search (Ctrl+/) « O Refresh [z Preview festures | ) Got feedback?

B overview

@ Getjustin-tim access toa ol when you need it using PIM. Learn more about PIM >

& Quickstart

Administrative roles

#  Integration assistant (pr
Administrative roles can be used to grant access to specific areas of this resource. Assign owners using the owner tab to grant full access to this resource.

& Troubleshooting

w support request

Manage Assignable roles are roles that can be assigned here to allow managing this resource. Directory-level roles have inherited access to this resource and can only be assigned at the directory level here
& eranding
P Search by name or description Assignable : Yes. * Add filters
D Authentication
. b
Certificates & secrets Role + Description

1! Token configuration i Application administrator Can create and manage all aspects of 2pp registrations and enterprise 2pps.
o 4Pl permissions # Application developer Can create application registrations independent of the ‘Users can register applications' setting
P——  Cloud application administrator Can create and manage all aspects of app registrations and enterprise apps except App Proxy.
B owners  Directory readers Canread basic directory information. Commonly used to grant directory read access to applications and guests.
5| s T RS i Global administrator Can manage all aspects of Azure AD and Microsoft services that use Azure AD identities.
B Manfest i Global reader Can read everything that a global administrator can, but not update anything

 Hybrid identity administrator I Can enable, deploy, configure, manage, monitor, and troubleshoot cloud provisioning and authentication services.
Support + Troubleshooting

 Security administrator Can read security information and reports, and manage configuration in Azure AD and Office 355.

Type

Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in

Built-in
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Manage manifest

Use the Manifest page to update the application by directly modifying its JSON representation.
1. On the left sidebar, under Manage, click Manifest.
The Manifest page opens with an editor.

SRSl

Home > Kofax. Inc. > ePortal

[ ePortal | Manifest

7 Upload L Downlosd | < Got feecback?

The editor below allows you to update this application by directly modifying its JSON representation. For more details, see: Understanding the Azure Active Directory application manifest
& Quidstart
7' Integration a ® 1 false A2 B 1of
' Integration assistant (preview) 2 1d": "336F3b84-e7F7-4238-bfbb-Sbeadf030998" , v =
3 "acceptiappedClains”: null, trud ra
Manage 4 accessTokenAcceptedversion”: null,
5 addns™: [],
“allowpublicClient”: null,
appId”: "fb8addse-197d-4ddo-besd-eboeafesazed”,
8 appRoles”: [],
o “oauth2Allowr1Pathhatching”: False,

11} Token configuration

Pl permissions

nd administrators (Preview
0 wanifest 19
Support + Troubleshooting n

2 Toubleshooting I

& Newsupport request b ° e
26 “oauth2AllowIdTokenImplicitFlow": false,
27 “oauth2AllowImplicitFlow”: false,

28 oauth2permissions”: [

the app to read the signed-in user’s files”,
files”

431-ce77a2d76d4F"

2. Replace "false" with "true" for all the occurrences and click Save.

Manage branding

The Branding page lets you define the logo, Home page URL, Terms of service URL, and other
branding details.

1. On the left sidebar, under Manage, click Branding.
The Branding page appears.
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o= e e e

Home > Kofax, Inc. > ePortal

«
H overview
& Quickstart
# Integration assistant (preview)
Manage
E= Branding
D Authentication
Certificates & secrets
I Token configuration
= API permissions
& Expose an APl
I owners
& Roles and administrators (Preview)

H Manifest
Support + Troubleshaating

& Troubleshooting

& New support request

g7 ePortal | Branding  »

P Got feedback?

Name * @ | ePortal

Logo None provided

Upload new loge (O [ selecta file

Home page URL @ ‘ e.g. https://myapp.com

Terms of service URL @ ‘ e.g. https://myapp.com/termsofservice

Privacy statement URL @ | e.g. hitpsy//myapp.com/privacystatement

Publisher domain (@ A\ kofaxinconmicrosoft.com

The application’s consent screen will show ‘Unverified .
Learn more about publisher domain

Publisher verification (preview)

Update domain

Associate a verified Microsoft Partner Center (MPN) account with your application. A verified badge will appear in

various places, including the application consent screen. Learn more

MPN ID Add MPN ID

verify publisher

@ e application publisher domain is set to kofaxinc.onmicrosoft.com, but
onmicrosoft.com publisher domains are not allowed. Please use 3 custom domain in
order to proceed. Note: this domain must be a DNS verified domain on the tenant and

match the primary contact domain for your MPN account.

Publisher display name Mot provided

2. Optional. To upload a new logo, click E and select the logo you want to upload.
3. Click Update domain.
The Publisher domain section appears on the right side of the page.

Ao roes e sdcoc o)

Home > Kofax, Inc. > ePortal

&7 ePortal | Branding  #

B Overview

Name* @

& Quickstart

. Logo
# Integration assistant (preview)

Manage

B sranding Home page URL ©

D Authentication
Certificates & secrets

11! Token configuration

Publisher domain A\ Kofaxinconmicrosoftcom

o APl permissions

@ Expose an APl

Upload newlogo © |

Terms of service URL © [ e. https://myapp.com/term

Q Got feedback?

[(eportal ]

None provided

=
)
)
!

[ea mpssjmyappcom

vice

privacysatement URL © [ 23, Rip/myapp compraamEnt

Update domain

The application's consent screen will show ‘Unverified
Learn more about publis

. Owners Publisher verification (preview)

Roles and administrators (Preview)

M Manifest
MPN ID
Support + Troubleshooting

& Troubleshooting

B Newsupport request

Associate a verified Microsoft Partner Center (MPN) account with your application. A verified badge will appear in
various places, including the application consent screen. Learn morec!

ec?

publishe
tion publisher domain i set to kofaxinc.onmicrosoft.com, but
onmicrosoft.com publisher domains are not allowed. Please use  custom domain in
order to proceed. Note: this domain must be a DNS verified domain on the tenant and
match the primary contact domain for your MPN account.

Publisher display name ~ Not provided

Publisher domain X

Select a verified domain  Verify a new domain

Select from the verified domains associated with Kofax, Inc.

kofaxcom <~

To verfy a new dom
domain’ View custom

ofax, Inc. go to the Custom domain names page and select ‘Add custom

[ - e

4. On the Select a verified domain tab, select a domain that is associated with your organization

from the list.
5. Click Save.

6. On the left sidebar, click Overview.
The Overview page appears.
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p IO o) & ®a 20

ome > Kofax, Inc. > ePortal

= ePortal »

review) Call APIs

® &

~7

Sign in users in 5 minutes

7. Note down the Application (client) ID and Directory (tenant) ID for future reference.
Configure EPortal.AppConfig

Configure the EPortal.AppConfig file for your email account.
1. Copy the following XML content.

<MailAccount Id="exchange online outlook" DisplayName="Oauth outlook mails"
Host="https://graph.microsoft.com/" Port="0" SSL="true"
IgnoreCertificateErrors="false" UserName="user.namexyz@kofax.com"
Protocol="EXCHANGE ONLINE" TenantID="bcd8ba5f-75e2-4d6c-8aa5-fff6c8baalff"
ClientID="e3267ecl-edfc-4022-a3a2-a048459e5b00">
<MailEncoding>UTF-8</MailEncoding>

<DefaultCharset>UTF-8</DefaultCharset>

<Folders>

<Folder>Eportal Input</Folder>

</Folders>

<Filter>IsRead=false</Filter>

<ExchangeVersion>Exchange2013</ExchangeVersion>

<Impersonate Enabled="false" />

</MailAccount>

2. Open the EPortal.AppConfig file, located at C: \ProgramData\TIS\<eFlow6>\AppData
\Server\<Application name>\Setup, and paste the copied content under
<MailAccounts/> section, and then save the file.

i B3 messages are in sub-folder of Outlook, then folder structure will be like the following:
<Folder>/Eportal Input/<sub-folder Name>/<Folder>

3. Change UserName, TenantID, and ClientID.

Run the ePortal manual station

Do the following to run the ePortal manual station.
1. In the eFlow LaunchPro, from the Stations list, select ePortal manual station.
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i Bi; your default browser is Internet Explorer, make sure that JavaScript is enabled.

2. If the username (email id) for Outlook is not configured in the EPortal. AppConfig file for the

computer using ePortal, the following page appears.

File Options Help

Messages

3. Select an account, and then type your password to sign in.

KOFAX
Pick an account

John Doe
John.Doe@kofax.com
Connected to Windows

+ Use another account

Back

After a successful sign-in, the following page appears.

file Qptions Help

L

essages

4. Click Accept.

5. After accepting the permission, the ePortal Manual station starts fetching the Outlook

=. Microsoft
John Doe@kofax com

Permissions requested

ePortal
kofax.com

This ication is not published by

This app would like to:

d and write access to your mail

messages from the configured folder.
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eFLOW

Eile Options Help

VFelchmg email...exchange_online_outlook
Importing email 1/1..
Messageld: AAMKkAGVIODEwNDczLWQxNW UtNDEMC 1iYWJkLT Ux YUy ZTRIOTZNABGAAAAAABmwd4caPwoQqtaZ2nnNHLx_BwAsJD2GSg_VTZdycvoNVStsAAADburmAAAsJD2GSg_VTZdycvoNVStsAAADbxzUAAA=

From: JohnDoe@gmail.com
Subject: [EXTERNAL] samples for testing
NbAttachment: 2
NbAttachedEmail: 0
Filtering step .
Filtered
Converting files
Converter config
Converting Blooming_Buds.PDF...
Converted
Converting Blooming_Buds. TIF..
Converted
Files converted
Merging step
Converting the body to TIF ...
Adding the body to the file Blooming_Buds
Adding the body to the file Blooming_Buds...
Merged
Creating collection 1/2...
Collection created: f180a27e-4aba-dcdd befd-79eefe 303649
Creating collection 2/2.
Collection created: fcebd 11d-5521-4696-8b5¢-36 ifae2cbbca
Archiving step.
Archived: Email saved to C:\Archive\Success\2020\10\07;
Collections [(00000001] locked
Collections [00000002] locked
Collections [00000001] freed
Collections [00000002] freed

File connector

The File connector retrieves files from a local file system.

In general, you should use eFlow Collect stations rather than the File connector to import files
unless you need conversions that the eFlow core stations do not support.

Unsynchronized mode
Unsynchronized mode checks for available files in the import folder.
By default, when file are imported, ePortal does not delete them.

To delete or move the original files, in the <Archives> section, set <DeleteOnRemote
Enabled="true"> for each archive.

If you set the Move option in the Archives configuration, the files are moved to a backup folder after
they are imported. This backup folder is a relative path to the import folder.

Configuration

<MailAccount Id="fileImport" DisplayName="FileImport" Host="C" Port="0" SSL="false"
UserName="" Password="" Protocol="FILE">

<Folders>
<Folder>C:\Temp</Folder>

</Folders>
<Filter>*.pdf</Filter>
</MailAccount>
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EML connector

The EML connector imports EML files from a specific folder.
The EML files are parsed to retrieve the attachment files and create the eDoc.
The ID of the envelope is updated in the database and has the same name as the EML file.
After all emails from the batch have been parsed, the connector returns an eBatch object which can
be processed by all ePortal stages.
Unsynchronized mode
Unsynchronized mode checks for available files in the import folder.
By default, after files are imported, ePortal does not delete them.

To delete or move the original files, in the <Archives> section, set <DeleteOnRemote
Enabled="true"> for each archive.

If you set the Move option in the Archives configuration, the files are moved to a backup folder after
they are imported. This backup folder is a relative path to the import folder.

Configuration

<MailAccount Id="EmlImportFolder" DisplayName="EML import folder" Host="" Port="0"
SSL="false" UserName="" Password="" Protocol="EML">
<Folders>
<Folder>C:\ePortal \IMPORT</Folder>
</Folders>
<Filter></Filter>
</MailAccount>

Archive connector

The Archive connector reads EML files from the archive folder. It is used to re-process emails and
recreate collections that were archived as an .eml file.

The difference between the EML connector and the Archive connector is that the Archive connector
uses the EML file name to retrieve it from the ePortal database using following:

+ The original user tags SourcelD, Source, ImportSetld and ImportSetName
* The original collection name

Thus the name of the .eml file is the envelope ID which is used in the reporting database.
Configuration

<MailAccount Id="EmlImportArchive" DisplayName="Import Archive folder" Host="" Port="0"
Ssl="false" UserName="" Password="" Protocol="EML ARCHIVE">
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<Folders>
<Folder>C:\ePortal \ARCHIVE\IMPORT</Folder>
</Folders>
<Filter></Filter>
</MailAccount>

SMTP_OAUTH connector

The SMTP_OAUTH connector allows you to send acknowledgments for the imported emails after
they are processed. The subject and the body of the acknowledgment mail can be configured as per
your requirement. They can also be configured based on the emails processed for each Success,
Reject, Error scenarios.

The eEmails are imported into the ePortal station using connecters, such as EXCHAGE_ONLINE

and IMAP_GMAIL. In the ePortal station using the SMTP_OAUTH connector, for the read emails
acknowledgment mails can be configured according to the statuses (Success, Reject or Error) of the
collections.

SMTP_OAUTH outgoing connector can be configured in two ways in ePortal using:
* Microsoft host
* Gmail host

Microsoft host

This topic details how to register and configure an application for SMTP_OAUTH connector, and also
details how to run the ePortal manual station from eFlow LaunchPro.

App registration

Any application that implements OAuth standard to authenticate and authorize its users, it needs to
be registered with the corresponding Application/Web servers.

If you have already registered an application for EXCHANGE_ONLINE connector in Azure portal, then
the same Client ID and Tenant ID can be used for configuring SMTP_OAUTH connector in ePortal.

If you haven't registered any applications, then follow the application registration steps mentioned
in EXCHANGE_ONLINE configuration. The resulted Client ID and Tenant ID can be used for both
EXCHANGE_ONLINE and SMTP_OAUTH connectors.

Configure the EPortal.AppConfig file

1. After completion of application registration, copy the following text and paste in the
Eportal. AppConfig file under the <MailAccounts/> section.

<MailAccount Id="smtp oauth exchange" DisplayName="smtp oauth exchange"
Host="https://graph.microsoft.com/" Port="0" SSL="true"
IgnoreCertificateErrors="false" UserName="abc.xyz@kofax.com"
Protocol="SMTP OAUTH" TenantID="bcd8ba5f-75e2-4d6c-8cc5-fff6c8baalff"
ClientID="e3267ecl-edfc-3423-a3a2-a048459e5b00">
<MailEncoding>UTF-8</MailEncoding>
<DefaultCharset>UTF-8</DefaultCharset>
<Impersonate Enabled="false" />
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</MailAccount>
2. Change the ID, DisplayName, UserName, TenantID, and ClientID as needed by your application.

3. Copy and paste the below code under ActiveAccounts section:

<ActiveAccount Id=" smtp oauth exchange " Enabled="true" />

Run the ePortal manual station

1. In the eFlow LaunchPro, from the Stations list, select ePortal manual station.

i B your default browser is Internet Explorer, make sure that JavaScript is enabled.

1. If the username (email id) for Outlook is not configured in the EPortal. AppConfig file for the
computer using ePortal, the following page appears.

File Options Help

Vessages

KOFAX
Pick an account

John Doe
@ John.Doe@kofax.com
Connected to Windows

—+  Use another account

Back

2. Select an account, and then type your password to sign in.
After a successful sign-in, the following page appears.
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SimpleDemoEportal - ePortall
File Options Help

essages |
Sign in 1o your account X

B Microsoft
John Doe@kofax.com
Permissions requested

ePortal
kofax.com

This application is not published by Microsoft.
This app would like to:

v Read and write access to your mail.

v Maintain access to data you have given it access to
N/ View your basic profile

Accepting these permissions means that you allow this 3pp to use your
Gata as specified in their terms of service and privacy
has not provided links to their terms for you to review. You
Show

can change thy
details

Daes this app look suspicious? Repor it here

3. Click Accept.
4. After accepting the permission, the ePortal Manual station starts fetching the Outlook

messages from the configured folder.

ePortalTesting - ePortall

: Eile Options Help

Importing email 1/1...
Messageld: AAMKAGVIODEwNDczL WQxNWUtNDIMC 1iYWJkLT UxYjUy ZTRIOTZNABGAAAAAABmwd4ca PwaQqta2nnNHLx_BwAsJD2GSg_VTZdycvoNVSisAAADburmAAASJD2GSg_VTZdycvoNVStsAAADbxzUAAA=

From: JohnDoe@gmail.com

Subject: [EXTERNAL] samples for testing
NbAttachment: 2

NbAttachedEmail: 0

Converting files...
Converter config:
Converting Blooming_Buds.PDF...
Converted
Converting Blooming_Buds.TIF...
Converted
Files converted
Merging step...
Converting the body to TIF...
Adding the body to the file Blooming_Buds...
Adding the body to the file Blooming_Buds...
Merged

Creating collection 1/2...
Collection created: f180a27e-4aba-4cdd-befd-79eefe 303649
Creating collection 2/2...
Collection created: feebd11d-b521-4696-8b5¢-36 fae2cbbca
Archiving step...
Archived: Email saved to C:\Archive\Success\2020\10\07;
Collections [00000001] locked
Collections [00000002] locked
Collections [00000001] freed
Collections [00000002] freed

Gmail host

This topic details how to register and configure an application for SMTP_OAUTH connector, and also
details how to run the ePortal manual station from eFlow LaunchPro.
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Application registration

Any application that implements OAuth standard to authenticate and authorize its users, it needs to
be registered with the corresponding Application/Web servers.

If you have already registered an application for IMAP_GMAIL connector in Google cloud, then same
Client ID and ClientSecret ID can be used for configuring SMTP_OAUTH connector in ePortal.

If you haven't registered any application in Google cloud for IMAP_GMAIL connector, then follow
the application registration steps mentioned in IMAP_GMAIL connector configuration. The resulted
Client ID and ClientSecret ID can be used for both IMAP_GMAIL and SMTP_OAUTH connectors.

Configure the EPortal.AppConfig file

1. After completion of application registration, copy the following text and paste in the
EPortal. AppConfig file under the <MailAccounts/> section.
<MailAccount Id="smtp oauth gmail" DisplayName="smtp ocauth gmail"
Host="https://mail.google.com/" Port="0" SSL="true"
IgnoreCertificateErrors="false" UserName="abcXYZ@gmail.com" Protocol="SMTP OAUTH"
ClientID="892052231411-33cjawertui8floimb67jn67raffn5hl.apps.googleusercontent.com"
ClientSecretID="MiVbIAJpwedxxpUjFkxIF8ven">
<MailEncoding>UTF-8</MailEncoding>
<DefaultCharset>UTF-8</DefaultCharset>
<Impersonate Enabled="false" />
</MailAccount>

2. Change the ID, DisplayName, UserName, ClientID, and ClientISecretID as needed by your
application.

3. Copy and paste the following text under ActiveAccounts section.

<ActiveAccount Id="smtp oauth gmail" Enabled="true" />

Run the ePortal manual station

1. In the eFlow LaunchPro, on the Stations list, select ePortal manual station.
If opened for the first time the following page appears.
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G Sign in with Google

Choose an account

to continue to ePortal

J JohnDoe@gmail.com

J JohnDoe2@amail.com

J JohnDoe3@gmail.com

(® Use another account

Before using this app, you can review Eportal's
privacy policy and terms of service.

English (United States) ~ Help Privacy Terms

2. Select the Gmail account that you provided as the contact email address. The following page
appears.

i B33 your Gmail account is not signed in from the computer where you are using the ePortal,
then you need to sign in using your Gmail username and password.
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A

This app isn't verified

This app hasn't been verified by Google yet. Only proceed if you know and trust the
developer.

If you're the developer, submit a verification request to remove this screen. Learn more

Advanced BACK TO SAFETY

3. Click Advanced.
The following page appears.
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This app isn't verified

This app hasn't been verified by Google yet. Only proceed if you know and trust the
developer.

If you're the developer, submit a verification request to remove this screen. Learn more

Hide Advanced BACK TO SAFETY

Google hasn't reviewed this app yet and can't confirm it's authentic. Unverified apps may
pose a threat to your personal data. Learn more

GGo to ePortal (unsafe)

4. Click Go to ePortal (unsafe).
The Grant ePortal permission Web dialog appears.
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Grant ePortal permission

Read, compose, send, and
M permanently delete all your
email from Gmail

5. Click Allow. The Confirm your choices page appears.
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-~

& Sign in with Google

Confirm your choices
o lohnDoe@gmail.com

You are allowing ePortal to:

ﬂ Read, compose, send, and permanently delete all
your email from Gmail

Make sure you trust Eportal

You may be sharing sensitive info with this site or app.
Learn about how Eportal will handle your data by reviewing
its privacy policies. You can always see or remove access
in your Google Account.

Learn about the risks

English (United States) ~ Help Privacy

Terms

6. Click Allow.

7. After accepting the permission, the ePortal Manual station starts fetching the Gmail

messages from the configured folder.
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&) SimpleDemoEportal - ePortall

- File Options Help
E )

_Messages [
Connected to Gmail_oauth

Fetching email...Gmail_oauth

Importing email 1/1...

Messageld: 1729d668b093651c
From: JohnDoe@gmail.com

Subject: ePortal testing

Converter config:
Converting 00001981.TIF...
Converted

Converting 2019-03_Abrechnung_K-60256_50055pdf ..
Converted

Converter config:
Files converted
Merging step
Converting ﬂ'-ebodytn TIF...
Adding the body to the file mumam..,
Merged
Creating collection 1/2...
Collection created: 0048e925-11cc-4642-9264-414b56 3096 2e
Collection created: c5eb06dc-34f3-401c-914-515%2132579
Archived: Email saved to C:\Archive\Success'\2020"06\29;
Collections [00001881] locked
Collections [00001882] locked
Collections [00001881] freed
Collections [00001882] freed
Connected to Gmail_oauth
Fetching email.. Gmail_oauth
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Filtering

The ePortal filters are used to classify the eDoc of the envelope and link the AttachedDocs
(DocAttachment), AttachedFiles (FileAttachment) to their main AcceptedDoc.

The eDoc is classified as mentioned in the following table.

Type Description

AcceptedDoc The AcceptedDoc is the main file that is processed by eFlow, such as an invoice.

AttachedDoc A file to be merged with the main document.

(DocAttachment)

AttachedFile A file to be attached to the collection so that it can be exported by an export station, or

(FileAttachment) used in another station. For example, XML file.

RejectedFile A file to be removed as an unwanted attachment. Files can be rejected depending on
their size, name or extension.

eDocs are filtered according to the following:
* Avregular expression on the full name (name + extension)
+ Size in bytes

Filtering eDocs

The ePortal filters the eDocs in the following order:

The ePortal filter identifies whether the eDoc is accepted.
If the eDoc is not accepted, the filter tries to identify if it is a DocAttachment.

If the file is not identified as a DocAttachment, the filter tries to identify it as FileAttachment.

Ll A

If the eDoc cannot be classified, it is rejected.

AcceptedDoc

The AcceptedDoc is the main file that is processed by eFlow, such as an invoice.

<Accepted Description="List of files that will be imported">
<RegularExpression Enabled="true" Value="" (?{invoiceGUID} ((?! ATTACH) .)*) \.
(tif | tiff|pdf)S"/>
<MinSize Enabled="false" Value="" />
<MaxSize Enabled="false" Value=""/>
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</Accepted>

AttachedDoc

The AttachedDoc or DocAttachment is the image that is merged with the accepted eDoc as an eFlow
page attachment.
<DocAttachment description="List of files that will be attached to the collection as
is">
<RegularExpression Enabled="true" Value=" (?{invoiceGUID}.*) ATTACH.*\. (tif]|
tiff |pdf)s"/>
<MinSize Enabled="false" Value=""/>

<MaxSize Enabled="false" Value=""/>
</DocAttachment>

AttachedFile

The AttachedFile or FileAttachment is the file that is attached to the eFlow collection as an eFlow file
attachment. The file is not merged with the collection. For example, you can save an XML file so that
it can be exported by an export station or used in another station.

<FileAttachment Description="List of files that will be attached to the collection as

is">
<RegularExpression Enabled="true" Value=" ("\. (png))s$"/>
<MinSize Enabled="false" Value=""/>
<MaxSize Enabled="false" Value=""/>
</FileAttachment>

RejectedFile

Rejected files are deleted. Typically, these are the images with signatures (PNG files).

Linking AcceptedDoc

The AcceptedDoc and AttachedDoc or AttachedFile must have a common name, which can be
defined using the group name of the regular expression.

To make this more readable in the configuration file, replace '<' and ">' with '{' and '}".

For example, Invoice1.PDF, Invoice1_ATTACH.PDF and Invoice2_ATTACH.PDF can be linked together
with the following regular expression:

AcceptedDoc: A(?{invoiceGUID}(?!_ATTACH).)*)\.(tif | tiff | p)$
AttachedDoc: (?{invoiceGUID}.*) _ATTACH.*\.(tif | tiff | pdf)$

There can be more than one group name. ePortal checks every group name and if both regular
expressions have the group name, they are compared.
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Conversion

As electronic document providers or email servers can import a wide variety of document types into
the system, conversion to files and formats that eFlow can process is a critical step in the ePortal
process.

There are many third-party tools and libraries that allow you to convert from one document type to
another. ePortal also has its own internal converter to perform such tasks.

To provide more flexibility, the integration of converters into ePortal is done through a plug-ins
model.

Available converters

The following converters are available:

* ePortal internal (default)

* Aspose: TIF, TIFF, JPG, JPEG, BMP, GIF, PNG, PDF, DOC, DOCX, DOCM, DOT, DOTX, HTML, HTM,
XHTML, MHT, MHTML, ODT, RTF, TXT, XML, XLS, XLTX, XLSX, XLTM, XLSM, ODS, CSV, PPS, PPT, POT,
ODP, PPSX, POTX, and PPTX File.

* Winnovative: MHTML, HTM, and MHT.
* PRD - PDFtools: Searchable PDF

© 1 no converter is defined for a specific file type, the envelope is rejected.

Configuration

When multiple converters are enabled, ePortal first checks for a suitable converter for the specific
file. If two converters can convert the same file extension, the first one in the list is chosen.

<Conversion Description="Use to convert pdf, Jjpg, tif images to tif CCITT4 with the
appropriate resolution">
<ConverterPlugins Description="List of available dlls that can convert images">

<ConverterPlugin Name="BasicConverter" Enabled="true"
AssemblyName="TiS.Import.ePortal.Converter.Basic, Version=0.0.3.0, Culture=neutral" />

<ConverterPlugin Name="NeeviaConverter" Enabled="false"
AssemblyName="TiS.Import.ePortal.Converter.Neevia, Version=0.0.3.0, Culture=neutral" /
>

<ConverterPlugin Name="AsposeConverter" Enabled="false"
AssemblyName="TiS.Import.ePortal.Converter.Aspose, Version=0.0.3.0, Culture=neutral" /
>
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<ConverterPlugin Name="PRDConverter" Enabled="false"
AssemblyName="TiS.Import.ePortal.Converter.PRD, Version=0.0.3.0, Culture=neutral" />
</ConverterPlugins>
<Resolution>300</Resolution>
<BinarizeThreshold>128</BinarizeThreshold>
<GenerateJPG>false</GenerateJPG>
</Conversion>
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Collection creation

Collection creation controls how emails are imported into eFlow from ePortal.
The following options are possible:

* One collection per attachment.

+ One collection per email (all attachments are merged to create a single TIF file).

+ Adding the email body at the beginning or at the end of the collection.

+ Setting some pages as eFlow attachments so that they are not processed by the OCR engines.
+ Attaching the original email attachments to the collection so that they can be exported.

© When two eDocs are merged, it is possible that one is imported, and the other is rejected.

The output of the collection creation is an eFlow collection per eDoc:

1. An eFlow collection is created for every eDoc of every envelope of the eBatch created by the
connector, provided the eDoc was not rejected due to merging or filtering.

2. The UserTags of the collection are updated from the following configuration elements:
* The eBatch: SourcelD, for example AccountID of the mailAccount, such as GmailAccount1.
+ The envelope: remotelD or Email_From.
* The eDoc: FileName.

3. The UserTag used for routing is updated, such as PRD_Created.
4. The email body or the images can be set as a page attachment.

5. All files specified in the Filtering stage are attached.

The original file is attached to the collection as a collection attachment.

Configuration

<CollectionCreation Description="Use to merge images before to be imported"/>
<Email>
<MergeImages Enabled="false" description="merge all images of the email"/>
<MergeBody Enabled="true" Description="merge the body with the image"/>
<BodyFirst Enabled="false" Description="if false the body will be the last
image"/>
<PageAttachment Description="set page as eFlow attachment"/>
<Body Enabled="true"/>
<Images Enabled="false"/>
</PageAttachment>
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Acknowledgment

The Acknowledgment feature enables you to send emails to the senders to inform them that their
files have been processed. The acknowledgment email is sent after the imported email is archived.

* SUCCESS: When the collection is created in eFlow.

+ REJECTED: When an envelope is rejected. For example, if the envelope is empty and does not
contain any eDoc.

An envelope may be empty in the following situations:
+ The email has no attachments.

+ The files in the envelope do not adhere to the regular expression of the filter or are too large or
too small.

* The files in the envelope cannot be converted to TIF.
+ ERROR: When an error occurs during processing.

Each archive has its own configuration and can behave differently. Some of the settings are:
+ Archive path

+ Forward the envelope to another mail account

+ Send an acknowledgment

+ Delete the remote file

+ Move the remote file

Configuration
1. Set up an SMTP account.

<MailAccount Id="smtp oauth exchange" DisplayName="smtp oauth exchange"
Host="https://graph.microsoft.com/" Port="0" SSL="true"
IgnoreCertificateErrors="false" UserName="abc.xyz@kofax.com"
Protocol="SMTP_ OAUTH" TenantID="bcd8ba5f-75e2-4d6c-8cc5-fffoc8baalff"
ClientID="e3267ecl-edfc-3423-a3a2-a048459%9e5b00">
<MailEncoding>UTF-8</MailEncoding>
<DefaultCharset>UTF-8</DefaultCharset>
<Impersonate Enabled="false" />
</MailAccount>

2. Enable <Acknowledgement> in the <stations> section:
<Acknowledgement Enabled="true" />

You can exclude specific stations from sending acknowledgement emails to the sender.

<Station Name="Default">
<QueryWF Enabled="false" />
<MaxWorkUnit Value="10" />
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<Acknowledgement Enabled="false" />
<UpdatePriority Enabled="true" />
<ActiveAccounts>
<ActiveAccount Id="Gmail oauth" Enabled="true" />
<ActiveAccount Id="smtp oauth exchange" Enabled="true" />
</ActiveAccounts>
</Station>

3. Enable <Acknowledgement> in the <Archives> section:

<Acknowledgement Enabled="true" Description="Send an Email to the sender of the
rejected email ">
<Subject>Rejected doc: {SUBJECT:30}</Subject>
<Body>The electronic document you submitted: "{SUBJECT}" was rejected.
\nIt can be tracked down in our system under the reference number:\n
{GUID}\n\nYou may contact the system administrator for more details at:\n
Support eportal@bigcorp.com </Body>
<BodyHtml Enabled="false" FileName="S%EPORTAL%\
Template\Reject Acknowledgment.html" Description=""/>
<From>
<MailBox Address="reject@eportal.com" />
</From>
</Acknowledgement>

Acknowledgement templates

You can use HTML templates for the acknowledgment emails. The default templates are available in
the following folder.

C:\Program Files (x86)\TIS\Kofax eFlow ePortal\Runtime\Template

+ If <BodyHtml Enabled="false">, ePortal uses the text from the parameter <Body> to create
the body text of the email.

* If <BodyHtml Enabled="true">, ePortal uses an HTML template to create the body.

You can add variables to the email message. The variables are available in the AvailableTags.html
file at the following location:

C:\Program Files (x86)\TIS\Kofax eFlow ePortal\Runtime\Template

$EPORTAL% is replaced with the content of the environment variable created with the MSI.

Acknowledgment of email attachments

The acknowledgment mail can inform the sender which files were accepted, and which were
rejected. You can integrate this in the acknowledgment email as a simple HTML list:

<ul> <1i>File 1 - collectionNamel</1li> <1li>File 2 - collectionName2</li></ul>

You can include the eDoc properties {FileName} {CollectionName} {State} {Note} as well as custom
eDoc properties.

To add a variable to the template, use the following syntax:

{Envelop variable:"Text with eDoc variable"}
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For example:

{IMPORTSET:" {FileName} {CollectionName}"}

{IMPORTSET:" {FileName}"}

{IMPORTSET:"the collection {CollectionName} was created with the email attachment
{FileName}"}

Example of email sent:

List of attachments* DOC1.tif 00001427_1_EU00000502

List of rejected attachments* template.xlsx: The image must be TIF, PDF or JPG.

To list Use variable
Imported files {IMPORT_SET}
Rejected files {REJECT_SET}

Merged files {ATTACHED_DOC_SET}
Collection attachments {ATTACHED_FILE_SET}
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